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DEVELOPMENT OF AN ALGORITHM FOR DETECTING ANOMALIES IN
THE AIR POLLUTION MONITORING SYSTEM

Abstract. In recent years, the problem of air pollution has become more and more acute,
especially for industrial regions. The constant growth of environmental monitoring data requires
not only their accumulation, but also effective intelligent processing. One of the key tasks is the
timely detection of abnormal values that can indicate both real emissions of pollutants and errors
in measuring systems.

In this paper, an algorithm for detecting anomalies in the atmospheric air monitoring system
is proposed, based on a combination of statistical methods and machine learning algorithms. This
approach allows you to take into account both simple emissions and more complex, hidden
patterns in the data. For primary filtration, the methods of Z-score and interquartile range (IQR)
were used, and for a more in-depth analysis, the Isolation Forest algorithm was used, which is
able to effectively work with multidimensional ecological time series. The novelty of the study lies
in the hybrid decision procedure that combines statistical filtering, unsupervised anomaly
detection and meteorological-context interpretation for industrial air pollution monitoring data.

Particular attention is paid to the construction of the system architecture, which is
implemented using cloud technologies. This provides the ability to process large amounts of data
coming from monitoring sensors, as well as analyze them in near real time.

The algorithm was tested on data from the city of Ust-Kamenogorsk, including indicators of
the concentration of the main pollutants and meteorological parameters. The results showed that
the proposed hybrid approach achieved higher performance than individual methods, reaching
Precision = 0.94, Recall = 0.91 and Fl-score = 0.92. At the same time, the system is able to
automatically record sharp deviations associated with industrial emissions, weather conditions or
technical failures.

The practical significance of the work lies in the possibility of introducing the proposed
algorithm into environmental information systems and smart city solutions. Its application makes
it possible to improve the quality of monitoring, the efficiency of response and the validity of
management decisions in the field of environmental protection.

Keywords: atmospheric air monitoring, data anomalies, machine learning, isolation forest,
environmental monitoring, cloud technologies.

Introduction.
In modern conditions of intensive urbanization and industrial development, air pollution has
become one of the most significant environmental problems for industrial cities. The growth of
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industrial emissions, transport intensity and the use of various fuel sources contribute to an
increase in the concentration of harmful substances in the atmosphere. This negatively affects
public health, the ecological state of urban territories and the sustainable development of industrial
regions. Therefore, the monitoring of atmospheric air quality and the timely detection of dangerous
deviations in pollutant concentrations are important tasks of environmental management and
decision support.

Traditional air quality monitoring systems based on stationary measuring stations provide
valuable information about the concentration of pollutants. However, these systems have several
limitations, including limited spatial coverage, the high cost of equipment, delays in data
processing and difficulties in analyzing large volumes of heterogeneous environmental data. In
addition, monitoring data may contain abnormal values caused not only by real increases in
pollutant emissions, but also by unfavorable meteorological conditions, sensor failures, data
transmission errors or measurement noise. As a result, the automatic detection and interpretation
of anomalies in environmental time series remains an important scientific and practical problem.

Recent studies show that cloud computing, big data technologies and machine learning
methods create new opportunities for environmental monitoring. Cloud-based architectures
provide scalability, fault tolerance and distributed data processing capabilities [1, 2]. Big Data
technologies make it possible to process large flows of environmental information and support
near-real-time analysis [3]. Microservice-based architectures also increase the flexibility and
modularity of environmental monitoring platforms [4]. In air pollution analysis, statistical models,
regression methods, decision trees, random forest, gradient boosting, support vector regression and
neural network models have been widely used for forecasting pollutant concentrations and
analyzing complex nonlinear dependencies [5—10].

However, most existing studies focus mainly on predicting air pollution levels, while the
problem of detecting and interpreting anomalies in long-term environmental monitoring data
remains insufficiently developed. In particular, there is a lack of reproducible approaches that
combine statistical anomaly detection methods with unsupervised machine learning algorithms
and take into account the meteorological context of industrial cities. This research gap is especially
relevant for regions with high industrial load, where abnormal pollutant concentrations may be
caused by industrial emissions, weather-related accumulation effects or technical failures of
monitoring equipment.

The purpose of this study is to develop and test a hybrid algorithm for detecting anomalies
in atmospheric air pollution monitoring data. The proposed approach combines statistical methods,
including Z-score and interquartile range analysis, with the Isolation Forest machine learning
algorithm. This combination makes it possible to identify both simple extreme values and more
complex hidden anomalous patterns in multidimensional environmental time series.

The scientific contribution of the study is threefold. First, a hybrid anomaly detection
pipeline combining Z-score, IQR and Isolation Forest is proposed for the analysis of atmospheric
air monitoring data. Second, the algorithm is adapted to long-term monitoring data of an industrial
city and includes the interpretation of anomalies in relation to meteorological conditions and
possible sensor-related errors. Third, the anomaly detection procedure is integrated into a cloud-
based monitoring architecture, which supports data preprocessing, anomaly identification, event
recording, visualization and near-real-time decision support.

The practical significance of the study lies in the possibility of using the developed algorithm
in environmental information systems, air quality monitoring platforms and smart city
infrastructure. The proposed approach can improve the reliability of monitoring data, support the
timely detection of dangerous environmental situations and increase the efficiency of management
decisions in the field of atmospheric air protection.

A separate category is made up of anomalous trends associated with long-term deviations in
air quality indicators. Such anomalies may indicate a systematic increase in pollutant emissions or
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changes in meteorological conditions. To identify them, time-series analysis methods and machine
learning algorithms are used.

Table 1 — Types of anomalies in atmospheric monitoring data and methods of their
elimination

Type of Causes of occurrence Detection methods Methods of
anomaly elimination
Outliers Sensor errors, Z-score, IQR, Filtering, smoothing,
measurement noise, Isolation Forest replacing with median
extreme pollutant value
emissions
Missing data Hardware failure, packet | Time series analysis, | Interpolation, Moving
loss, technical issues data completeness Average, Median Fill
check
Temporary Sensor asynchrony, Comparison of time | Time synchronization,
inconsistencies timestamp errors intervals, correlation | data aggregation
analysis
Anomalous Long-term changes in the | Time Series Recalibration of
trends environmental situation, Analysis, Machine sensors, adjustment of
changes in emission Learning Algorithms | models
sources
Data Network failures, data Checksum control, Data retransfer, data
transmission corruption logging set cleanup
errors

Thus, the correct identification and processing of anomalies makes it possible to increase the
reliability of monitoring data and improve the quality of models for predicting air pollution.
Table 2 shows the algorithms for detecting anomalies in atmospheric air monitoring data.

Table 2 — Algorithms for detecting anomalies in atmospheric air monitoring data

Method Algorithm Principle of Benefits Limitations Air
type operation Monitoring
Applications
Z-score Statistical Evaluates the | Easy to Sensitive to Detection of
deviation of a | implement, | outliers and sudden spikes
value from high speed | data in pollutant
the mean of distribution concentrations
through calculations
standard
deviation
IQR Statistical Determines Resistant to | Limited Clearing
(Interquartile outliers based | noise and Efficacy for sensor data
Range) on the extreme Complex
interquartile | values Time
range of the Dependencies
distribution
Isolation Machine Isolates Effective Requires Detection of
Forest learning anomalous for large parameter anomalous
points in data sets settings environmental
random trees events
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Local Outlier | Machine Compares the | Detects High Analysis of
Factor (LOF) | learning density of a local computational | spatial

point with the | anomalies | complexity environmental
density of its | well data
neighbors
Autoencoder | Deep The neural Suitable for | Requires a Detection of
learning network complex large amount | complex
recovers data | nonlinear of data anomalies
and identifies | data
reconstruction
errors
LSTM Deep Analyzes Effective High Forecast and
learning temporal for time computational | detection of
dependencies | series complexity pollution
in data anomalies

In ambient air environmental monitoring systems, data come from a variety of sources,
including stationary air quality sensors, weather stations and satellite observations. In the process
of collecting and transmitting information, various anomalies can occur that distort the results of
the analysis and reduce the accuracy of pollution forecasting. Therefore, the identification and
correct processing of such anomalies is an important step in data pre-processing.

Anomalies in environmental data can be caused by various factors. These include technical
failures of measuring instruments, data transmission errors, the impact of extreme meteorological
conditions or actual abrupt changes in pollutant concentrations due to accidental releases.
Depending on the nature of the occurrence, anomalies can be divided into several main types:
outliers, missing data, temporal inconsistencies and anomalous trends.

Outliers are sharp deviations of measured parameters from typical ranges. They can occur
due to sensor failure, measurement noise, or extreme atmospheric processes. Statistical methods
are used to identify such anomalies, including interquartile range analysis, z-scoring, and machine
learning algorithms.

Missing values are a common problem in environmental datasets. They can occur due to
temporary equipment shutdowns, data transmission interruptions, or registration errors. To
eliminate gaps, interpolation, moving average, or machine learning models are used.

Another type of anomalies is temporal inconsistencies that occur when data are recorded
asynchronously by different sensors. Such errors can lead to incorrect interpretation of
relationships between environmental parameters. To eliminate this problem, timestamp
synchronization and data aggregation over single time intervals are used [6, 7, 11].

Materials and methods of research.

The materials of the study were scientific publications of domestic and foreign authors
devoted to the problems of environmental monitoring of atmospheric air, the use of machine
learning methods for the analysis of environmental data, as well as the development of information
systems for environmental monitoring. In addition, the data of observations of atmospheric air
quality obtained by automated monitoring stations located in various districts of Ust-Kamenogorsk
were used. The study also took into account meteorological parameters affecting the processes of
distribution and accumulation of pollutants in the atmosphere.

The methodological basis of the study is the system and information-analytical approaches,
which allow us to consider the system of atmospheric air monitoring as a complex multi-level
system for collecting, processing and analyzing environmental data. In the course of the study, the
methods of analysis and generalization of scientific sources, comparative analysis of existing
methods for predicting air pollution, as well as methods of data mining and machine learning were
used.
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To develop an algorithm for detecting anomalies, methods of statistical analysis of time
series and machine learning algorithms were used to detect deviations from typical patterns of
changes in pollutant concentrations. Data analysis was carried out using Python and Julia
programming languages, as well as specialized libraries for data processing and building machine
learning models.

Processing and preparation of initial data included the stages of data cleaning, filling in
missing values, normalizing parameters and forming a feature space. To analyze the data and build
models, regression analysis methods, decision tree algorithms, ensemble methods and neural
network models were used, which make it possible to identify complex nonlinear dependencies
between pollutant concentrations and meteorological factors.

To store and manage data, a relational PostgreSQL database was used, which provides
centralized storage of environmental information. The architecture of the developed system is
based on a microservice approach and includes modules for data collection, analytical processing,
anomaly detection, and visualization of results. Interaction between the components of the system
is implemented using REST API.

To evaluate the feasibility of cloud deployment, the algorithm was tested in batch processing
mode. The evaluation included data loading time, preprocessing time, anomaly detection time,
database writing time and API response time. This made it possible to assess whether the proposed
architecture can be used for near-real-time monitoring.

The effectiveness of the developed algorithm was evaluated on the basis of an analysis of
the accuracy of anomaly detection and comparison of the model results with the actual values of
pollutant concentrations. Statistical indicators of the model quality, including mean absolute error
(MAE), root mean square error (RMSE) and coefficient of determination (R?), were used as
evaluation criteria.

The methods and software used ensure the reproducibility of the study and make it possible
to use the developed algorithm as part of intelligent environmental monitoring systems aimed at
improving the efficiency of atmospheric air quality control and timely detection of hazardous
environmental situations.

Statistical methods (Z-score, IQR) are used for primary data filtering, while machine
learning algorithms (Isolation Forest, LOF) and deep learning methods (Autoencoder, LSTM) are
used to identify complex anomalies and analyze environmental data time series.

Methods for detecting anomalies:

1. Z-score method

The z-score is used to identify outliers in the data based on the deviation of the value from
the mean.

Formula:

Z==* €y
where

x - observed value;

u - average sample value;

o - standard deviation.

If

|Z] > 3 (2)

The value is considered anomalous.

This method is widely used to detect sharp emissions of pollutant concentrations (PM2.5,
NOz, SO, etc.).

2. Interquartile Sweep (IQR)

The IQR method allows you to identify outliers based on the distribution of data.

Formulas:
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OQR =05 -0 (3)

where

Q1 - first quartile (25th percentile),
Q5- Third quartile (75th percentile).
Normal value limits:

Lower = Q1 —1.5XIQR 4)

Upper = Q3 + 1.5 X IQR (5)
If

X < Lower B X > Upper (6)

The value is considered an anomaly.

IQR is noise-resistant and is often used in environmental time-series analysis.

3. Isolation Forest Method for Anomaly Detection

The Isolation Forest method refers to machine learning algorithms designed to detect
anomalous observations in multidimensional data. The basic idea behind the algorithm is that
anomalous points are easier to isolate in feature space compared to normal observations.

The algorithm builds an ensemble of random binary isolation trees in which the data is
sequentially divided randomly according to selected features. Because anomalies are different
from most observations, they are isolated earlier in the construction of the tree, resulting in a
shorter path length from the tree root to the corresponding node.

Building an Isolation Tree

Each tree is formed as follows:

The characteristic q is randomly selected.

A random threshold value of ppp is determined within the range of values of the selected
characteristic.

The data is divided into two subsets:

Xq <P )
Xq =P 3

The process is repeated recursively until the maximum depth of the tree is reached, or until
there is only one observation left in the node.

Assessment of anomaly. The main indicator is the length of the isolation path of observation
in the tree.

Let's outline:

h(x) 9

- The length of the observation path xxx from the tree root to the leaf.

For an ensemble of ttt trees, the average path length is calculated

where

E(h(x)) = T i hi(x) (10)

Normalizing coefficient
For correct evaluation, normalization is used through the

c(n) = 2H(m — 1) = 21 (11)
where

H(n) =In(n) +y (12)
- harmonic number,
y =0.57721 is the Euler constant.
Anomaly Assessment Function

The final score of the anomaly is determined by the formula
_E(h(x))
s(x,n) =2 <m (13)
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where
s(x,n)- indicator of abnormal observation.
Interpretation of the meaning (Table 3):

Table 3 - Interpretation of the score value

Score value Interpretation
s(x,n) =1 High probability of anomaly
s(x,n) = 0.5 Indeterminate state
s(x,n) < 0.5 normal observation

The Isolation Forest method is effective for analyzing environmental monitoring data, as it
allows you to identify abnormal values of pollutant concentrations without the need for
preliminary data labeling.

In atmospheric air monitoring tasks, the algorithm can be used to detect:

— sharp jumps in pollutant concentrations;

— errors of measuring sensors;

— anomalous emissions from industrial enterprises;

— non-standard meteorological conditions.

The use of an ensemble of isolation trees makes it possible to effectively analyze large
amounts of environmental data and identify anomalies in real time, which makes this method
promising for use in cloud-based air quality monitoring systems [7-11].

The Isolation Forest algorithm detects anomalies based on the isolation principle of
observations. First, features and thresholds are randomly selected from the source dataset, and then
an ensemble of isolation trees is constructed. At each step, the data is recursively separated until
the observations are isolated. Anomalous points have a shorter path in the tree because they
separate faster than normal observations. After the tree ensemble is constructed, the average path
length for each observation is calculated and the anomaly score is calculated from it. Figure 1
shows how the Isolation Forest algorithm works to detect anomalies in ambient air monitoring
data.

Air monitaring data Data preprocessing Random selection of the feature
(concentrations of pollutants) {cleaning, normalization) and separation threshold
Calculating Calculation Building trees
the anomaly score of the insulation path length Izolation Tree
OdHapy#eHne
aHOMan1iA

Figure 1 — Diagram of the Isolation Forest algorithm for detecting anomalies in ambient air
monitoring data.
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In the first step, the algorithm obtains ambient air monitoring data, including pollutant
concentrations and meteorological parameters. Next, the data is pre-processed, including cleaning
up missing values and normalizing features. Following this, features and thresholds for data
separation are randomly selected. Based on these divisions, an ensemble of isolation trees is
constructed. For each observation, the length of the isolation path in the trees is calculated. Based
on the average path length, an anomaly score is calculated to determine whether the observation
is anomalous. A comparison of anomaly detection methods is presented in Table 4.

Table 4 — Comparison of anomaly detection methods

Method Method Basic principle Benefits Limitations
Type

Z-score Statistical | Determines the deviation of | Simple and fast | Sensitive to outliers
a value from the mean | calculations and data
through standard deviation distribution

IQR Statistical | Uses interquartile range to | Resistant to | Limited for
determine outliers extreme values | complex time

dependencies
Isolation | Machine Isolates anomalous | Effective  for | Requires parameter
Forest learning sightings with random trees | large data sets | settings

A comparison of anomaly detection methods shows that statistical methods (Z-score, IQR)
are effective for primary data filtering, whereas machine learning algorithms such as Isolation
Forest can identify more complex anomalous patterns in multidimensional environmental data.

The material for the experimental verification of the algorithm was the data of monitoring
of the atmospheric air of the city of Ust-Kamenogorsk. Time series of concentrations of the main
pollutants (PM2.5, PM10, NO:, SO:, CO) obtained from the city environmental monitoring
stations were used.

The methodology was tested on long-term observations of air quality in Ust-Kamenogorsk.
The initial data were collected by five automated stations located at different points of the
industrial city: thus, both industrial and residential areas were covered. Ust-Kamenogorsk is
characterized by a high environmental burden due to industrial enterprises in the north, intensive
traffic and individual heating systems in the private sector. The current location of the sensors
allows you to get an objective picture of the distribution of harmful impurities in different areas of
the city.

To ensure the reproducibility of the experimental evaluation, a detailed description of the
environmental monitoring dataset used in this study is provided. The dataset includes long-term
atmospheric pollution observations collected from automated monitoring stations in Ust-
Kamenogorsk. Information about the monitoring period, pollutants, meteorological parameters,
preprocessing procedures, and normalization methods is summarized in Table 5.

Table 5 — Description of the experimental dataset

Parameter Description
Full monitoring period 20052025
Original temporal resolution Hourly measurements
Number of stations 5 automated monitoring stations
Estimated raw data volume approximately 876 000 station-hour records before
filtering
Experimental dataset used for 15 000 cleaned and balanced records
model evaluation
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Reason for using subset records with complete pollutant and meteorological
parameters after quality filtering

Pollutants in the initial dataset PM2.5, PM10, NOz, SO, CO, Os, NO

Pollutants used in experimental PM2.5, PM10, NO2, SO:

comparison

Meteorological parameters temperature, atmospheric pressure, relative humidity,
wind speed, wind direction

Data owner/source Regional environmental monitoring system and
Kazhydromet open monitoring data

Missing value processing Linear interpolation and median filling

Normalization method Z-score standardization

Although the original monitoring archive covers the period from 2005 to 2025 and includes
hourly measurements from five stations, the experimental evaluation was conducted on a cleaned
and balanced subset of 15,000 records. This subset included observations with complete pollutant
concentrations and meteorological parameters after removing corrupted, incomplete and
duplicated records. Therefore, the value of 15,000 records refers to the experimental dataset used
for model evaluation, not to the full raw monitoring archive.

The dataset combines atmospheric pollution measurements and meteorological observations
collected from different monitoring locations within the industrial area of Ust-Kamenogorsk. Data
preprocessing included missing value handling, normalization, and removal of corrupted records
prior to anomaly detection and machine learning analysis. The selected preprocessing procedures
improved the stability of the models and ensured consistency of the environmental time-series
data.

The initial dataset covered the period from 2005 to 2025 and included pollutant
concentrations, meteorological variables and weather condition codes affecting the dispersion or
accumulation of impurities.

The use of the developed algorithm made it possible to identify anomalous values of
pollutant concentrations arising from emissions from industrial enterprises, weather conditions and
possible errors in sensory measurements.

Since the Isolation Forest algorithm is an unsupervised method, the detected anomalies were
evaluated using a semi-automatic validation procedure. The initial anomaly candidates were
generated using Z-score, IQR and Isolation Forest and then compared with threshold-based rules,
meteorological parameters and data quality indicators. Each anomaly was assigned to one of the
following categories: emission-related anomaly, meteorological accumulation anomaly, sensor or
transmission error, or uncertain case. At the current stage, the anomalies were labeled semi-
automatically using threshold-based rules and cross-comparison with meteorological variables.
Full expert validation by environmental monitoring specialists is planned as the next stage of the
study.

Although the initial dataset contained seven pollutants, the experimental comparison in this
version of the study focused on four key indicators — PM2.5, PM10, NO: and SO. — because
these parameters had the most complete time series and the highest relevance for industrial air
pollution analysis. The remaining pollutants will be included in future extended validation.

The developed algorithm makes it possible to automatically detect anomalies in the air
monitoring data flows, thereby increasing the reliability of environmental observations.

Detected anomalies were compared with meteorological parameters, including wind speed,
wind direction, temperature, humidity and atmospheric pressure. Particular attention was paid to
low wind speed and unfavorable dispersion conditions, since these factors may lead to pollutant
accumulation near the monitoring stations.

Sensor-related anomalies were identified using data quality rules: isolated single-point
spikes, physically impossible values, sudden discontinuities, repeated constant values, missing
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timestamps and transmission gaps. Such cases were not interpreted as environmental events and
were marked as technical anomalies.

As part of the study, an algorithm for detecting anomalies in the air pollution monitoring
system was built. Figure 2 shows a flow diagram of an algorithm for detecting anomalies in the
air pollution monitoring system. The algorithm is designed to automatically analyze environmental
data received from measuring stations and identify deviations from the normal state of the
atmospheric environment.

At the first stage, input data is collected, including indicators of the concentration of
pollutants obtained from air quality sensors, as well as meteorological parameters (temperature,
wind speed and direction, humidity and atmospheric pressure). In addition, data from external
sources of environmental monitoring can be used.

The next stage involves data preprocessing. At this stage, data is cleaned, missing values are
eliminated, erroneous measurements are filtered, and parameters are normalized. Data
preprocessing is an important step because the quality of the source data directly affects the
accuracy of the analysis algorithms.

After that, the stage of formation of characteristics is performed. Within the framework of
this stage, additional variables are created that characterize the dynamics of changes in
environmental parameters. These include temporal signs, lag variables, as well as meteorological
indicators that affect the distribution of pollutants in the atmosphere.

Next, an anomaly detection model is selected and trained. Depending on the availability of
labeled data, various machine learning methods can be applied. If labeled data is available,
controlled algorithms such as Random Forest or XGBoost are used. In the absence of labeled data,
unsupervised anomaly detection methods such as Isolation Forest or autoencoders are used.

After training the model, the anomaly index for each observation is calculated. This indicator
reflects the degree of deviation of the current value of the parameters from the typical patterns of
the system's behavior. Next, the obtained value is compared with the set threshold value.

If the anomaly indicator does not exceed the specified threshold, the observation is classified
as a normal state of the atmospheric environment. Otherwise, an anomaly is recorded, which may
be associated with a sharp increase in the concentration of pollutants, an accidental release or an
error in measuring equipment.

The results of the analysis are stored in the environmental monitoring database. If an
anomaly is detected, the system additionally generates a notification and transmits the information
to the visualization system or monitoring panel, which allows you to promptly inform specialists
about changes in the environmental situation.

Figure 2 shows an algorithm for detecting anomalies in the air pollution monitoring system.

The proposed algorithm provides automated processing of environmental data and allows
timely detection of critical changes in the state of atmospheric air, increasing the efficiency of
environmental monitoring and decision support systems.
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Figure 2 — Algorithm for detecting anomalies in the air pollution monitoring system

Results and their discussion.

To evaluate the performance and practical feasibility of the proposed cloud-based
architecture, an experimental assessment of the main processing stages was conducted. The
evaluation included data loading, preprocessing, anomaly detection, database interaction, and
REST API response time analysis. The experiments were performed using batches of
environmental monitoring records collected from air quality monitoring stations. The obtained
computational metrics are presented in Table 6.
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Table 6 — Experimental evaluation of cloud-based processing

Metric Result
Data loading time 1.8s
Preprocessing time 2.4s
Anomaly detection time 59s
Database writing time 0.9s

Average REST API response time 145 ms

Batch size 15 000 records
Total processing time 11.0s

The obtained results show that the proposed cloud-based architecture is suitable for batch
processing of environmental monitoring data and can be further adapted for near-real-time
anomaly detection. The most time-consuming stage was anomaly detection using the Isolation
Forest algorithm, while database writing and API response time remained within acceptable limits
for monitoring dashboard integration.

When an anomaly is detected, the system performs the following actions:

—assigns an anomaly score to the observation;

—classifies the anomaly as statistical, meteorological, emission-related or technical;

—records the event in the monitoring database;

—compares the value with regulatory thresholds and historical patterns;

—generates an alert for the monitoring dashboard;

—sends a notification to responsible specialists if the anomaly exceeds the predefined risk
level (Table 7).

Table 7 — Algorithm response

Stage System response
Detection Calculates anomaly score
Classification Marks anomaly as statistical, meteorological, emission-related or technical
Recording Saves event in PostgreSQL database
Verification Compares with regulatory thresholds and historical patterns
Notification Sends alert to monitoring dashboard
Response Notifies responsible specialists

The use of the algorithm in the cloud monitoring system ensures the prompt processing of
large amounts of environmental data and increases the efficiency of management decision-making.

As aresult of the analysis of time series, anomalous values of pollutant concentrations were
identified due to various factors: short-term emissions from industrial enterprises, unfavorable
meteorological conditions, as well as possible errors in measuring sensors. The use of the
algorithm made it possible to automatically detect sharp jumps in pollutant concentrations that
significantly deviate from the average values.

The results showed that the use of anomaly detection methods increases the reliability of
environmental data and makes it possible to identify dangerous levels of air pollution in a timely
manner. In particular, the largest number of anomalous observations was recorded for
concentrations of fine PM2.5 particles, which is associated with high industrial load and intensive
traffic flow in the city.

In addition, the study showed that the combination of statistical methods and machine
learning algorithms provides a higher accuracy of anomaly detection compared to using only one
approach. Statistical methods allow you to quickly identify extreme values, while machine
learning algorithms are able to take into account complex time dependencies and identify hidden
anomalous patterns.
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The results obtained confirm the effectiveness of the proposed algorithm for automated
analysis of environmental monitoring data. The implementation of the developed algorithm in the
cloud monitoring system makes it possible to process large amounts of environmental data in real
time and ensures the timely detection of abnormal changes in pollutant concentrations.

The practical significance of the results obtained lies in the possibility of applying the
proposed approach in smart city systems, environmental information systems and air quality
monitoring platforms. The use of such algorithms makes it possible to increase the efficiency of
managerial decision-making aimed at reducing environmental pollution and improving the
environmental situation in industrial regions.

The graph in Figure 3 shows a time series of pollutant concentrations obtained from an
ambient air monitoring system. The main line shows the change in concentration over time, while
the highlighted points correspond to the anomalies detected. Such values deviate significantly from
the background level and may be associated with short-term industrial emissions, unfavourable
meteorological conditions or sensory measurement errors. The use of anomaly detection
algorithms makes it possible to automatically detect such deviations and increases the reliability
of environmental data analysis.

Anomaly detection in atmospheric pollution monitoring data
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Figure 3 — Detection of abnormal values of pollutant concentration in the time series of
ambient air monitoring data

Analysis of the graph shows that most of the concentration values are located in a relatively
stable range, forming a characteristic background level of atmospheric pollution. However, at a
number of time moments, sharp deviations of concentration values from the average level are
observed. These deviations significantly exceed the typical amplitude of time series fluctuations
and are therefore classified by the algorithm as anomalies.

The graph of Figure 4 shows the distribution of detected anomalies among the main
pollutants of the atmospheric air. The largest number of anomalous values is observed for fine
PM2.5 particles, which indicates a high variability of their concentrations and the possible impact
of industrial emissions and transport sources of pollution. A slightly smaller number of anomalies
was recorded for PM10, which also indicates the presence of periodic dust emissions. For gaseous
pollutants NO: and SO, the proportion of anomalies is much lower, which may be due to the more
stable nature of their emission sources. The results obtained confirm the effectiveness of using
anomaly detection algorithms to analyze environmental monitoring data and identify extreme
changes in pollutant concentrations.
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Distribution of detected anomalies by pollutant
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Figure 4 — Distribution of the identified anomalies by the main pollutants of the
atmospheric air

The detected anomalous values can be due to several factors. First of all, they may indicate
short-term emissions of pollutants from industrial enterprises located in the industrial zone of the
city. In addition, such spikes in concentration can occur under unfavorable meteorological
conditions, such as weak winds or temperature inversions, which prevent the dispersion of
pollutants in the atmosphere. Finally, some of the anomalies can be associated with the technical
features of measuring sensors or short-term errors in data transmission.

An important feature of the presented graph is that the detected anomalies are localized in
time and differ significantly in magnitude from the normal values of the time series. This confirms
the effectiveness of the applied anomaly detection algorithm, which is able to automatically detect
sharp jumps in pollutant concentrations without the need for manual data analysis.

The use of such analysis methods can significantly increase the reliability of environmental
monitoring data. Automatic detection of anomalies ensures timely identification of dangerous
levels of air pollution and allows for a prompt response to environmental threats. In an industrial
city, this is especially important for improving the efficiency of environmental control and
ensuring the environmental safety of the population.

Thus, the results of the time series analysis demonstrate that the use of anomaly detection
algorithms makes it possible to effectively identify extreme values of pollutant concentrations and
improves the quality of data processing in atmospheric air monitoring systems.

A comparison of the accuracy of anomaly detection methods (Z-score, IQR, Isolation Forest)
is presented in Figure 5.

Comparison of anomaly detection methods accuracy

0.8 1

g
@

Accuracy

o
~

0.2

0.0-

Z-score IQR Isolation Forest
Methods

Figure 5 — Comparison of the accuracy of anomaly detection methods
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Table 8 presents the results of detecting anomalous values of concentrations of the main
pollutants in the atmospheric air monitoring data. For each analyzed parameter, the total number
of measurements, the number of detected anomalies and their share in the total volume of
observations are indicated.

Table 8 — Results of detection of anomalous values

Parameter Number of Identified Proportion of
Measurements anomalies anomalies

PM2.5 15000 430 2.9%

PM10 15000 390 2.6%

NO: 15000 270 1.8%

SO: 15000 210 1.4%

Analysis of the data shows that the largest number of anomalies was recorded for PM2.5.
Out of 15000 measurements, 430 anomalous values were identified, which is 2.9% of the total
number of observations. The increased proportion of anomalies for fine PM2.5 particles can be
due to intensive industrial emissions, transport sources of pollution, as well as unfavorable
meteorological conditions that contribute to the accumulation of aerosol particles in the
atmosphere.

For the PM10 parameter, 390 anomalous observations were detected, which is 2.6% of the
total data. The results obtained indicate the presence of periodic sharp fluctuations in the
concentration of suspended particles of a large fraction, which can be associated with industrial
activities, construction work or dust emissions.

A significantly smaller proportion of anomalies is observed for gaseous pollutants. For
example, 270 anomalies were detected for NO., which is 1.8% of the total number of
measurements. For SO2, the number of anomalies was 210, or 1.4%. The lower proportion of
anomalies for these indicators may be due to relatively stable emission sources and less variability
in the concentrations of these pollutants in time series.

The results obtained confirm the effectiveness of the use of anomaly detection algorithms
for the analysis of environmental monitoring data. Automatic detection of anomalous values
makes it possible to quickly detect sharp changes in pollutant concentrations, which is important
for improving the accuracy of environmental analysis and timely response to potentially dangerous
environmental situations.

Thus, the analysis of the table shows that the proposed algorithm makes it possible to
effectively detect anomalous changes in the concentrations of various pollutants and can be used
in atmospheric air monitoring systems to improve the reliability and informative value of
environmental data. A comparison of the results of anomaly detection methods is presented in
Table 9.

Table 9 — Comparison of the results of anomaly detection methods

Method Precision | Recall | F1-score Processing

time, s

Z-score 0.82 0.76 0.79 1.2
IQR 0.86 0.81 0.83 1.5
LOF 0.88 0.84 0.86 6.7
One-Class SVM 0.89 0.85 0.87 8.4
Autoencoder 0.90 0.86 0.88 12.6
Isolation Forest 0.92 0.88 0.90 59
Proposed hybrid approach 0.94 0.91 0.92 73
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The comparison shows that the proposed hybrid approach provides higher F1-score than
individual statistical and machine learning methods. The advantage of the proposed method is
achieved through the combination of preliminary statistical filtering, unsupervised anomaly
detection and meteorological-context interpretation. Unlike standalone methods, the hybrid
procedure reduces false positives related to sensor errors and improves the interpretation of
anomalies caused by meteorological accumulation conditions.

The methodological contribution of the proposed approach is not limited to combining
existing algorithms. The proposed procedure introduces a staged decision-making scheme in
which statistical filtering is used to remove extreme outliers, Isolation Forest identifies
multidimensional anomalous patterns, and meteorological-context interpretation reduces false-
positive detections caused by unfavorable atmospheric dispersion conditions or sensor-related
errors. This structure makes the method more suitable for environmental monitoring data than
standalone anomaly detection models.

Conclusion.

In this study, a hybrid algorithm for detecting anomalies in atmospheric air pollution
monitoring data was developed and evaluated. The proposed approach combines statistical
methods, including Z-score and interquartile range analysis, with the Isolation Forest machine
learning algorithm. This combination makes it possible to detect both simple extreme deviations
and more complex anomalous patterns in multidimensional environmental time series.

The scientific contribution of the study lies in the development of a hybrid anomaly detection
procedure adapted to long-term air quality monitoring data from an industrial city. Unlike
approaches focused only on pollution forecasting, the proposed method combines statistical
filtering, unsupervised anomaly detection and meteorological-context interpretation. This makes
it possible to distinguish between anomalies potentially caused by industrial emissions,
unfavorable meteorological conditions and sensor-related or data transmission errors.

The algorithm was tested using atmospheric air monitoring data from Ust-Kamenogorsk.
The experimental results showed that the proposed approach can effectively identify abnormal
values of pollutant concentrations. The highest number of detected anomalies was observed for
PM2.5 and PM10, which may be associated with industrial emissions, transport activity and
unfavorable atmospheric dispersion conditions. The comparison of methods showed that the
proposed hybrid approach demonstrated higher performance than Z-score, IQR, LOF, One-Class
SVM, Autoencoder and standalone Isolation Forest according to Precision, Recall and F1-score
indicators.

The study also proposed a cloud-based architecture for environmental monitoring, including
data collection, preprocessing, anomaly detection, database storage, visualization and notification
mechanisms. The experimental assessment of cloud-based processing showed that a batch of
15,000 monitoring records was processed in 11.0 seconds, while the average REST API response
time was 145 ms. These results indicate that the proposed architecture is suitable for batch
processing of environmental monitoring data and can be further adapted for near-real-time
anomaly detection.

The practical significance of the study lies in the possibility of applying the developed
algorithm in environmental information systems, air quality monitoring platforms and smart city
infrastructure. The proposed approach can improve the reliability of monitoring data, support
timely detection of potentially dangerous changes in atmospheric air quality and increase the
efficiency of decision-making in environmental management.

At the same time, the study has several limitations. First, the experimental verification was
carried out using monitoring data from one industrial region, the city of Ust-Kamenogorsk, which
limits the generalization of the results to other territories. Second, the current experimental
comparison focused mainly on four key pollutants, while the initial dataset contained a wider set
of air quality indicators. Third, the validation of anomalies was performed using a semi-automatic
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procedure based on threshold rules, meteorological parameters and data quality indicators;
therefore, full expert validation should be expanded in future studies. In addition, the effectiveness
of the proposed method depends on the completeness, accuracy and stability of data obtained from
monitoring stations.

Future research will focus on expanding the experimental dataset, including all available
pollutants, validating the algorithm on data from other cities and regions, and involving
environmental monitoring specialists in a more detailed expert assessment of detected anomalies.
Further work will also include the use of more advanced machine learning and deep learning
models, as well as the development of spatio-temporal anomaly detection methods for more
accurate analysis of air pollution dynamics.

Acknowledgment. The authors used ChatGPT only as an auxiliary tool for language editing,
text structuring and improving the clarity of the manuscript. The scientific content, data analysis,
interpretation of results and conclusions were developed and verified by the authors.
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PA3PABOTKA AJITOPUTMA BBISIBJIEHUS AHOMAJIMA B CUCTEME
MOHUMTOPHUHI'A 3ATI'PASHEHUA ATMOC®EPHOI'O BO3YXA

Annomauun. B nociednue 200vl npobiema 3acpsA3HeHUs ammocheproco 8030yxa
CMAaHOBUMCS 8CE Dolee OCMPOT, 0COOEHHO OJisi NPOMBIULIEHHbIX pecuonos. TlocmosHublll pocm
00beM08 OAHHBIX IKOIOSUYECKO20 MOHUMOpUHeA mpedyem He MOIbKO UX HAKONIEeHUs, HO U
aghhexmuenoi unmeniekmyanvHot obpabomku. QOOHOU U3 KIHOUEBbIX 3a0ay AGIAEMCs
C80eBpeMEHHOE BbIABIIEHUE AHOMAILHBIX 3HAYEHUN, KOMOPble MO2YM YKA3bl8amb KAK HA pedibHble
8bIOPOCHL 3A2PAZHAIOWUX BeUleCms, MAK U HA OWUOKU USMEPUMETbHBIX CUCTIEM.

B Oannoii pabome npeonodicen aneopumm 8vlAeleHUs AHOMAUU 8 CUCmeMe MOHUMOPUHad
ammocgepHoco 8030yxa, OCHOBAHHBLI HA COYEMAHUU CIAMUCMUYECKUX MEMOO08 U AIOPUMMO8
Mawunno2o 00yuenus. Taxoil n00xXo0 no3eo.sem yuumvl8ams KaKk npocmule 8blOPOChl, Max u
bonee ClOJICHbIE, CKpbIMble 3AKOHOMEPHOCMU 6 OaHHblX. i nepeuyHou @uibmpayuu
UCNONIL308AHBL MemOoObl Z-score U medckeapmunbHoz2o pasmaxa (IQR), a ons bonee enyboxkoeo
ananuza — aneopumm Isolation Forest, cnocobHulll 2¢hgpexmueno pabomams ¢ MHOCOMEPHLIMU
9KONI02UYECKUMU BpeMeHHbIMU psadamu. Hoeuzna uccnedosanus saxnouaemcs 6 2UuOPUOHOL
npoyeoype NpuHAmMuUsi peuenutl, Komopas codemaem 6 cebe CMamucmuieckyro Guibmpayuio,
0OHapydiceHue HEeKOHMPOIUPYEMbIX AHOMAIUU U UHMEPNpemayuro OaHHbIX MOHUMOPUHSA
NPOMBIULEHHO20 3A2PSA3HEHUSL 030YXA C Y4EemOM MemeopOL0ULeCKUX YCL08ULL.

Ocoboe gnumanue yoeneno noCmpoeHuio apXumexkmypuvl CUCIeMbl, KOMOPas peaiu308ana
C UCNONb308aHUEM OONAUHBIX MEXHONIo2Ul. Dmo obecneuusaenm B03MONCHOCHb 00pabomKu
OONLUUX MACCUBOE OAHHBIX, NOCMYNAIOWUX O OAMYUKO8 MOHUMOPUH2A, A MAKHCe UX AHAIU3d 8
pedicume, OIUZKOM K PeaNbHOMY 6DEMEHU.

Anpobayus ancopumma 8bINOIHEHA HA OAHHBIX 20poda Ycemuv-Kamenozopcka, 8Kouaruux
noKazamenu KOHYEHMPAyuu OCHOBHBIX 3ACPAZHAIOWUX BEUeCms U MemeopoiocudecKue
napamempui. Pesynemamol noxazanu, umo npeonoxdcenHvlli 2UOPUOHbIL N0OX00 obecnedusaem
bosee 8bICOKYIO NPOU3BOOUMETIbHOCMb, YeM OmoelbHble Memoovl, docmueas mounocmu 0,94,
noanomot 0,91 u Fl-mepor 0,92. Ilpu smom cucmema cnocobona asmomamuiecku pukcuposams
pesKue OMKIOHEHUS], CEA3AHHbIE C NPOMBIUIEHHBIMU GbLOPOCAMU, NO2OOHBIMU VCIOBUAMU UTU
MeXHUYeCKUMU COOSIMU.

Ilpakxmuueckas 3HauUMOCMb paboOmMvl  3aKIIOUAEMCS 6  BO3MONCHOCMU  6HEOPEHUs.
NPEONONHCEHHO20 AN2OPUMMA 8 IKOJI02UYecKUe UHDOPMAYUOHHbIE CUCTEMbl U peulenus Kiacca
«yMuwlll  20po0y. Ezo npumenenue noszgeonsem nosvicumev KAyecmeo MOHUMOpUHEA,
ONEepamusHOCMyb peazuposaniss U 0OOCHOBAHHOCMb YNPABIEHYECKUX peuleHUll 6 cghepe OXpambvl
OKpydHcaioujeti cpeobwi.

Knwuesvie cnoea: monumopune ammocgheproeo 8030yxa, aHOMAIUU OAHHbIX, MAUWUHHOE
obyuenue, Isolation Forest, sxonoeuueckuti MOHUMOPUHe, 001auHble MEXHONOSUL.

ATMOC®EPAJIBIK AYA IACTAHYBIH MOHUTOPUHI TEY )KYHUECIH/IE
AHOMAJIUAJIAPABI AHBIKTAY AJI'OPUTMIH 93IPJIEY

Anoamna. CoHebl HCLLIOAPLL AMMOCHEPANbIK aAyaHvly AACMAHy npooiemacsl, acipece
eHepKacinmiK atmakmap yuiin emxip 601a 6acmaosl. IKOI02UAILIK MOHUMOPUHE OepeKkmepi
KONEeMIHIH MYPaKmsl 6Cyi 01apObl HCUHAKMAYObl 2AHA eMeC, COHbIMEH Kamap muimoi 3usmKepiiK
eyoeyoi Ode manan emedi. Heeizei minOemmepoiy Oipi-tacmayuivl 3ammapovly HAKMbl
WBbI2APLIHOBLIAPIH 04, ONuey HCylelepiniy Kameiikmepin 0e Kopceme aiamvli KATbINMAH mblc
MAHOepOi YaKmbiibl AHLIKINAY .

Byn oicymvicma cmamucmukanvlk 20icmep MeH MAWUHALLIK OKbIMY Al20PUMMOEPIHIH
yiunecimine nezizoencen ammocgepansvi ayanvl OaKwviiay sHcyuecinoei ayblmgyiapobl aHbIKMay
aneopummi ycoinviiean. byn macin depexmepoeei Kapanaibim wbleapbliHObLIAPObl 0d, Kypoeii,
HCACHIPHIH 3aHOBLILIKMAPObl 0d ecKkepyze MYMKIHOIK bepedi. bacmankwl cyszeiney ywin Z-score
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acone keapmuvapanvlx keneio (IQR) adicmepi, an mepenipek manoday ywiin Ken eauiemoi
9KON02USIBIK, YAKbIM KAMAapaapbiMen muimoi scymvic icmell aramoin isolation forest arcopummi
KONOAHbIIaobl.  3epmmeyoiy — JHCAHANLIRL  CIMAMUCMUKATLIK — CY3Y0i,  0aKblIaHOAUMbIH
aAybIMKYIApObl AHLIKMAYOblL HCIHE MEMeOPONOSUANIBIK HCA0AUNAPObl ecKepe Omulpuln, AYaHblH
OHEPKICINMIK NACMAHYbIH OaKbLIAy OepeKmepin mycinoipyoi Oipikmipemin cuopuomi wieuin
KadwuL10ay npoyedypaculHod JHcamolp.

bynmmul  mexuonozcusnapovl Konoama OmMuIpbln  JiCy3e2e  ACLIPLLIAMbBIH  JHCYUEHIH
apxumexmypacwvli Kypy2a epexuie Hazap ayoapwiiaovl. byn baxviiay oamuuxmepineHn Keiemin
OepekmepOiy YIAKeH MAaccusmepin oHoeyee, COHOAU-aK OaapObl HAKMbL VAKbIMKA JHCAKbIH
pedcumoe manoay2a MyMKiHOIK Oepeoi.

Aneopummoi  colHaKmax — OmMKI3y — He2izel  aacmaywll  3ammapovly  UWOELIPAAHY
KepcemKiuumepi MeH MemeopoNocUANbIK napamempnepoi KammumvlH OckemeH KaldcCblHblY
Oepexmepinde opviHOaN0bl. Homuowcenep ycvinviizan eubpuomi macin ocexke adicmepee
Kapazamoa sHcoapsl OHIMOLIIKMI Kammamacsl3 ememinin kepcemmi, Precision = 0,94, Recall =
0,91 ocone Fl-score = 0,92 xopcemkiwmepine Ko ocemxizoi. byn owcasoaiioa oucytie
OHEPKICINMIK WbIRAPLIHOBLLIAPEA, aAYaA Palibl HCAROAULAPLIHA HeMece MEeXHUKANbIK aKaylapaad
batinanvicmel Kypm ayblmyiapobl agmomammsl mypoe mipkei aiaobwl.

Kymvicmoly  npakmuxanvl  Maybl30bLIbldbl  YCIHLLIRAH — ANCOPUMMOL  IKOJIO2UANBIK
aknapammulx Jfcyuenepee dHcane "aKvliovl Kana'" ColHblObIHLIY wewimoepine eHeizy MyMKIHOIel
bonvin maobwinadvl. Ouvl KOIOAHY MOHUMOPUHESMIK CANACLIH, Jcedell apeKem emyoi JicoHe
KOPWIAEaH Opmansl KOpP2Ay CAaldcblHOARbl OAcKapy weuwimoepiniy He2i30inicin apmmulpyea
MYMKIHOIK Oepeoi.

Tyiiin co3dep: ammocghepanvik ayawvl MOHUMOpUHemey, Oepekmepoe2i aHOMAnusLap,
Mawunanvlk oxkbimy, Isolation Forest, 9K0on102UsIbIK, MOHUMOPUHS, OYIMMbIK MEXHON02UIAP.
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  ( 10 )


  c  ( n ) = 2 H  ( n − 1 ) −   2 ( n − 1 )  n


  ( 11 )


  H  ( n ) =  ln ⁡   ( n ) + 𝛾


  ( 12 )


  𝛾 ≈


  s  ( x , n ) =  2  −   E  ( h  ( x ) )  c  ( n )


  ( 13 )


  s  ( x , n )


  s  ( x , n ) ≈ 1


  s  ( x , n ) ≈ 0 . 5


  s  ( x , n ) < 0 . 5

