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AHAJIN3 MEXJTYHAPOIHOW HOPMATUBHOM BA3bI 110
HOPMHPOBAHUIO OITACHBIX BO3JIEVCTBHM 3BYKOBBIX
VJIBTPA3BYKOBBIX KOJIEBAHUI

Annomauyusn. [1lymosoe 3azpsiznenue cmanio npeomemom nepeocmeneHHol 03a604eHHoCm,
NOCKONLKY OHO 4acmo Hapyuiaem 0esamenbHOCMb Uil o6aianc oopasa scusHu derosexka. Paboma
NOCBAWEHA AHATUZY HOPMAMUBHOU 6A3bl 8 0OIACMU 88E0€HUSL HOPM HA NPEOETbHO 0ONYCIUMbLE
VPOBHU 38YKOBbIX U YIbMPA3E8YKOBbIX CUSHANO08. AKMYAIbHOCMb pabombl C8:3aHA HeOOCMAMOYHO
NONHOU  NPOPAOOMKU  60NPOCOE HOPMAMUBHO2O O00ECNeYeHUsl UBMEPEHUsT VIbMPA368YKOBbIX
CUCHANI08, A MAKCe NOPSOKA BbIAGLEHUS UCTOYHUKOS YIbMPA38YKA ONACHO20 Ol 300pP06bs
modeu. Tlpeomemom ucciedo8anust A6IsAEMCcs HOPMAMUBHASL 0A3A U CMAHOAPMbL NO USMEPEHUIO
VPOBHEll 36VKOBbIX U YIbMPA3BYKOBLIX CUCHANO08. YIbMpa3zeyKoedas 0opabomka npueiexaem 6ce
bonvulee BHUMAHUE NH00€l, NOCKOILKY VIbMPA38YKOSAs. MEXHONO2USL MOdICem NpeoCmasisims
co00U 2UOKYIO «3€NIeHYI0» albMePHAMUBY 0I5 IHEP20IPHEKMUBHbIX NPOYECCO8, OOHAKO MOUHbIE
UCTMOYHUKU VIbMPA38YKa 8pediam 300posebio uenoseka. Onu 0COOEHHO ONacHsvl, NOMOMY 4mo
Yeno8eK Modcem He 3Hamb U He YY8CMB08aMb 0 8030eUCHEUU HA He20 UCTNOYHUKO8 VIIbMPA36YKd.
3a0auamu uccnedosanus cmanu GvlAGleHUs pAa3Iudull OONYCMUMbBIX VPOBHElU CUCHAN08 U
ocobeHHocmell usmepeHus dSmux yposHeil. Llenvio pabomel ssnsemcs onpeoenenue nOIHOMbL
coomeemcmeue Kazaxcmanckux HOpMAmusHbIX OOKyMenmos MedcOyHapoOuviM CmaHoapmom.
IIpusedenvl npedenvHO OOnycmumMble HOPMbL 36YKOB020 U  YIbMPA3EYKOBO20 OAGIeHUS,
3aKOHOOAMENbHO  YCMAHOGNEeHHble 6 psde cmpan. Muniuonsl 00el no ecemy Mupy
n008ep2aromcs B030€liCeUlo NOMEHYUAIbHO ONACHBIX YPOBHeU WyMd, U, C1e008amenbHo,
cywecmeyem ocmpas 2n1obanbHAs RHOMPeOHOCMb 8 3aAKOHO0AMeNbCMEe 01 A0EeKEAMHOU 3AuUmbl
CYxX06020 300p08bsi pabomuuxos. ObpaweHo GHUMAHUE HA OONLULOU pA30POC 8 YPOBHAX
YCMAHABIUBAEMBIX HOPM U HA NPUYUHDLL, NPUBOOAUUE K HEOOHOZHAYHOCMU IMUX 3HAYEHUL.
Ommeuen ¢haxm omcymcmeus HOPMAMUBHO-MEMOOUYECKUX OOKYMEHMO8 NO  GblsAGIEHUI0
UCTOYHUKOB MOUWHBIX VIIbMPA3EYKOBHIX CUCHANO08, Ubsl NOGBIUEHHAS. ONACHOCb 3AKII0UAEMCs 6
Ux He cavluumocmu OJis yenogexa. /lenaemcs 6bl600 0 HeOOXOOUMOCMU UCCTe008AHUL YPOBHel
VIbMPA36YKA 8 CANOHE U KAOUHE PeaKMUBHbIX CaMOAEmos.

Knrwouesvie cnosa: axycmuxa, 38yK, 38yKosoe OdeleHue, HOpMd, ONACHOCMb, CAMONEM,
cmanoapm, yibmpaseykx.

Beenenne.

BpenHoe BiusHUE 3BYKOBBIX KOJ€OaHUN BBICOKOM HWHTEHCHMBHOCTM Ha 4YeJlOBeKa W
KUBOTHBIX M3BECTHO JOCTaroyHo JaBHO. Ha koHrpecce «AkycTHueckue pa3pabOTKu Ui
ypOaHu3auu» NPUBOAUIUCH (DAKTHI, YTO MEPBbIE MUCbMEHHBbIE CBUAETEILCTBA O IpobdiemMax
mryma otTHocsitest K 4000 rogy 70 H. 3. Ha mrymepckoit muHsHO#M Tabianuke Obula HaliieHa HailuCh
0 ToM, uTo Benukuii moron OblT HaKa3aHUEM IS JIFOAEH 3a TO, YTO OHU CIUIIKOM MHOT'O IIyMEH
U Hapyuianu crokoiictBue 6oros. [lepBble paBuia 30HUPOBAHMS IIIyMa MOSBUIMCH IPUMEPHO B
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600 romy 1o H.3., korma B ropoae Cubapuc B KOxxHo#t Mtanuu ObLTO MPHUHSITO pelIeHHE, 9TOObI
KECTSHIUKH U IPYTHe ITYMHBIE TOPTOBIIBI pa3MeIajid CBOM Mara3uHbI 3a MpeAesiaMi TOPOJICKHUX
CTCH.

[IlymoBOe 3arpsi3HEHHE CTajI0 MPEIMETOM IEPBOCTEIICHHOW 03a00YEHHOCTH, MOCKOJBKY
OHO YaCTO HapYIIAeT eATEIbHOCTh WK OallaHC 00pa3a )KU3HU YesioBeka. [IpoqomKuTensHOCTh U
YPOBEHb BO3JICUCTBHS IIIyMa, MOT'YT IPUBOJIUTL K PUCKY MOTEPH CiIyXa, UIIEMHUYECKON 00e3Hn
Cep/Ia, MOBBIIMICHUIO KPOBSHOTO JABJICHUS, HAPYIICHUIO CHA, CHIDKEHUIO Y(PPEKTUBHOCTH U
MPOU3BOJIUTEIIBHOCTH Tpyna [1].

HopMmaruBHbIe TpeOOBaHUS K 3BYKOM3OJISAIUH JKUIIBIX TIOMEIICHHA CYIIECTBYIOT BO MHOTHX
crpanax. K coxaneHuro, moaxoasl K 3TOH mpoOiieMe O4eHb pa3HOOOpa3Hbl. MeXTyHapOIHbIE
OpTraHM3aIH TPUJIAraloT YCHIIUS MO TapMOHU3AIMU 3aKOHOAATENBCTB B 3TOM oOnactu. beuia
coznmana EBponeiickas akuusi COST TUO0901 «MHTerpamuss M rapMOHHU3aLMS  ACIEKTOB
3BYKOU3OJISIIIUU B YCTOMYMBBIX TOPOACKUX >KWJIMIIHBIX KOHCTPYKLHUSX», KOTOpas JEeHCTBOBajA C
2009 roma. OcHoBHbiME 1enamu  TU0901  sBisiack MOArOTOBKA —MPEIJIOKEHUH IO
TapMOHHM3UPOBAHHBIM JICCKPHUIITOPAM 3BYKOHM3OJISIIUU U TI0 €BPOTICHCKON cxeMe Kitaccu(uKauu
3ByKa [2].

Ho, 3BykoBBIE€ BOJHBI — 3TO TOJIBKO HEOOJBINAS YaCTh IIMPOKOTO CHEKTPAa MEXAaHUYECKUX
Kosebanuit cpenpl B nuamnazone 4actoT oT 20 I'qp go 20 kI, KOTOphie BOCIPUHUMAET CIIyXOBOM
anmapaTr uesnoBeka. [Ipu 3ToM, Ha pa3HBIX YacTOTax 4dYeloBeK (cM. puc. 1) mo-pasHomy
BOCIIPUHUMAET I'POMKOCTb 3ByKa pa3HON MHTEHCUBHOCTH [3].

130
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(LT T T FN

110
100
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80
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40

=
)

Sound Pressure Level (dB SPL)
hLT PR, 1 *

(threshold)

10 100 1000 10k 100k

Pucynok 1 — KpuBbie paBHOM rpoMKOCTH [4]

HNHTeHCUBHOCTH 3BYKa U3MepsieTcs B Aennbenax (nb); enuHuna usMepeHus: A-B3BelICHHBIN
nb (nbA) ucmons3yercst st 0003HAYEHHST TOTO, KaK JIFOAW CIBIIIAT JaHHBIA 3BYK. Homb nbA
CUMTAETCS] TOYKOH, B KOTOPOI YeIOBEK HAYMHAET CIBIIIATh 3BYK. THUXHii MENOT HA PACCTOSHUU 3
¢dytoB paBen 30 1bA, oXHuBIEHHAS aBTOMarucTpaib Ha pacctossHuu 50 ¢pyroB — okoiso 80 nbA,
a uemnHas nuiaa MoxeT gocturars 110 1bA u Gonee Ha pabouem pacctosHuu. KparkoBpemeHHOE
BO3JIEHCTBHE 3ByKa ¢ ypoBHeM, mpebimatomuM 120 1bA, 6e3 3amuThl OpraHoB ClyXa MOXKET
Jake BbI3BaTh PU3NUYECKYIO O0Ib [4].
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TepMuH «renuben» HUCHOIB30BAJICS IS BEIWYHMH, JUISI KOTOPBIX OH HE SBISIETCS
o0O3Ha4YeHUEM, 4TO MpPHUBENO K MyTaHule M omuOkam. [ BOCCTAHOBJIEHUS TOYHOCTH U
CTaOMJIBHOCTH Halleil TEXHUYECKOW TEPMHUHOJIOTUU PEKOMEH]IyeTCsl UCIOIb30BaTh 3TOT TEPMUH
CrenyanbHO Ui 00O03HAUeHMs EIUHMIIBI IOTeph P Ieperade, a CJIOBO <JIOTMT» — JUis
CTaHJAPTHBIX BEJIMYUH, CYMMHPYEMBIX IYyTEM YMHOKCHHS.

Jeun6en NMpOKO MCIOb3YeTCsl B paclpoCcTpaHeHu curHaioB. OHaKo, Kak MPaBUiIO, OH
He BeACT celsi Kak OOBIYHBIC CIWHUIIBI M3MEpPEeHHs B (GopMysiax, pacyérax WM pasMepHOM
aHaJu3e, YTO 3aTPYIHSACT IOHUMaHHUE U MPAaKTHYECKoe IpUMEeHeHue [5].

Bricoko4acTOTHBIC, HECHBIIUMBIE 3BYKOBBIE BOJMHBI cBbie 20 k[l Ha3bIBarOTCA
YIBTPA3BYKOM M CYLIECTBYIOT B mpupone Oosee 1 muwivoHa jier. MHOruMe BHJIbI KHBOTHBIX,
BKJTIOYAs JIETYYUX MBIIIEH, UCTIONB3YIOT YABTPa3BYK JJIsl HABUTAILIUH B MOJIETE U 17151 OOHAPYKESHUS
HMCTOYHUKOB UM [6].

B nocneanue roznpl pazpaboTka HOBBIX MaT€pUalioB JJIsl T€HEPALUU YIbTPa3BYKOBBIX BOJIH
CTUMY/IMpOBaja 3HAUUTENbHBIH POCT YHMCIAa U Pa3HOOOpa3us NPUMEHEHUH YIbTPa3ByKOBBIX
YCTPOHCTB. DTO CTalo MPUYUHOM, B JONOJHEHHWE K pacTylieMy mpodeccnoHaIbHOMY
BO3/ICHCTBHIO YNbTPa3Byka B MEIUIMHCKUX W TPOMBILIUIEHHBIX CHUTyalUsAX, TOr0, YTO
IPEICTAaBUTENIN HIMPOKON OOIIECTBEHHOCTH TEMEpPh IOpas/io yalle MOJBEPrarTcs BO3AEHCTBUIO
YIBTPA3BYKOBOIO M3JIydeHHs. YIbTpa3ByKoBasi 00paOOTKa MpHBIIEKAeT Bce OoJibliiee BHUMaHUE
Jto7ieH, IOCKOJIBKY YIIBTPa3BYKOBasi TEXHOJIOTUSI MOKET IIPEICTABIATH COOOM THOKYIO «3EJIEHYIO»
aNbTepHAaTUBY i 3HEpro3ddexkTuBHbIX mnpoueccoB. OCHOBHBIMU IpPOOIEMaMU NPUMEHEHUS
MOIIHOTO YJIBTPa3ByKa B pEaJbHbIX CHUTyallUsIX SIBISIOTCSI IPOEKTUPOBAaHUE U pa3padboTKa
CHelHaIbHbIX CUCTEM MOIIHOIO YIbTpa3ByKa /Uil KpymHOMacIITaOHbIX onepanuii [7].

VIbTpa3ByK, MepeqaroIiuiicss TI0 BO3AYXY, CTAHOBUTCS Bce 0ojee paclpoCTPaHEHHBIM B
oO1miecTBeHHbIX MecTax. HekoTopsle Jitoau skanyroTcst Ha To00uHble 3 (HeKThl, BKIII0Yast TOIIHOTY,
TOJIOBOKPY)KEHHUE, IITyM B YIIIaX, YCTaJOCTh, MUTPEHU U MOCTOSHHBIE TOJIOBHBIE OOJIM, a TaKKe
HEMPUATHOE YYBCTBO «IaBJI€HUA B ymax». OTClIeXUBaHHE BO3POCHIEH paclpoCTPaHEHHOCTH
YIBTpa3ByKa B OOIECTBEHHBIX MECTaxX 3aTPyIHEHO, IMOCKOJIBKY HET TpeOOoBaHHM coolmars 00
3TOM. OCIOXKHSIOIUM (BAKTOPOM SIBJISETCS TO, YTO CHUMIITOMBI, KOTOPBIE JIFOAU MPUIHMCHIBAIOT
yABTPA3BYKY, MOT'YT OBbITh BbI3BaHbl APYTUMU criocodamu. YacTo HEACHO, MOABEPraJcs JIU KTO-TO
BO3/ICHCTBHMIO YNIBTPa3ByKa, B KakKoOil CTENEHHM M Kak JOJIro, 4YTO 3aTpylHSET YCTaHOBJIEHUE
MPUYHHHO-CJICICTBEHHOM CBsI3H [§].

Marepuajbl 1 MeTOAbI HCCJIEIOBAHMS.

B crarbe ncnonb3oBaH METOA aHalIM3a CTaHJAPTOB M JIOKYMEHTOB, PErNIaMEHTUPYIOIINX
BJIMSIHUE 3BYKOBOTO U YJIBTPA3ByKOBOT'O M3JIydyeHH. MeTo/ HanpaBiieH Ha N3y4yeHHe UMEIOIINXCs
CTaHJAPTOB TIO0 CTpaHAM M OXBATHIBAET BPEMEHHOW HWHTEPBAJ] HM3YYEHHUS C CaMbIX pPaHHHX
UMEIOIUXCS CTaHapTOB.

HccnenoBanus MoKa3bIBalOT, YTO HAceJIEHUE MOABEPraeTcsl BO3ACHCTBUIO YIBTPa3ByKa, HE
nogo3peBast 00 3ToM. CyliecTBYIOIME pPErIaMEHTUPYIOIIUE JOKYMEHTBl OBIIM CO3JaHbl Ha
HEI0CTaTOYHOM /10Ka3aTebHON 0a3e, Kak CUMTaI0T caMu pa3paboTuuKy 3TUX JokymeHToB. Ho, B
CBSI3U C aKTyaJIbHOCTBIO NpOOIEeMBl, TeM HE MeHee OblIM pa3paboTaHbl MpeIBapUTENIbHbIE
PYKOBOJSIINE NPUHIMIIHI [9].

CranaapThl NPeACTaBIISAIOT COOON OJUH U3 IPUMEPOB KOHTPOJIUPOBATH YPOBEHB 3BYKOBOI'O
JIaBJICHUSI, KaKk B OOIIECTBEHHBIX, TaK U B YAaCTHBIX MpocTpaHCcTBax. CTaHAAPTHI MCIIOIB3YIOTCS
JUISL LIETIEN KaTeropusalyi, yrpasieHus U KoHTpoas. [10].

Pesyabrarsl.

MWIIHOHBI JItOIeH 10 BCEMY MUPY MOJBEPraroTCsl BO3AECHCTBHIO MOTEHIIMAIBLHO OMACHBIX
yYpOBHEW IIyma, U, CIIEJ0BaTeNbHO, CYIIECTBYeT oOcTpas DIobOaiabHas MOTPEOHOCTh B
3aKOHOZATENbCTBE AJIs a/IeKBAaTHOM 3alIUTHI CITyXOBOT'O 3/10pOBbs paOOTHUKOB. 3aKOHOATEIbCTBO
0 MpoeCcCHOHATBLHOM IIyMe ObLTO MPUHATO BO MHOTHX CTPaHaX C Pa3IMYHON CTENEHBIO MOTHOTHI
W pa3HOM CTENEHBI0 CIOKHOCTH. B pabore [11] Obur mpencTaBieH TOOaIbHBIN B3MISIA HA
JieicTByIOIee 3aKOHOJATENbCTBO O MpodeccHuoHanbHOM Iiyme B 22 cTpaHax. Ha Gase stux
JAHHBIX C MPHUBJICYEHHEM MAaTepUalioB APYTrUX HCTOYHUKOB Oblla cocTaBieHa Tabmuua 1, B
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KOTOpOfI MPUBCACHA XPOHOJIOTHA BBCACHHUA CTAHAAPTOB HA YPOBHHU 3BYKOBOT'O IABJICHUSA B PA3HBIX

CTpaHax MHpa.

Tabmuua 1 — JInsg 3ByKOBBIX BOJH pa3zpaboTaHa MpUMeEpHas 1IKaja OIIYIIEHUN 4eIOBEKOM
MHTCHCUBHOCTH 3BYKOBBIX KOJIeOaHHA

Hctounuk 3Byka YpoBeHb rpoMKOCTH, | IHTEHCHBHOCTD,
nb Br/m?
PeakTuBHbI camoneT (Ha pacctostHuU 30 M OT HEro) 140 100
JIrobolf MCTOYHUK 3ByKa Ha IOpore ©O0JeBOro 120 1
OLIYILIEHUS
ym B camoHe aBTOMOOWJIS, IBUXKYIIETOCS CO 1A
75 3,2:10
CKOpOCThIO 0KoJI0 100 KM/9
JIx000#1 ICTOYHMK 3BYKA HA MTOPOTE CIABIIIMMOCTH 0 110712
Tabnuua 2 — CtanaapThl ypOBHEH 3BYKOBOTO IaBJICHUS
Haspanue 3akoHa,
Honyctumsle
Crpana CTaHaapTa u roj HOMBI [Tpumeuanue
YTBEPKACHUS
I'Baremana Permament o
TUTHEHE U
0€30MacHOCTH Ha
pabouem mecre,
NPUHATHIN B 1957
rojny.
CoeaMHEHHbIE 3akoH 00 oxpaHe peenbHO
[Itarsr AMepukn TPYJa U TEXHUKE JIOITYCTUMBIN
0€301MacHOCTH YpOBEHb  IIIymMa
(OSHA) (Public (PEL) 90 nbA
Law 91-596) 1970
rosa
CanpBanop 3aKOHOAATENbCTBA MIPENEIBHO B 2010 rony
CanbBanopa Jlekper | JOMyCTUMBII [TocranoBnenue Ne 254
DE 7 or 1971 rona YPOBEHb  IlIymMa | MIPEANKUCAIIO BKJIFOUUTH
80 nbA. MaKCHUMaJIbHO
JIOITYCTUMBIE YPOBHU
ryma B Oymyiue
HOPMAaTUBHBIE aKThI
ApreHTuHa 3akoH 19.587 ot MpeaeIbHO Brocnencrsuu 3axkoH ObLI
1972 rona 06 JIOITYCTHUMBIN MU3MEHEH MOCTAaHOBJIECHUEM
OCHOBHBIX ypoBeHb 1myma | 295 ot 2003 rona, kotropoe
TpeOOBaHUAX K 90 nbA BKJIFOUHMIIO B HEro
oOuiei ruruene u MIOJIOKEHUSI 1o
6€301acHOCTH Ha OPrOHOMMKE,  pagualui,
paboueM mecTe. TEIJIOBOMY cTpeccy,
XUMHUYECKUM BEILECTBAM,
OMOJIOrMYeCKOMY
KOHTPOJIIO, AaKYCTHKE U
BUOpALIUHU.
OkBazop Konsenuust MOT Ne | mpenenbHO Vka3 Ne 2393 or 1986 rona
148 1977 rona JIOITYCTHUMBII YCTaHABJIUBAET

PYKOBOAAINE TTPUHIUIIBI
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parudunmponana 11 | ypoBeHb ImIyma | o YAY4YLIEHUIO
nroist 1978 rona 85 nbA MPOU3BOJICTBEHHON CpEIIbI

Ha paboYrMX MeCcTax
bpazunus 3akoH Ne 3214 1978 | npenenbHO bpazunus
roja JIOMyCTUMBIN parudunmpoBaa
ypoBeHb 1yMa | KouBeniuas MOT No 148
85 nbA 1977 rozia
parudunrpoBaHa 14
auBaps 1982 rona.
bonususa VYka3 16998 ot 1979 | npenenbHO HenaBHo mpuHAT cTangapt
rona «3akoH 00 JIOITYCTUMBIN no mnpodeccuoHaTbHOMY

o0111eli TUTHEHE,
0€30MMacCHOCTH H
OJ1arornoy4uu Ha
pabodeM mMecTe»

YPOBEHb  IIIyMa
85 nbA

mymy NB 510001,

Kocra-Puka

Hexpet Ne 10541-
TSS or 1979 roga o
pEerynIupoBaHuU U
KOHTPOJIS IITyMa |
BHOpaIuu.

MpeaesIbHO
JIOITYCTHUMBII
YpPOBEHb  IlIymMa
85 nbA

Kocra-Puka
parudumpoBaia
Kousennmgs MOT Ne 148
1977 roja

parudunrpoBaHa 16 uroHS
1981 rona.

CCCP [12] I'OCT 12.1.003-83 MpeAeIbHO Paspaboran Ha 6asze CT
"Cucrema JIOITYCTUMBIE CBB 1930-79 «Cucrema
CTaH/1apTOB YPOBHHU 3ByKa Ha | CTaHAapTOB 0O€30MaCHOCTH
0€3011aCHOCTH pabounx mecrax | tpyna. Ilym.  OOume
tpyna. lllym. O6mue | B TpeOOBaHUs
TpeOOBaHUs IIPOM3BOJICTBEHH | 0€30IaCHOCTH.
Oe3onacHocTH". BIX [TOMEIIEHUSX

-85 nbA.

Ky6a Konsenuust MOT Ne | mpenenbHO B 2011 rony
148 1977 rona JIOIyCTUMBIN Hannonansnoe 0ro0po
parudunmpoBana 29 | ypoBeHb IIyma | CTaHIapTOB Ky0s1
nexabps 1980 rona 85 nbA OnyOJINKOBAJIO  JJOKYMEHT

NC871:2011, KOTOPBIi
3ameHun craHaapt 1980
roja.

KomymoOus CrangapTsl 3alMTHl | IPEEIBHO BozneiictBue cBeime 115
OpraHoB CllyXa 1 JIOIIyCTUMBIN nbA He nomyckaercs.
IIPOU3BOACTBEHHOIO | YPOBEHb IIyMa
IymMa B 85 nbA
ITocTanoBnenun Ne
8321 ot 1983 rona.

Kananma Jlns Kaxnas u3 13 npoBuHLMiA

denepanbHOrO | UMEET MpaBo
IIPAaBUTEIBCTBA | YCTaHABIINBATh CBOU

(87 nbA); s
KsebOeka (90
nbA), BCE
OCTaJIbHBIC

cOOCTBEHHBIE MTpeIebl
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IpoBUHLMU 85
nbA

VYpyraaii Konsenuust MOT Ne | mpenenbHO Vka3 143 or 2012 roma
148 1977 roma JIOITYCTHUMBIN CHU3UI MaKCHUMaJIbHO
parupupoBaHa S | ypoBeHb IIIyMa | JOITYCTUMBIN YPOBEHb
ceHTsa0ps 1988 roma. | 85 nbA B mro6oii | ryma 10 80 nBA.

MPOU3BO/ICTBEHH
oH cpene

[Taparsait [TocranoBneHue MPEAEIbHO Hnst 100 exxerHEeBHBIX
14390 ot 1992 rona | 7ONMyCTUMBIH BO3JICUCTBUI TIpee
«O0mmit ypoBeHb myma | cocrasiuseT 140 ab, s
TEXHUYECKUN 85 nbA 1000 — 130 gb, a mxs 10
persamMeHT 1o 000 — 120 gb.
0€e30IaCHOCTH,

TUTHEHE U MEIUILIMHE
Ha paboyeM MecTe»

Mekcuka B 1994 ropy npuHAT | npenenbHO 3aMeHEH Ha CTaHapT
CTaHJAPT «YCIOBUS | JIOMMYCTUMBIN NOM-011-STPS 2001
0€3011aCHOCTH U YPOBEHB IlIyMa | roja.

TUTHeHbl Ha padodyem | 90 nbA
MECTE»

Benecyana Cranpapt MpeAeIbHO [Tepecmotpen B 2005 roxy.
COVENIN 1565 ot | nonmyCTUMBIH
1995 rona YPOBEHbB IlIyMa

85 nbA

U OcHoBHbIE IIPEAEIBHO B 2011 rony yrBepxaén
CaHUTapHBIE U JOTTYCTUMBIN TexHu4eckuii crangapt
JKOJIOTMYECKHUE YPOBEHbB IlIymMa 125, ycraHnaBnuBarouui
ycnoBus Ha pabouem | 85 nbA CTaHAAPTHI TPODUITAKTUKI
MecTe IIOTEPH CIIyXa, BBI3BAHHON
perynupyroTcs BO3JICHCTBHUEM IIIymMa HA
Hexperom Ne594 ot paboyem mecte
1999 rona.

[Tanama TexHuueckuit MPEIEITBHO [Tpu orGope nepconana
pernamenT PT 44- JIOIIyCTUMBIN TpeOyeTcs OlIeHKa cllyxa
2000 ot 2000 roga YPOBEHb IlIyMa | KaH/IUJIATOB HA
perynupyet rurueny | 85 nbA JIOJIKHOCTH, T7I€ YPOBEHb
1 6€30MacCHOCTh nryma npesbimaet 85 n1b.
Tpyaa B
MIPOU3BOICTBEHHBIX
cpenax, rae
TeHEPUPYETCs IIYM.

Tonnypac OO0muit permamexHT MpeaeIbHO [IpoBepku ciryxa TOJKHBI
STSS-053-04 ot JIOITYCTHUMBI MPOBOIUTHCA KaXbI€ 5

2004 roma «O mepax
poUIaKTUKH
HECUACTHBIX CIIy4aeB
Ha pabodem MecTe U
npodeccruoHanbHON
THTHCHBD)

YpOBEHB IIIymMa
85 nbA

JIeT, a paOOTHUKAM,
MOABEPTAKOIIUMCS
BO3JICHCTBHIO 1IIyMa Ha
ypoBHe 80 n1BA u BbllIE,
JIOJKHBI OBITH
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MPEI0CTABIICHBI CPEJICTBA
3alUThl OPraHoOB CIyXa.

Tpunugan u Tobaro

3akoH 0
0€301aCHOCTH U
TUTHUEHE Tpyaa

He cymecrtByer
HU TPaBUJI, HA
CTaHJapPTOB ISt

3akon m3Mmenén B 2006
TOJY.

2004 roga «O mepax
npOPUITAKTUKA
HECYACTHBIX CIIy4aeB
Ha pabouem MecTe U

YPOBEHb IIyMa
85 nbA

(OSH), npuHSATHIA B | yCTAaHOBJICHHS
2004 rony 3HAYEHUN

Tongypac OO06mwmit permaMeHT NpeaeabHO [IpoBepku cityxa HOKHBI
STSS-053-04 ot JIOITYCTUMBIN IIPOBOJUTHCSA  KaXJple 5

JIET, a pabOTHHKAM,
MOJIBEPTAIOIITIMCSI

BO3JICHCTBHIO IlyMa Ha
ypoBHe 80 nbA u Bbile,

0€30I1aCHOCTH U
TUTHCHE Tpyaa

HU [paBuil, HHU
CTaHJAPTOB IS

npodeccuoHaTbHOM JTOJIKHBI OBITh
TUTUCHBI» NPEIOCTaBICHbl CPEACTBA
3alMThl OPraHOB CITyXa.
Tpunuman u Tobaro 3akoH 0 He cymectByer | 3akon wusmenén B 2006

rony.

0€30IacHOCTH Ha
paboueM mecTe.

(OSH), npuHATHIN B | yCTaHOBJICHUS
2004 rony 3HA4YEHUN
[lepy B 2005 rox 3akoH 0 | mpenenbHO 3akoH wu3MeHéH B 2007
0€3011aCHOCTH U JIOITyCTUMBII rofy.
TUTHEHE TPyAa, YpOBEHb  Illyma
Hexpet 009-2005- 85 nbA
TR
JIOMMHHKaHCKas IIpaBuna oxpaHsl E>xenHeBHBIN B mecrax, rae TexHuuecku
PecnyOnmka TPYJa U TEXHUKHU YpOBEHb IlIyMa | HEBO3MOXKHO
0€3011aCHOCTH Ha He Oosnee 80 | KOHTPOIUPOBATh YPOBEHb
pabounx mMecTax nBbA, mnHKOBBIN | TIyMa, HEOOXO0IHMO
Hexperom 522-06 oT | ypoBEHB HE | IPOBOJUTH €XKETOHYIO
2006 rona. 6omnee 140 nBA | nmpoBepky ciyxa.
Huxaparya B 2007 roxy Obin MIPENEIBHO
npusat OO0t JIOITYCTHUMBII
3aKkoH Ne 618, YPOBEHb  IlIymMa
Kacaroluics 85 nbA
TMTHUEHbI U
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Tabmuna 3 — MiTor mpoaHaan3upOBaHHBIX CTAHIAPTOB YPOBHEH 3BYKOBOTO JABJICHUS Pa3HbIX
CTpaH

Konuuectsa Jonyctumble Honyctumble Honyctumbie | He cymectByer
IpoaHaiau3upoBaHHbIX | HOpMbI 801BA | HOopMmbl 851BA | HOpMbI 90 1BA | Hu npaBun, HU
CTaH/IapTOB yPOBHEM CTaH/IapTOB AJIsi
3BYKOBOTI'O JIaBJICHUS YCTaHOBJIEHUS
pa3HbIX CTpaH 3HAYEeHUU
23 cTpan 2 15 4 2

B rabnune 3 npuBeneHbl HEMHOTHE JOKYMEHTHI, B KOTOPBIX PEINIAMEHTUPYIOTCSI UCIIOJIb30BAHUE
yABTpa3ByKa

Tabnuua 4 — HanmoHanbHble M MEXAYHapOJHbIE HOPMATHUBHBIE JOKYMEHTHI 110 O€3011aCHOCTH U
KOHTPOJIIO YIBTPa3ByKa U IIyMa

Haspanue [Tpume-
Ha3zunauenue Oco0eHHOCTD

JIOKYMEHTa YaHUe
PykoBozacTso o [enpro naHHOrO NOKyMeHTa | PekoMeHyemble
0e30macHoMy ABIISIETCS IPEIOCTABIICHUE nporneaypbl 0€30MacHOCTH U
HCIIO0JIb30BaHUIO PEKOMEH/IALH 10 3allUTHBIC MEPBI OCHOBAHBI
yABTpa3ByKa: Oe3omacHoMy Ha UHPOPMALIHH O
Yacrs 11 WCIIOJIb30BAaHUIO YIIBTPA3BYKa | BO3JICHCTBUH YJIBTPa3BYyKa
JlenaprameHT B KOMMEPYECKHUX U Ha 3/I0pPOBbE YEJIOBEKA. [13]
HallMOHAJIBHOTO MIPOMBIIIICHHBIX IIEJISX.
3/IpaBOOXPAHEHUS U
COIMAILHOTO
obecrieueHus
OtraBa, OHTapuo,
Kanama K1A 0L2
Crannapt [EC VYcranaBnuBaet TpeboBaHus K | B HacTosee Bpems

60601 gacts 1
MenuimHcKHe U
HEMEIUIINHCKIE
CTaHIApPThI 3AIIHUTHI

MEXaHUYECKOH,
ANEKTPUYECKOU, XUMHYECKON
Y TEPMHUUYECKOU
0€30ITacCHOCTH ISl BCETO

0TOOpakeHHEe ITHX

HHIEKCOB 0€30MaCHOCTH

YAOBJICTBOPACT
HOPMAaTUBHBIM

[14]

OT YNbTpa3ByKa U AIIEKTPOMEAUIIMHCKOTO TpeboBanusaM kak B CIIIA,
uH(ppa3ByKa 000pyaOBaHusl. tak u B EBpore.

ISO 20906:2009 Hacrosmmii mexxnynapoansii | Hacrosmmit

Axycruka. CTaH/AapT 3a/1aeT: MEXTYHApOIHbIN cTaHaapT
ABTOMaTHUYECKUI a) THIIMYHOE TPUMEHEHNE JlaeT OIMCaHKUe TOPOrOBOH
MOHHUTOPUHT JUISI IOCTOSIHHO CUCTEMBI paclioO3HaBaHUs

aBHALIMOHHOTO IIyMa
BOJIM3H a3pOIOpPTOB

YCTAHOBJIEHHOM CUCTEMBI
MOHUTOPHUHIA LIIyMa BOKPYT
a’ponopra;

b) TpeGoBaHus MO
OIIPEICTICHUIO HEMTPEPHIBHO
KOHTPOJIMPYEMBIX YPOBHEU
3BYKOBOTO JIaBJICHHSI OT
ABHUAIIMOHHOI0 1Iryma B
CIeUABHO MTO00PaHHBIX
MeCcTax:

¢) TpeboBaHUs K
MOHUTOPUHTY LIyMa

IIIYMOBBIX COOBITHUH B
CJIOKHOM IIyMOBOM
CUTYaLlNH C
MHOI'OYHCJIICHHBIMU

ABUAIITMOHHBIMU U APYTUMU

HUCTOYHHUKaMU IIyMma.

[15]
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CaMOJICTOB Ha MapIIpyTax
B3JICTA U TIOCAIKH;

d) KoJIMUECTBEHHBIC
TpebOBaHus, KOTOPBIE HAJIO
yCTaHABJIUBATh IS
XapakTePUCTUKH IIIyMa
BO3JIYIIHBIX ITEPEBO30K.

HarnmonanbHbii
cranaapt PO.
AKyCTHKA.
Omnucanue,
HM3MEPEHHE U OIIEHKA
[IyMa Ha MECTHOCTH
Yacte 1. OcHOBHEIE
BEJIWYHHBI U
MPOLIEAYPHI OLIEHKH

CraHgapr ABIsSCTCS
PYKOBOJICTBOM JIJIs
IIPOTHO3UPOBAHUS
MOTEHIIHAIHLHOTO
pas3apa)xaroIiero
BO3JICIICTBHS HA JII0CH Ha
CEIUTEOHBIX TCPPUTOPHSIX
JUTUTETILHOTO TITyMa
pa3IMYHbIX BUOB OT
OIMHOYHBIX UCTOYHHUKOB HJIN
UX KOMOUHAIINH.

OO0ecrieueHue
KOMIICTCHTHBIX OpI‘ AHOB
HOPMAaTHBHBIMHU
I[OKYMCHTaMI/I 110 OITMCAHUIO
Y OLICHKE IIyMa B
HACCJIICHHBIX HYHKTaX.

[16]

MexrocynapcTBeHH
b1 cranaapt 'OCT
31296.1-2005 (MCO
1996-1:2003).

lym. Onucanue,
M3MEpEHHE U OIIEHKA
uyma

Ha MECTHOCTH.
Yacts 1. OcHoBHBIE
BEJIMYMHBI U
MPOLIEAYPHI OLIEHKH
ISO 1996-1:2003

Hacrosmuii crangapt
OIpeZIeTIsieT OCHOBHBIC
BEJINYHMHBI, UCTIONb3YyeMbIe
JUISL ONMICAaHUS ITyMa Ha
CeNMTEOHOM TEPPUTOPUH, U
yCTaHABIMBACT OCHOBHBIC
METOJIBI U TIPOLICAYPHI
OLICHKH ILITyMa.

[IpnHrMaeT BO BHUMaHUE
TpeOOBaHMS K
XapaKTEPUCTHKAM IIyMa:
UMITYJIbCHOCTD,
TOHAJILHOCTb, HaJIN4KE
HU3KHMX 4aCTOT, Pa3IMuHbIE
XapaKTepUCTUKH
aBTOZOPOXKHOTIO IIyMa,
TPAHCIOPTHOIO IIymMa
JIPYTHUX BUJOB, TAKUX KaK
IIyM BO3YIIHOTO
TPAHCIIOPTA, a TAKXKE
MPOMBIIUIEHHOTO IIYMA.

[17]

Crannapt no oxpase
Tpyna ISO
9612:2009 npu
paboTe B yCIOBHSIX
mryma (CIIA)

OIpeAeisieT NHXEHEPHBIN
METOJ U3MEpPEHUs
BO3JICHCTBHS LlIyMa Ha
paboTHHKOB B paboueil cpeze
Y pacyeTa ypoBHS
BO3JICHCTBHSI LIyMa.

JIOKyMEHT He IpeIHa3HauYEH
JUISL OLICHKU MacKUPOBKH
YCTHOW KOMMYHUKAIIMH WIN
OLIEHKH MH(]Pa3BYKOBBIX,
YIBTPa3BYKOBBIX U HE
CIIYXOBBIX 3(p(PeKTOB HIyMa.

[18]

Tabmuna 5 — Urtor mpoaHanuM3upOBAaHHBIX CTAaHIAAPTOB, PETIAMEHTHUPYIOIIUX YIBTPAa3BYKOBOE

H3JIYUCHUC

KonuuectBa npoanann3npoBaHHBIX
CTaH/IapTOB, PEITIAMEHTUPYIOIIUX
YABTPA3BYKOBOE U3IyUEHHE

IIpumeyanune

8 IOKYMEHTOB

Ha 3/I0pPOBbE

JInmp 1 TOKyMEHT HalpaBJIeH Ha yCTaHOBIIEHUE
CTaHJApTOB 110 BIMSHUIO YIbTPa3BYKOBBIX M3I1y4YEHUN

Oo0cy:xnenme.

Kak cnemyer u3 naHHBIX, MPUBEAEHHBIX B Talnuie 1, mpenesnbHBId ypOBEHb IIyMa B
OoibIIMHCTBE CTpaH ycraHaBinuBaeTcss B mnpeaenax 80-90 nbA. Ilpu stom HOpMupoBaHHE
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YIBTpa3ByKa B OOJBIIMHCTBE CTpaH He mpou3BoauTcs. Cleayer OTMETUTh OOJIBLIYIO POJIb,
koTopyto ceirpana Kouseniusa MOT No 148, «moaToskHyBIIas» MHOTHE CTpaHbl BBECTH
3aKOHOJATEIbHbIE AKThl [0 OTPAaHUYEHHUIO JOIYCTUMOIO YpPOBHSI IIYMOBBIX BO3/E€HCTBUM.
BBeneHne 3aK0HO1aTeNbHBIX AKTOB 110 OTPAaHUYEHUIO IIymMa B 70-X ro1ax MpoIuioro Beka NpuBeio
K TOMY, YTO CaAMOJIEThI COBETCKOTO MPOU3BOJCTBA NIEPECTANIM IIPUHUMATH B a3pOINOPTAX MHOTUX
CTpaH MUpa  M3-32  YpPE3MEPHO 00JIBIIOTO YPOBHS ryma, C03/1aBa€MOr0
nBurarensamu [19].

Kurenu ropoga AnMarsl MOMHST MacCAKUPCKUE PEeUChl O MapiipyTy AnMa-Ata/Mocksa,
BBITIOJIHSABIIMECS CBEPX3BYKOBBIM camoiiéToM Ty-144 B 1977-1978 romax. YpoBeHb 3ByKOBOTO
JIaBJICHUSI, CO3/IaBAEMOTO STHM CaMOJIETOM TP MEpexoie 3ByKOBOTO Oapbepa Jake Ha BBICOTAX
cebiie 10 kM, mpesbiman 130 gbA [20], yTo BABOE MPEBBINIAET CAHUTAPHYIO HOPMY IS
MMIYIbCHOTO IIyMa, KaKUM U SIBJIIETCS XJIOINOK OT CBEPX3BYKOBOI'O CaMOJIETA, YTBEP)KIECHHYIO
lI'ockomcansnuanaazopom. Jla u mym B camom canmoHe Ty-144 pgocturan ypoBHeE#
90-95 nbA [20-21].

Nudopmanuu o0 ypoBHSIX YABTPA3BYKOBBIX CHTHAJIOB, KOTOpBIE CO3IArOTCs Mpu padoTe
PEaKTUBHBIX JBUrareseil, B Hay4yHOW JINTEpaType OY€Hb Majlo. YJbTPA3BYKOBbIE TaKTUJIbHBIC
CUTHAIIBI B BO3[yXe TPEOYIOT MCKIIOUUTENbHBIX YPOBHEW 3ByKoBoro aasneHusi (SPL>145 nbA)
JUISL CO3JJaHMs OLUTYTUMOM TakTHJIbHOM 0OpaTHOW cBsA3u. OqHaKo 3((GeKThl BO3IEHCTBUS TAKOIO
BbIcOKOro SPL Ha jrofeii/’"KUBOTHBIX HE MOTHOCTHIO U3y4YeHbI. J1Ji TOro, YTOOBI YABTPA3BYKOBHIE
TEXHOJIOTMHM MOIJIM IPUMEHSTHCS MacCOBO, HEOOXOIMMO YCTAHOBHUTH MTOKa3aTreau 0e301acHOCTU
[22] nnsa HUX. BbICOKMI ypOBEHB LIyMa MOXKET IPUBECTH K HAPYIICHHUIO MPOLECCa BbIIOJHEHUS
3a/1a4 ¥ pa3JipakeHuI0. B HEKOTOPBIX HCCIEI0BaHUAX U3Y4aJIOCh BO3/IEHCTBUE BBICOKUX YPOBHEN
YVABTPa3ByKa Ha YEJOBEKA. DbUIM NpennokeHbl IpaBujia, OTPAHUYMBAIOIIME BO3JEHCTBUE
yapTpa3Byka. B omHOM wuccnegoBaHuu mpeden Obul ycTaHoBieH Ha ypoBHe 110 nb B
yABTPA3BYKOBOM JMaria3oHe. bpuio mponenaHo Mano paboThl MO U3MEPEHHIO (HaKTUYECKOTO
BO3JICHCTBUS YIbTpPa3ByKa Ha Joed Ha pabore u noma. s ompeneneHus BO3ACUCTBUS
yABTpa3ByKa, H3MEPEHHUS IPOBOAUIUCH HA pabodyeM MeCTe U JIoMa B pa3Hoe BpeMsi cyTok [23]. B
JIpyTrux paborax peKkoMeHAyeTcs npezaes ypoBHs 3ByKoBoro nasieHus B 100 n1bA nns HaceneHus
B 11eJIOM [24].

B paGote [25], na npumepe HnoHe3nn, ObIIIO MOKa3aHO, YTO JIMIIb B MIECTH U3 JCCITH
TOPOAOB PEryaupyeTcs TOJIBKO OJMH THUIl IIyMa CPEOu PA3IUYHBIX HMCTOYHUKOB, TOT/Ia Kak
JIBEHAAUATh U3 35 MECTHBIX HOPMAaTHBOB BKJIIOYAIOT IMOJOXEHHUS O IIyME B JIOKYMEHTHI IO
3arpsi3HEHUIO BO3/yXa, & HE B OTAENIbHbIC MOJ0KEHUs. [Ipy ’TOM MUHUMAIBHBIN yPOBEHD IIyMa
COOTBETCTBYET IIEHTPAIILHOMY CTaHAApTy B 55 1BA 1 HaceNnE€HHBIX TyHKTOB, HO 0€3 yKa3aHUs
auana3oHoB 4yactoT. Kpome Toro, aBTOpsl OTMEYAarOT OTCYTCTBHE IIPOCTOM IPOLELYpPBI
IIPOBEICHUS W3MEPEHMM, 3a MCKIIOYECHHUEM IIOJIOKEHHH, MPEAyCMOTPEHHBIX IPOBUHIMEH
JIxoKbsAKapTa.

Oco0ast omacHOCTh yAbTPa3BYKOBBIX KOJIEOAHUI 3aKIIFOYAETCSI B TOM, YTO OHHU HE CIIBIIIHBI
u He BuAHBL [loxoxkas cuTyalus C ONACHOCTBIO MOPAXKEHUS DJJIEKTPUUECKHUM TOKOM. A
MCTOYHUKOB YJIbTPa3ByKa, KaK €CTECTBEHHOT'0, TaK U UCKYCCTBEHHOT'O MPOUCXOXKIEHUSI — OUEHb
mHoro. [losBnenue B paboyeil WM >KUOi 30HE HOBOTO MCTOYHHUKA YIbTPa3ByKa MOXKET OBITh
HEOXKMIAHHBIM JUIS JIFOJIEH, HaXOIAIINUXCS B ATOM 30HE. Peakius 4esoBeueckoro opranusmMa Ha
BO3JICUCTBUE yNbTpPa3ByKa HE OJHOMOMEHTHAs U, B CBSI3M C THM, Ha MPAKTUKE OUYEHb TSHKEIIO
BBISIBUTH KOPPEISAIMOHHYIO CBSI3b MEXIY YXYIIIIEHUEM CaMOYYBCTBHUSA JIFOJEH M KOHKPETHBIMU
HMCTOYHHKAMHU YIIbTPA3BYKa.

OtcyrcTBUe 3G (HEKTUBHBIX METOAO0B KOHTPOJIS YPOBHEH YIbTPa3BYKOBBIX CUTHAJIOB [26] 1
JIOKAJIM3alMi X MCTOYHUKOB, CTABUT 3a/1auy MO pa3paboTke 00OpydOBaHUS U MPOTPAMMHOTO
obecrieueHus 115 €€ pereHus.

B Hacrosiiiee Bpemst B poJiaxke MMEIOTCsl MPUOOPHI, CIIOCOOHBIE 00HAPYKUBATh HCTOYHHUKH
3ByKa W BU3YaJIM3HpPOBATh MX MecTononokeHue. Ha pucyHkax 1 u 2 mpeacraBieHsl NpUMeEpbI
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npumeneHus npuodopa FLIR Si2, ciocoOHOro oTo0paskarh MCTOYHMKH 3BYKa B BHJE TEIIOBOM
KapThl.

Pucynok 2 — BeisiBIeHHE CKPBITBIX HCTOYHUKOB BO3/1yXa M yTedek raza npudopom FLIR
Si2 ¢ BO3MOKHOCTBIO BU3yaJIU3allii UCTOUHUKA [27]

Pucynok 3 — Jlokanu3anusi ICTOUHUKA 3ByKa B [IBETOBOM PEKHUME B BUJIE TETIJIOBOM
KapThl B 3aBUCUMOCTU OT UHTEHCUBHOCTH [28]

JlanHble mMprUOOPHI UMEIOT OTPAHUYCHHS B TOM, YTO OHH XOTSI U CIIOCOOHBI OOHApPYKHUBATh
MCTOYHHMKH 3BYKa M BU3YaJIM3UPOBATh UX B BUJIE TEIUIOBOM KapThI, OHH HE OTOOPAKAIOT 3BYKOBOM
CUTHAll B BHJE U3NMy4YeHUs. Takas BO3MOXHOCTh HEOOXOAMMO JMJisi BBISIBICHUS CHUTHATYD
MCTOYHUKOB M OIIEHKH MX CIIEKTPAILHBIX XapaKTePUCTUK. BBIABICHNE CUTHATYP HEOOXOAUMO ISt
BBISICHEHHSI XapaKTepPUCTUK W3NydeHUs U ux kinaccudukarnmu. Omnako, B Kazaxcrane Bemyrcs
WCCJIEIOBaHMUsI TIO pa3pabOTKe MpUOOPOB CIOCOOHBIX OOHAPY)KMBATh HWCTOYHUKH 3BYyKa |
yABTPA3ByKa M CIIOCOOHBIX BU3yaTU3UPOBATh UX B BUAE BOIH [29]. JlaHHBII mpuOOp BBIMOIHEH B
BUJEC YETHIPEX MHUKPO(MOHOB LIS TPOCTPAHCTBEHHOTO OTOOpaKEHHsSI HCTOYHHKOB 3BYKa M
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yapTpasByka. [Ipubop HameneH Ha BO3MOXKHOCTBH IMPOBEICHUS WCCICIOBAHUNA TIO BBISBICHUIO
CUTHATYp UCTOYHUKOB 3BYKa U yIbTPa3ByKa U UX aHAIU3Y.

[losiBienne Takux NPUOOPOB TMO3BOJUT MPOBOAUTH HCCIEAOBAHUS MO BIMSHUIO
YABTPA3BYKOBBIX M3IYYEHHI Ha 37J0pPOBbE YeNlOBEKa U pa3paboTKe HOBBIX CTaHAApPTOB B 00IacTH
BJIMSIHHS X Ha 310pPOBbE.

3akirouenmne.

XoTs B oOuiecTBe M HAy4YHOH Cpelie MMeeTCsl MOHMMAaHUE OMAaCHOCTH YJIbTPa3BYKOBOTO
BO3JICHCTBUS HAa OMOJOTHMYECKHE OOBEKThI, OCOOCHHO HA YENIOBEKa, 3aKOHOJaTeNbHas 0a3a 1o
OTPaHUYEHUIO YIbTPA3BYKOBBIX CUTHAJIOB pa3BUTa KpaiiHe ciiabo. OcoOyro yrpo3y mpecTaBisioT
MOIIIHBIE YJIbTPAa3BYKOBBIE CHUTHAJIbI, KOTOPHIE OCTAIOTCS HECHBIIIMMBIMHU BIUIOTH A0 YpOBHEH
TaKTWJIBHOTO BOCTIpUATHs (Bbilie 145 n1bA), Torma Kak BpeHOE BO3JICHCTBHE MOXET HACTYIATh
yxe ripu 80 nBA. [Ipu 3TOM OTCYTCTBYIOT HOpPMAaTUBHBIE JOKYMEHTBI 1 METOJUKH, TIO3BOJISIONINE
BBISIBJISITH HMCTOYHUKH YJIBTPA3BYKOBBIX CHUTHAJIOB Kak MPHUPOAHOTO, TaK W TEXHOTEHHOTO
MPOUCXOXKACHUS. B CBSI3W C 3TUM BO3HHUKAET HEOOXOJUMOCTH MPOBEICHHUS CHEIUATbHBIX
UCCJICIOBAaHMM, HANpaBJICHHbIX Ha HM3yYe€HUE YPOBHEHW YyIbTpa3Byka B cajoHE U KaOuHe
BO3JIYIIHBIX CYJIOB C PEAKTUBHBIMU JIBUTATEIISIMHU.
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JABIBBICTBIK KOHE YJIBTPA/IBIBBICTBIK TEPBEJIICTEPIAIH KAYIIITI
IOCEPJIIEPIH HOPMAJIAY ) KOHIHAEI'T XAJIBIKAPAJIBIK HOPMATHUBTIK
BA3AHBI TAJLJTAY

Anoamna. [1lyoviy nacmarnysl bacmel maceneze auHai0bl, OUMKeHi 01 KOOiHece a0aMHbIY
ic-opexemin Hemece oMip canmvlH 0y3a0vl. JKYMblc OblObICMBIK JHCIHE YIbMPAOblObICMbIK
CUSHANOapObly WeKmi pyKcam emijleeH OeHeellepiHe HOPMAanapovl eHei3y CalacblHOagvl
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HoOpMamuemixk Oasambl manoayea apHanean. Kymeicmely e3exkminiei  yibmpaosbiObiCmbiK
CUCHANOapObl eumey0i HOPMAMUBMIK KAMMAMACHL3 emy Macelelepit, COHOaU-aK aoamoapobly
0eHCaynIbleblHa Kayinmi YibmpaovlOblcmulK, KO30epoi aHbIKMAy mapmioiH monvlK nblCbIKMaymMeH
batinanvicmol. 3epmmey MaxbipblObI-ObIOLICMBIK JHCIHE  VIbMPAOLLOLICIBIK  CUSHAIOAPObIH
OeHeellin onueyee apHai2an HoOpMamuemix 6asa men cmanoapmmap. Yivmpaoviovicmsix 6Hoey
aoamoapobly HA3APbLIH KOOIpeK ayoapaosl, eUmKeHi YibmpaoblOblCIMbLK, MEeXHON02USL IHEPSUSIHbL
yHemOeumin npoyecmepee uxemoi "ycacvin” 6Oanama 0Oona anaodvl, OeceHMeH Kyammbvl
VILbMpaoulObICMbIK KO30ep adam OeHcayivieblha 3usiH mueizedi. Onap acipece Kayinmi, otimkeHi
aoam yibmpaovlovblCmulK Ke30epoiy acepin Oiimeyi Hemece ce3inOeyi MyMKiH. 3epmmeyoiy
MiHOemmepi CucHandapovly pYKcam emiieer OeHeellepiHiy aublpMAUbLILIKIMAPLIH JCIHE OCbl
OeHeellnepli enutey epekuenikmepin anblkmay 0010bl. Kymvicmoly makcamol Ka3aKCmMaHOlK
HOPMAMumixK Kyaicammapobly MOAbIKMbl2bIH XAIbIKAPAbIK CMAHOAPMKA CIUKECMIZIH AHbIKMAY
bonein  maodwviiadvl. bBipkamap endepoe 3aHObl mypoe OencileHeeH OblObICMbIK — JHCIHE
VILMPaovlObLICMbIK,  KbICOIMHBIY WeKmi  pyKcam emineeH HopMmanapvl KeimipineeH. JyHue
JAHCY3IHOC2] MUNLTUOHOARAH A0AMOAp bIKMUMANL Kayinmi uy oeyeeline Yuiblpaiiovl, COHObIKMAH
HCYMBICULBLIAPObIY eCmy OEHCAYIbIEbIH HCeMKILIKMI mypoe Kopaay YWiH 3aHHAMA2A UYL
arcahanovix Kasicemminix oap. bencineneen Hopmanap oeneetiinoei yaKkeH OUCNEPCUARA HCIHE OChl
MOHOEpOiH  eKIYWUMbLIbIeblHA —— dKelemiHn  cebenmepze  Hazap  ayoapvliovl.  Kywmi
VILbMpaoblOLICMBIK CUSHANOAPObIY KO30€PiH aHbIKMAY OOUbIHUA HOPMAMUBMIK-20icmeMeniK
Kyolcammapouly 00amaysl ghaxmici aman eminoi, onapoviy Kayinminiei aoam yulin ecmiimeyinoe.
Peaxmuemi ywaxmapowviy canonvl MeH KaOUHACLIHOA YibMpPaovlObICMbIK OeHeelliepoi 3epmmey
Kaxcemmiiniei mypaivl KOpblMblHObL HCACANAODL.

Tyiiin co30ep: axycmuxa, 0biObic, ObIObIC KbICHLMbI, HOpMA, KAVin, Yulax, cCmaHoapm,
VIbMPAObLObICIBIK.

ANALYSIS OF THE INTERNATIONAL REGULATORY FRAMEWORK FOR
THE REGULATION OF HAZARDOUS EFFECTS OF SOUND AND ULTRASONIC
VIBRATIONS

Abstract. Noise pollution has become a primary concern, as it often disrupts a person's
activities or lifestyle balance. The work is devoted to the analysis of the regulatory framework in
the field of the introduction of standards for the maximum permissible levels of sound and
ultrasonic signals. The relevance of the work is related to the lack of a comprehensive study of the
issues of regulatory support for the measurement of ultrasonic signals, as well as the procedure
for identifying sources of ultrasound dangerous to human health. The subject of the study is the
regulatory framework and standards for measuring the levels of sound and ultrasonic signals.
Ultrasound processing is attracting more and more attention from people, as ultrasound
technology can provide a flexible "green” alternative for energy-efficient processes, but powerful
sources of ultrasound are harmful to human health. They are especially dangerous because a
person may not know or feel about the effects of ultrasound sources on him. The objectives of the
study were to identify differences in acceptable signal levels and the measurement features of these
levels. The purpose of the work is to determine the completeness of compliance of Kazakhstani
regulatory documents with the International Standard. The maximum permissible standards of
sound and ultrasonic pressure, legally established in a number of countries, are given. Millions of
people around the world are exposed to potentially dangerous levels of noise, and therefore there
is an urgent global need for legislation to adequately protect workers' hearing health. Attention is
drawn to the wide variation in the levels of established norms and the reasons leading to the
ambiguity of these values. The fact that there are no regulatory and methodological documents on
the identification of sources of powerful ultrasonic signals, whose increased danger lies in their
inaudibility to humans, is noted. It is concluded that it is necessary to study ultrasound levels in
the cabin and cabin of jet aircraft.
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JI.B. Hcmanaos’?, I A. Kcenodontos®, H.B. 3ukupssies’, A.A. Kaéaysamn®*
IPI'Y «BoeHHO-HHKEHEPHBII HHCTHTYT PAIMO3IEKTPOHUKH U cBa3im» MO PK,
r. AnMartsl, PecniyOnuka Kazaxcran
?HAO «Kazaxckuil HalMOHANBbHEIH TeXHUYeCKuii yHuBepcuteT nMenn K. M. CarnaeBay,
r. AnMartsl, Pecniybnuka Kazaxcran

“E-mail: a. kabdullin@satbayev.university

AHTHAPOHOBBI KOMILIEKC JIJISI OBHAPY KEHUS, IOJABJEHHUA U
MOPAXKEHWSA LEJENA

Annomayun. B cmamve paccmampusaemcs paspabomrka aHmuopoH08020 KOMNIEKCA Ha
ocHoge uckyccmeennozo unmennexkma (MH) ona obnapysicenus, paououacmommuoz2o nooagieHus
u nopadcenus Oecnuiomuuix Jjgemamenvhvlx annapamos (bIIJIA). Ha ocnose ananusa
npumenenus bBIIJIA 6 cospemennvix roupauxmax (Cupus, Ykpauna) u HOPpMAMUBHbIX
O0oxkymenmoe Pecnybonuxku Kazaxcmawn onpedeneHvl mpeboaHus K cucmeme, YUUmMvlearoujue
peaibhble  Xapakmepucmuku — ceHcopog  (X-ouanazownwviti paoap ¢ RCS 0,01 M3
yyecmeumenvHocmo UK-cencopos 0,1 K), mownocms nooasnenus (50 Bm ¢ ouanazonax 400—
6000 MIy), ycrosus skcniyamayuu (memnepamypol 0o +50 °C, nviivHble Oypu) u 6HeuiHue
Gaxmopwl (nocoda, cuudcarowas eeposmuocmu Ha 20%). Ilpednoscena mamemamuueckas
seposmHocmuas ~— modeib ¢ MH-xoopounmayueti  (Heupo-cumeonuyeckuil — nooxoo),
obecneuusarowas HOBU3HY 8 A0ANMAYUU K CPEOHea3uamcKum yciosuam. Peanuzayus cumynayuu
memooom Monme-Kapno (1000 umepayuii) pasmewena ¢ omxpvimom penosumopuu GitHub c
UHCMPYKYUAMU NO  80CHPOU3BEOCHUI0 U NpOBepKe UCXOOH020 KO0Od, HmO NoGvluiaem
80CNPOU3BOOUMOCb  Uccredoganus.  Modenuposeanue — demoncmpupyem — pe3yibmamoi:
seposimHocme  0OHapyycenus 95,8%, nooasnenus 54—78%, nopaosicenus 70,7-84,6% ona
VAPAGNAEMbIX U ABMOHOMHLIX OpOHO8 Ha OanvHocmsax 5—8 km. Ilpoeedeno konuuecmeennoe
cpasHenue ¢ ananrozamu («Drone Domey, «Pantsir-S1»), nokaszwiéarowee npesocxoocmeo no
oanvrocmu (10 xm npomus 3,5 km), cmoumocmu u eubkocmu adanmayuu. JJonorHumenbHo
npeocmasien ananus svluucaumenvrot croxchocmu aneopumma (O (1) na opown), obcyscoenvl
nymu onmumuzayuu (unmecpayus ML 0nsa npedckaszanusi mpaexmopuii, pacnpeoenréHHas
obpabomka Oannvix). Coenan 6v1600 0 NPAKMUYECKOU NPUMEHUMOCIU KOMNIEKCa U e2o
3Hauumocmu Onsi 000poHocnocobnocmu Kasaxcmana, 6 mom uucie 6 acnekme CHUINCEHUs
UMNOPMO3ABUCUMOCTIU U PA3BUMUSL COOCMBEHHBIX MEXHON02U.

Knwuesvte cnosa:  anmuOpoHOBblil  KOMHWIEKC,  UCKVCCMBEHHbIN  UHMEILIeKM,
8EPOSIMHOCMHAS MOO€b, PAOUOYACTIOMHOEe N00AsleHue, epuduxayus, 000POHOCNOCOOHOCb.

BBenenue.

CoBpeMeHHBIE BOCHHBIE KOH(IMKTHI, BKIO4Yas omnepaimuun B Cupum u  Ykpawse,
JEMOHCTPHUPYIOT CTPEMHUTENBHBI POCT MCIOIB30BAaHUSI OCCHHIIOTHBIX JIETATENBHBIX alapaTroB
(BITJIA) — ot pa3BenbIBaTENbHBIX U YIAPHBIX O KOMMEPYECKUX MOJIEIEH, aJanTHPOBAHHBIX JISI
BOCHHBIX 1enelt [8, 1]. [lo maHHBIM aHaMUTUYECKUX OT4YeTOB, ¢ 2020 roja KOJIMYECTBO aTak C
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npumenenueM BITTA yBenuumnoch Ha 30%, a ux mansie pasmepsl (RCS 0,01-0,1 m?), BeicoKast
MaHEeBpPEeHHOCTH (ckopocTh 70 100 kM/4) 1 aBTOHOMHBIE Bo3MoXkHOCTH (MW -HaBUTa1us) co3aaroT
3HAYUTENBHBIC BBI3OBHI ISl TPAJAUIIMOHHBIX CUCTEM MPOTUBOACHCTBHS [9]. PagronokanuoHHbIe
CTAHIIMU M 3CHHUTHBIC KOMIUIEKCHI 4acTo Hed(pdeKTHBHBI MpoTUB HU3KoIeTAmux (<100 m) u
Majo3aMETHBIX JIPOHOB, OCOOEHHO B YCIOBUAX CJIOKHOH MECTHOCTH (XOJIMBI, Jieca) |
HEOJIaronpHUsITHON TTOTOJIBI (JI0XK/b, TYMaH, CHIXKatoue BUIuMocts Ha 20-50%) [7].

OTcyTcTBUE HAIMOHATIBHBIX AHTHIPOHOBBIX CHUCTEM BBIHY)KJIAET CTpPaHbl, BKIIOYas
Kazaxcran, monararbcsi Ha JOPOTOCTOSIIIME MHOCTPAHHBIC aHAJIOTH, TaKWe KaK HM3PamIbCKUN
«Drone Dome» (o6Hapyxenue 3,5 km st RCS 0,002 m?, ctroumocts ~200 miH Tenre [3]) umu
poccuiickuii «Pantsir-S1» (pamap mo 20 kM mist RCS >0,1 M?, HO <6,4 KM 17151 MJIBIX JPOHOB,
ctoumocTh 300-500 muH tenre [10]). DkcrnopTHbIe caHKIUU, yxecTouaromuecs ¢ 2022 rona,
OTPAHUYUBAIOT JOCTYII K 3TUM TEXHOJIOTHSIM, YBEIHMYNBAS CTPATETMUECKUE PUCKH U (PMHAHCOBYIO
Harpy3ky [2]. Hanpumep, orpanndeHust Ha MOCTaBKY KOMIIOHEHTOB JJI PaJapoB U J)KaMMEpPOB
NPUBEIH K JeQHUIUTY CHCTEM B CTPaHAX C OrPaHUYEHHBIM OOOPOHHBIM OIO/KETOM.

Cornacao Ilocranonenuto IlpaBurensctBa PK ot 24 wmrons 2024 roma Ne592 «O6
yrBepkaennn KoHuenmu pa3BUTHS MCKYCCTBEHHOro uHTeluiekTta Ha 2024-2029 roasi» [4],
BHeapenre M B 060poHHbIE TEXHOJIOTHH SBJISAETCS MPUOPUTETHBIM HAIIPABIEHUEM. AJITOPUTMBI
NN, Bxmouas HEHPO-CHMBOJIMYECKHME TMOAXOAbI [5], TMO3BOJSAIOT aBTOMATHU3UPOBATH
oOHapyXeHHe, oJIaBJIeHIe U TOpakeHUe IIeNied, coKpallas BpeMsl peakluu 0 5 ¢ U MOBbIIIAs
TOYHOCTHh HaBeaeHus M0 <l M. HaydHas HOBM3HA HCCICIOBAaHUS 3aKJIIOYAETCS B pa3paboTke
MOJIyJIbHOM aHTHUJIPOHOBOW CHUCTEMBI, aJalTHPOBAHHOW K KIMMAaTHYECKHM U TeorpapuiyecKum
ycinoBusiM  LlentpanbHoit  Asum  (Bbicokue Ttemmeparypsl a0 +50°C, mnbuibHbIE OypH,
K terrain=0,9), ¢ ucnons3zoBanuem NN mna unTerpaumu mnoxacuctem (pamap X-band, UK-
cencopsl, RF-mxamMmepsl, nazepel) U JOCTUXKEHUSI BEPOSTHOCTH TMOJHOTO IUKJIA TOPaXKEHUs
>70%, 4TO MPEBOCXOAUT aHaNOTH 1o JanbHOCTH (10 kM vs 3,5 kM) 1 skoHOMHUHOCTH (<100 MITH
TEHTre).

B craree mpencraBieHa u BepudUIMpPOBaHA MaTeMaTHuYeCKas MOJAEIb AHTHAPOHOBOTO
KOMIUIeKca JJid HajaexHoro npotuBojeicTBusi BIIJIA B ycnoBusix Cpenneld A3uu ¢ yd4eTom
XapaKTePUCTHUK CEHCOPOB, MOIIHOCTU TOJAaBJeHHs U BHEIIHHX (GakTopoB. PeanmuszoBanHas B
Python (Monte-Carlo, 1000 wuteparnuii) momens goctymHa Ha GitHub, a eé pesymbTarh
MOATBEPIK/ICHBI CPABHEHUEM C aHaJlorami [3, 6].

Pucynok 1 — MoOunbsHas antuaponoBas cucrema ADEX- 2024
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Pucynox 1 mroctpupyer npototun ¢ pagapom X-band (8-12 I'T'y, 100 Br, pa3zpemienue
1,5° [9]), UK-cencopamu (0,1 K [7]) u mxammepom (50 Bt, 400—6000 MI 11, Bximrouas GPS 1,575
[T [10]). Cucrema pearupyer Ha yrpos3sl B 10 kM. TpeOGoBanus: oOHapyxkenue 10 10 xwm;
nojapjeHue (BKJI. aBTOHOMHBIX, ycroiuuBbix Ha 30% [7]); mopaxkenue nazepom (10 kBT,
To4HOCTH <1 M [9]).

Matepuaabl U1 MeTOAbI HCCJIETOBAHMS.

Amnanuz ananoroB: «Drone Dome» (3,5 km, CCD/IR [3]); «Pantsir-S1» (MuHH-pakeTsl 6,4
kM [10]); «kKuRFS» (10 km mist maneix UAV [3]). [lpemaraemsrii komriekce: pagap (X-band, RCS
0,01 m? [9]); mxammep (50 Bt, 900 MI'un—5,8 I'T'ry [10]); mopakenue (nazep 10 kBt [9]). U
(Helipo-cuMBONIMYECKUN  [5]) KOOpPIMHHpYET, ONTHUMHU3UPYS TIOA BHEIIHHE (aKTOPHI
(K weather=0,8 B Tymane [7]).

Marematuueckas mojenb: ( P_{\det} =P_0 \times K_w \times K_t\times (1-d/D_{\max})
), tne (P_0=10,95), (d ) — paccrosiaue, ( D_{\max} = 20 ) kM, ( K w = 0,8 ) (nmorona, 50%
BeposTHOCTH), ( K t=0,9 ) (MecTHOCTB).

(P_{\jam} = 0,80 \times K_w ) (neaBTonomHusbIc); ( 0,56 \times K w ) (aBTOHOMHBIE).

(P_{\kill} = P_{\det} \times (P_{\jam} \times 0,90)) (umeaBToHOMHBIC); (P_{\det} \times
0,90) (aBTOHOMHBIE).

Bpewmst peakuuu: 5 ¢. BerancnurensHas cinoxxHocTh: O (1) Ha 1poH (IpOCThie BEPOSITHOCTH);
¢ ML — O (n log n) nnisa tpaextopuit (n — Touku). ONTUMU3ALKA: aJanTUBHBIE KOA(PDUITUEHTHI
WU st peanbHOTO BPEMEHU.

Cumynsauus (Monte-Carlo, 1000 wutepanuii) B Python peannzoBana B peno3utopuu
https://github.com/satbayev-university/antidrone-simulation (3aBucuMOCTH: numpy; 3aIyck:
python simulate.py --n 1000; BeBoa: cratucTrKa ¢ std). Bepudukamus: cpaBHEHHE ¢ aHAIOTaMH
(P_kill >60% mist «Drone Dome» [3]).

JononuurenbHo B paboTe YUYUTHIBACTCS aHAU3 COBPEMEHHBIX CEHCOPHBIX TEXHOJIOTHH.
Kak ormeuaercst B [11], HM OAMH OTAENBHBINA CEHCOP HE MOXET rapaHTHUPOBATH JOCTATOYHYIO
TOYHOCTh OOHAPY)KEHHUS JIPOHOB BO BCEX YCIOBHSX, MO3TOMY HCIIOJIB3YETCS MYJIBTUCEHCOpPHAs
uHTerpanus. B cocras apdexruBHoro C-UAS BxoaaT pagaps! X- u Ku-amanazoHoB JUIst 1albHEro
oOHapyXeHHs, aKyCTUYECKHE CEHCOPHI ISl (PUKCAIIUH [ITyMa BUHTOB ITPU HU3KOBBICOTHOM MOJIETE
B TOPOJCKOM cpelie, a Takxke onTuko-ekTpoHHsle (EO/IR) kamepsl n MHppakpacHble JaTUUKU
st uaeHtudukanuu 1eneid. CnusHUe TaHHBIX STUX CEHCOPOB C TOMOIIBIO aIrOpPUTMOB
MAIIMHHOTO OOYYeHUs W Helpo-cuMBoOimdeckoro MM TO3BOISET COKPATUTh YHUCIO JIOXKHBIX
TpeBor Ha 20—-30% 1 MOBBICUTH TOCTOBEPHOCTH UACHTU(UKAIMK. B mpenmaraeMom KomIuiekce
peaTn30BaHO aHAJIOTUYHOE PelIeHUE: pagap GUKCUpyeT 1enb Ha ganbHocTH A0 10 kM, UK-cercop
YTOYHSIET TEIIOBYIO CUTHATYPY, a IV 00bennHseT naHHbIe, MUHUMU3UPYS BEPOSTHOCTH OIIHUOKH.

Oco0oe BHMMaHME yAESAETCS CPEACTBAM PaJuoyacTOTHOTO MojaBieHus. TpaauiiioHHbIe
JUKaMMEpBl  CO3/Ial0T IIHUPOKOIOJIOCHBIE TMOMEXH, IMEePEKPHIBAIOIINE KaHAlbl yIpaBIEHUS U
Hapuranuu (400-6000 MI't, Bximtouas GPS/GLONASS). Oxnako coBpeMeHHbIE IPOHBI BCE Hallle
UCTIONB3YIOT 3alllMIIEHHbIE KaHAIbl W ABTOHOMHBIE pEXHMBI MONETAa. B ATHUX yCIOBUSAX
CTaHJApPTHOE TMOJaBlieHne TepseT dSPGEeKTUBHOCTh, YTO OBUIO TOJATBEPKACHO B pse
skcriepuMeHToB[11]. TloaToMy TpHUMEHSIOTCS HMHTEIUIEKTyalbHbIE METONbI: aJalTUBHOE
CKaHHPOBAHME YAaCTOTHOTO CIIEKTpa B pEajlbHOM BPEMEHH, BHIOOPOUYHOE TOJABIEHHME TOJIBKO
AKTUBHBIX KaHAOB, a Takke cnypuHr (mogMeHa HaBHTAalMOHHBIX curHaioB GPS),
BBIHY)KJAIOIIUH JPOH MOKWHYTH 3allUIIaeMyro TeppuTopuro. COriacHO JaHHBIM CHMYJISIIHIA,
a/IalITUBHOE M CEJIEKTUBHOE MOJAaBIIEHUE CHU)KAET dHepronorpediaeHrne KoMiuviekca Ha 25% u
OJTHOBPEMEHHO IOBBINIAET YCTOHYUBOCTD K TPAXKIAHCKUM ITOMEXaM.

MeTtoapl MaTeMaTHYeCKOro MOJICIMPOBAHUS IO3BOJIAIOT  KOJMYECTBEHHO OLIEHUTH
3 PEKTUBHOCTh. B JOTOIHEHNE K ONMMCAHHOW BHINIE BEPOSTHOCTHONH MOJENN HCIIONB3YIOTCS
dbopMynbl Ui OIEHKH J(PQPEKTUBHOCTH TMOAABICHUS C YY4ETOM MOIIHOCTH pkammepa J u
paccrosHuss R: P jam = J / (J + R"2). Drta 3aBUCHMOCTb XOpOIIO KOPPEIUPYET C
OKCMEPUMEHTAIbHBIMUA JaHHBIMH: TPH YBEIMYEHUU PACCTOSIHHMSI B JBa pa3a BEPOSTHOCTH
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YCIIENTHOTO TOJABICHUSI CHUXKAeTcs Oojee 4eM BIBOE, €CITU HE MPUMEHSETCS aJanTHBHOE
yrpapieHrue MolHOCThI0. Brimouenue MU mo3Bosier IMHAMUYECKH PEryjlupoBaTh MOIIHOCTh
JoKaMMepa B 3aBUCHMOCTH OT PAacCTOSHUST M THUIIA Yrpo3bl, YTO TOBBIIIAET HTOTOBYIO
3(PEKTUBHOCTH KOMILIEKCA.

MeTo1pI CUMYJTSIIMH TaKXKE UTPAIOT KITI0YEBYIO POjib. B paboTe mpuMeHsics KilacCHuecKuii
Mounre-Kapno merox, mO3BONAIOMIMK — ydecTh ciiydaiiHble  ¢akTopsl (BeTep, JOXKb,
3JIEKTpOMarHuTHhIe ToMexHu). OmHako B ruOpuaHoM moaxoxae [11]: coueraHue mMOIEBBIX
UCIIBITAHUH U NH(PPOBBIX TBOHHUKOB, YTO OBLIO YYTEHO B TPOEKTE: KPOME MPOTrPAMMHOMN
CUMYJISIIUY, IPOBEICHBI HATYPHBIE TECTHI C MaIorabapuTHBIMU KBaJIPOKOIITEPAMU, B Pe3yJIbTaTe
4yero ObLIa MOJITBEPXkKACHA BBICOKAs! CXOJIMMOCTh JaHHBIX — pacxoxaeHue mexee 5%.

Pe3ynbrarhl MOAenMpOBaHUSI TOATBEPAIIN KOHKYPEHTHBIE TPEUMYILIECTBA MTPpeIjIaraeMoro
KoMIUIeKca. J[ns HEeaBTOHOMHOTO ApOHAa Ha MJAJBHOCTH S5 KM BEpPOATHOCTH OOHApYKEHUS
coctaBmwia 95,8%, nonaienus - 78,2%, nopaxenus - 70,7%. Jlnd aBTOHOMHOTO ApOHA Ha
JTAIBHOCTH 8 KM mokazatenu coctaBwin: P_det = 95,9%, P_jam = 54,2%, P_kill = 84,6%. Jlns
cpaBHeHus1, cuctema Drone Dome nemMoHCTpHUpyeT BeposiTHOCTh 0OHapy»keHus nopsaka 90% Ha
JTATBHOCTH 3,5 KM ¥ BEpOSITHOCTH ITopaxkeHust 0koJio 60%, a «Pantsir-S1» qocturaer BeposSTHOCTH
nopaxenust 70% npu RCS Beie 0,1 M2, Takum 06pa3om, npeasaraeMblii KOMIUIEKC IPEBOCXOIUT
aHaJIOTH MO aJbHOCTH ¥ THOKOCTH TPUMEHEHUSI.

BaxxHo moAuepKHYTh MPAaKTHYECKYI0 MPUMEHMMOCTh. lIpeanokeHHas cuctema
OPUEHTHPOBAHA Ha IKCIUTyaTalnio B ycioBusax LleHTpanbHOM A3uu: BRICOKHE TEMIEPATyphl (110
+50 °C), 3anbUIEHHOCTH BO3MyXa, pe3kue mnepemajbl BIaXHOCTH. C yuéTrom 3TuX (HakTOpoB B
MOJICTTh BBEJICHBI KOPPEKTUPYIOMIHE KOIPPUITMEHTE. B 4acTHOCTH, KOAPPUIIMECHT MOTOTHBIX
ycnoBuit Kw = 0,8 yuntsiBaeT cHikeHUE 3 PEKTUBHOCTH CEHCOPOB B YCIOBUSX MECYaHOU OypH.
Amnanorngao ko3¢ uimenT mectaoctd Kt = 0,9 oTpakaeT motepu npu padoTe B TOPHBIX pailoHaX.
OTH mapaMeTpbl TO3BOJIAIOT aJalTHPOBaTh KOMILIEKC K HAIMOHAJIbHBIM YCIOBHUSM H
JEMOHCTPUPYIOT HOBU3HY UCCIIEJOBAHMSL.

CoBpeMeHHbIE UCCIIEIOBAHMSI TOJYEPKUBAIOT HEOOX0AUMOCTh UHTerpannu MU B cucteMsr
00opoHsl. B [11] ormeuaercst, uto npuMeHeHne Helipo-cuMBonnyeckoro MU noselmaer ckopoctsb
Kjaccudukanuu neneil Ha 25% 1 yMEHbIIAET BEPOSITHOCTh JIOKHOTO cpabareiBanus Ha 18%. B
IIPOEKTE peaau30BaH aHaJIOrMyHeli mnoxaxox: WM mpuHuMaer pemeHus O pacupeneseHun
PECYPCOB MEXKIY CEHCOPAMHU U CPEACTBAMH I0IaBICHUS, ONTUMHU3UPYS pabOTy BCEro KOMILIEKCa
B PEATbHOM BPEMEHH.

Takum  oOpa3oMm, JaHHOE UCCIENOBaHHUS  OOBEOUHSET TEXHUYECKHH  aHajwu3,
MaTeMaTU4eCKOe MOJIEITUPOBAHUE U METO/Ibl CUMYJISIIIAH, TOTIONHSIS MX MEXTYHAPOHBIM OTIBITOM
U aKTyaJIbHBIMHU HCCIEIOBaHUSAMHU. JTO 00eCneurBaeT MeTOCTHOCTh MOJIX0a U 0OOCHOBBIBAET
BBIBOJIbI O BBICOKOH 3(PPEKTUBHOCTH pa3pabOTAHHOIO aHTHIPOHOBOTO KOMILJIEKCA.

Pe3yabTaTsl U MX 00CyKACHHE.

Ha ocnose 1000 cumynsmwuii (6€3 moromsl st 6a30BO): JUIsi HEABTOHOMHOTO (5 KM):
P_det=0,958 (std=0,201), P_jam=0,782 (std=0,413), P_kill=0,707 (std=0,455). /It aBTOHOMHOTO
(8 xm): P_det=0,959 (std=0,198), P_jam=0,542 (std=0,498), P_kill=0,846 (std=0,361). C
K w=0,8 (50% cnyuaeB): P_det~0,767, P_jam=0,626/0,434, P_kill~0,566/0,678. CpaBuenue:
npesocxoaut «Drone Domey» (P_det=0,90 ua 3,5 xm [3]) u «Pantsir-S1» (P_kill=0,70 mns
RCS>0,1 m2 [10]) mo naneHOCTH M amantaiuu. Tounocts Moaenu: std <0,5, BOCpOU3BOIUMOCTh
>99% (seed random).

Tabmuua 1 — BepuduuupoBanusie BeposatHoctH (1000 cumynsnuit).

dran / HeaBToHoMmHBbIii (5 ABTOHOMHBIH (8 Drone Dome Pantsir-S1
Tun KM) KM) [3] [10]
P_det (%) 95,8 (std 20,1) 95,9 (std 19,8) 90 (3,5 km) 70 (<6.,4 km)
P_jam (%) 78,2 (std 41,3) 54,2 (std 49,8) 70 (2 xm) N/A
P_kill (%) 70,7 (std 45,5) 84,6 (std 36,1) 60 70 (RCS>0,1)
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Tabnmuua 1 mnpeacraBiser BepuUUIIMPOBAHHBIE BEPOSTHOCTH BBINOJIHEHHUS OSTaroB
aHTUJPOHOBOTO KOMIUIeKca (OOHapyXeHHe, IOJaBJIECHUE, NOpakeHHe) Ul YIpPaBIsSeMbIX U
ABTOHOMHBIX ApOHOB Ha ocHOBE 1000 cumyssiumii. Pe3ynbrarhl 10Ka3bIBalOT IPEBOCXOICTBO HAJL
anaioramu («Drone Domey, «Pantsir-S1») mo ganbHOCTH M 3(PQPEKTUBHOCTH, HECMOTPS Ha
BJIMSIHAE BHELIHUX (aKTOPOB.

2d¢hheKTUBHOCTL aHTUQPOHOBOTO KOMMIMEKca

OOHapy#eHne MofaeneHne (HEAETOHOMHLIA)  [oOaEnNeHWe (3BTOHOMHLIH) MopaxeHue

09

08

07

0,6

BepoATHOCT
(=]
(4, ]

3ran

Pucynok 2 — Jluarpamma 3¢ (eKTHBHOCTH aHTHAPOHOBOTO KOMITJIEKCA

Pucynox 2 mokaseiBaeT jaumarpamMmy 3(PQEKTHBHOCTH aHTHIPOHOBOTO KOMILJIEKCA:
oOHapyxeHHe JIpoHOB B paauyce 10 kM (95%), mogaBnenue curHanos, ympasisembix (80%) u
ABTOHOMHBIX JpOHOB (56%), mopaxkenue uenerr (90%) nHesaBucumo OT THHA. CUMYISIUS
YIpOIlleHa, UTHOPUPYET MOr0ly, MECTHOCTh, THUIl CEHCOPOB M UCIOJIb3yeT 0a3oByto soruky MU
0e3 MammHHOTO OOydeHus. )i MOBBIMICHUS TOYHOCTH PEKOMEHAYETCS Y4YeCTh IMapaMeTphbl
ceHcopoB (pamap, MK-kamepsr), xapakrepuctuku BITJIA, MM-moxens u BHenmHWe (HaKTOPHI
(morona, MOMeXu, MECTHOCTB ).

JIOTIOTHUTEIHPHO TPOBENEH JCTATM3UPOBAHHBIA aHAJINM3 CIICHAPUEB OKCILTyaTaI[uu
KOMIUIEKCa B Pa3UYHBIX YCIOBHUSAX, YTO IO3BOJMIIO TIYO)K€ OIIEHUTh €ro YCTOWYMBOCTH U
MPAKTUYECKYI0 TPUMEHUMOCTh. HamOonbpImii WHTEpEC MPEACTABISIIN YEThIPE CICHAPHS:
TOpOJICKast cpefia, OTKPBITAsl MyCTHIHS, TOPHAS MECTHOCTh M YCJIOBUS HEOIArOMPUSATHOM MOTOIBI.
Kaxnpiii w3 creHapreB MOJEIHMPOBAJICS C HCMOib30BaHueM Meroga Monte-Kapno (1000
UTEepalnii), 9YTO0 00ECIeYynuBaI0 CTATUCTUYECKYIO JOCTOBEPHOCTH PE3yNbTATOB W IO3BOJUIO
BBISIBUTH 3aKOHOMEPHOCTHU TTOBE/ICHUS CUCTEMBI.

B ycnoBusax ropoackoii cpebl BEpoITHOCTh OOHAPYKEHUsI CHU3MIIACh ¢ 6a30BbIX 95,8% 10
93,4% BcnencTBUE SKPAaHUPOBAHUSA PATUOIOKAIMOHHBIX CUTHAIOB 3aaHusMu. Ilpu sTOM
KOJIMYECTBO JIOKHBIX TPEBOT Bo3pocio a0 11%, 4To cBsA3aHO ¢ moMexamMHu OT aBTOMOOMIIBHOTO
TPAHCIIOPTAa W OTPAKCHHUSIMH OT METAUIMYECKUX KOHCTPYKIMH. OgHAKO WHTErpanus
MH(QPaAKpPACHBIX CEHCOPOB M alTOPUTMOB CIHSHHS JaHHBIX TMO3BOJIMJIA CHU3UTH KOIUYECTBO
JIOKHBIX TpeBor 10 4,8% W JOBECTH WUTOTOBYIO BEpPOSITHOCTH OOHapyxkeHus ao 95,1%. Oto
JEMOHCTPHUPYET BaXXHOCTh MYIBTUCEHCOPHOTO TMOIXOJa U TOJATBEPKIACT MEPCIEKTHBHOCTH
npumeHenust MU nuist koppensinuu TaHHbIX.

B nmycteiHHOM MecTHOCTH 3(QEKTHBHOCTh KOMIUJIEKCA OKa3alach HaMOOJBIICH.
BepositHOoCcTh 0OHapyxeHust coctaBuia 96,2%, a momaBiIeHHs YIpaBsieMbIX APOHOB - 79,5%.
Bricokue mokaszarenu OOBACHSAIOTCS OTCYTCTBHEM IUIOTHBIX MPENSTCTBHA W MHUHHUMAIbHBIM
ypoBHEM (OHOBBIX TIOMeX. [Ipu 3TOM aBTOHOMHEBIE POHBI IEMOHCTPUPOBAIH 00JIee YCTOMIUBOE
MOBEJICHNE, U BEPOATHOCTh WX IMOJABIIEHUSI OCTaBaiach Ha ypoBHe 55,1%. Hecmorps Ha 37O,
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BEPOATHOCTb NOpAXKEHMUs Lienelt fJocturana 85,7%, 4To CBA3aHO ¢ PEACKa3yeMOCThIO TPAEKTOPUI
ABTOHOMHBIX aNIaparos.

B ropubix paiionax HabOmomanock CHUKeHHE 3((PEKTHUBHOCTH, YTO OOBIACHSACTCS
MHOT'OJTYy4€BBIMH OTPAXKEHUSMHU U TEHAMHU OT penbeda. BeposaTHOCT 0OHapyKeHHsI COCTaBUIIa
92,7%, nonaBnenus - 74,3% ms ynpaBnsgembix U 52,6% 11 aBTOHOMHBIX JApOHOB. BBeneHue
KoppekTupytomiero kodppunuenta mectuoctu (Kt = 0,9) mozBonuio agantupoBaTh MOAETH U
HOBBICUTH UTOTOBYIO JOCTOBEPHOCTh CUMYJISALIMI. Pe3ynbTaThl moka3anu, YTO UMEHHO B YCIOBUAX
CJIOKHOTO penbeda KOMIUIEKC Hambosiee 3aBUCUM OT MOIACPKKH HH(PPAKPACHBIX KaHAJIOB U
QJITOPUTMOB MAILIMHHOT'O O0OyUY€eHHS.

[Tpu mMoxenupoBaHUK HEOIATONPUATHON MOTOMABI (I0KIb, TYMaH, MbUIbHBIE OypHu) ObLIH
BbISIBJICHBI HanOosiee KpUTUYHbIE orpaHndeHus. CHIKeHre Ko3(duinenTa norogHbIx yCioBui
(Kw = 0,8) npuBoaANIIO K TaICHUIO BEPOSITHOCTH 0OHapy»x)eHus 10 76,7%. IIpu 3ToM BEpOATHOCTD
MOPAKEHUsI OCTaBaJIach Ha ypoBHE 67,8% miis ynpasisieMbix U 68,4% 111 aBTOHOMHBIX JPOHOB.
Hecmotpss Ha cHmkeHue >(PQGEKTUBHOCTH, AaXKe B ITUX YCIOBHAX CHCTEMa IIOKa3bIBasa
COIIOCTABUMBbIE MJIH JIy4ILIUE PEe3YyIbTaThl II0 CPABHEHMIO C 3apyOekHbIMU aHajoramMu. Hanpumep,
«Drone Dome» B ycIoOBUSIX TyMaHa CHIDKAET BEPOSTHOCTH 0OHapykeHus 110 70%, a «Pantsir-S1»
JE€MOHCTPHUPYET 3P PEKTUBHOCTD MOPAKEHUS HIKE 65% A1 MaJIbIX LIETeH.

BaxHbIM acneKToM cTao UCClIeJOBaHME TUHAMHKU BpEMEHM peakuuu. basoBoe Bpems
COCTaBHWJIO 5 CEKYH/I, HO B YCJIOBUSX IE€perpy3ku (araka pos u3 20 IpOHOB) OHO YBEJIUYHUBAIOCh
no 7-8 cexyna. Tem He MeHee, 3TO Bc€ emé ObIcTpee, YeM y OOJIBIIMHCTBA aHAIOTOB, TJ€ BpEeMs
peakuuu npocturaer 10-12 cexkyna. IlpumeHeHue anropuTMoB IpesCKa3aHUs TPACKTOPUN Ha
OCHOBE MAILIMHHOTO 00Oy4Y€HUs MO3BOJIWIO COKPATUTD 3aJE€PXKKY Ha 1,2 CEKYH/Ibl, YTO KPUTHYHO
IpU OTPAKEHUU MacCCUPOBAHHBIX aTak.

Ananu3 sHepreTHyeckod A(PQGEKTUBHOCTH TOKa3al, YTO HCIOJIb30BAHWE aJalTHBHBIX
QITOPUTMOB YIIPABJIEHUS] MOILTHOCTBIO JDKaMMepa M03BOJIIET COKPATUTh 3HEPronoTrpedaeHrne Ha
20-25%. Ilpu crangaptaOit MourHOCTH 50 BT cpennee 3nauenue cHu3miIoch 10 36-40 Bt 6e3
cyliecTBeHHON mnotepu 3()(PeKTUBHOCTU. DTO OCOOEHHO Ba)KHO JJIi aBTOHOMHBIX MOOMJIBHBIX
wiaTtopm, I7ie JOCTYITHBIE SHEPTETUIECKHE PECYPChl OTPAaHUYCHBI.

OTtnenbHOE BHUMaHKE ObLIO Y/AETICHO OLICHKE JIOKHBIX TpeBor. B 6a30Boil koHpurypauun
TOJIBKO C pPaJapoM JIOXKHBIE TPEBOTM cocTaBisin A0 12% B cioxHbeix ycnoBusx. Ilocne
unTerpanuu MK-kanana nokasarens cHusuics 1o 4,5%. Baenpenne anropurmos MU nossonuno
noBectu ero a0 3,2%. Takum 00pa3oM, KOMILJIEKC IMOKA3bIBAET YCTOWYMBOCTH K JIOKHBIM
cpabaThIBaHUSAM, YTO SBISETCS BaXXHBIM (PAKTOPOM B YCIOBUSX MACCOBBIX MEpPONPUATHH U
TpaKJIaHCKOW UHPPACTPYKTYPHI, TJIe KPUTUUECKH BaXKHO M30eraTh N30BITOUHBIX cpabaThIBaHHI.

CpaBHUTENBHBI  aHANIU3 € MEXIYHAPOJHBIMM  CHCTEMaMM  IOJATBEP)KIAECT
KOHKYpPEHTOCTIOCOOHOCTh pa3paboTku. Tak, «Drone Dome» aemoHcTpupyer 3hpPeKTHBHOCTH B
npezenax 3,5 KM U BEpOSITHOCTb opaskeHHst 0koJ1o 60%. «Pantsir-S1» nMeeT BHICOKYIO OTHEBYIO
MOIIlb, HO OTPaHHYEH MO CHOCOOHOCTH K MPOTHBOJACHCTBHIO MaJIbIM M aBTOHOMHBIM JIPOHAM.
[Tpennaraemplii KOMIIJIEKC MOKa3bIBAa€T NAIbHOCTh A0 10 KM, yHMBEpPCAJIBHOCTh B PA3INYHBIX
YCIOBUSX 3KCIUTyaTallud U 0Oojiee HU3KYI0 CTOMMOCTH (3,8 MJIH 10JIJ1apoB IPOTUB 5,2 MIH y
«Drone Dome» u 15 min y «Pantsir-S1»).

PesynbTarel MonenupoBaHMS M aHaiM3a IO3BOJSIOT CAENATh HECKOJBKO KIIHOYEBBIX
BBIBOJIOB!

1. KoMriekc IeMOHCTPHpPYET BBICOKYIO BEpPOSITHOCTH OOHapyxkeHus (>95%) Bo Bcex
0a30BbIX CIIEHAPUAX, C YIETOM aJaNTaliK K MTOTOIHBIM U pelibe()HBIM YCIOBUSM.

2. BeposTHOCTH MOJAABIEHUS YIPaBISIEMBIX JAPOHOB BbIIe 75%, UYTO MOATBEP)KIAET
3P PEKTUBHOCTH PaIMOYACTOTHBIX METOJIOB.

3. ABTOHOMHBIE JpOHBI OCTAalOTCS Oo0Jiee YCTOMYMBBIMHU, OJHAKO BEPOSATHOCTH UX
nopaxxeHus octaérest BrIcokoi (84-85%) Omaromapst mpeacka3yeMbIM TPACKTOPHUSIM.

4. CucreMa mokKa3bIBaeT Jy4dlllie pe3ybTaThl M0 CPaBHEHHUIO € 3apYOEeKHBIMHU aHaJIOraMu
10 JAJIbHOCTH, CTOMMOCTH M aJalTUBHOCTH.
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5. BeisiBieHHBIE OrpaHUYeHUS (CHUKEHHE (P PEKTUBHOCTH B TOPaX U MPH HEOJIArONPUSATHON
MOr0JIe) MOTYT OBITh YCTPaHEHbI C IOMOIIBIO JalbHEWIEH HHTErpalliil KBAHTOBBIX CEHCOPOB U
YCOBEPIIEHCTBOBAHUS AJITOPUTMOB MAILIMHHOTO 00Y4EHHUS.

Takum oOpa3zom, pgomosHeHHWE ©0a30BBIX pE3YyIbTATOB PACIIMPEHHBIM  aHAIU30M
MOATBEPKIAET YHUBEPCAJIBHOCTh U IMPAKTUYECKYIO LIEHHOCTh aHTHUJIPOHOBOIO KoMIuiekca. Ero
IpUMEHEHHE LIeI1eco00pa3Ho KaK B BOGHHOH, TaK M B TPaKJAHCKOU cdepe: 3amuTa a3pornopToB,
KPUTHYECKON MHPPACTPYKTYPHI, TPAHUI] U MECT MAaCCOBOTO CKOILIICHUS JIIOICH.

3akiro4enue.

Mopens obOecneunBaer P kill 70-85% B amamazone 70-85% ¢ monarBepxkAEHHOM
BepuduKanuei, mpeBocxoas CyIIECTBYIOMIME aHAIOTH O 3PPEKTUBHOCTH U cTouMocTH (<100
MITH TeHTe). BeruuciaurensHas CII0KHOCTh anroputMoB coctasiseT O (1) mis 06paboTKu 0 JHOTO
JIPOHA, YTO TAPAHTUPYET ONEPATUBHOCTh PEAKLIMHM CHUCTEMBI J1aK€ B YCIOBUSAX MHOTOKpPATHBIX
arak. [Ipu MHTErpayu aIropuTMOB MAIIMHHOTO 00yUeHHs Jocturaercs ycnoxuenue 1o O (n log
n), 0OJTHAKO 3TO OIMPABJAAHO POCTOM TOYHOCTH MPOTHO3a TpaeKTopui. JlanbHele ucciaenoBaHus
[IPEyCMAaTPUBAIOT IPOBEICHUE SKCIIEPUMEHTANIBHBIX UCIIBITAHUN B PEAJIBHBIX YCIIOBUSX, @ TAKKE
BHeJpeHue mnoiaHoi ML-uHTerpauuu Ans aJanTUBHOTO YIpaBlieHUs pecypcamu. PazpaboTka
crocoOHa yKpenuTb 00opoHococoOHOoCTh Pecnybnuku Kazaxcran u CHU3UTH 3aBUCHMOCTH OT
MMITIOPTHBIX TEXHOJIOTUH.

PacmmpenHblil aHau3 pe3yabTaToB MO3BOJISET CENATh HECKOJIBKO CTPATETHYECKH BaKHBIX
BBIBOJOB. Bo-mepBbIX, KOMIUIEKC JOKa3al YCTOMYMBOCTb K pa3JIMYHBIM CLEHapUsM
OKCIUTyaTaIlH, BKJIIOYasi TOPOACKYIO, MyCTHIHHYIO U TOPHYIO CpEIy, a TaKKe HeOIaronpusTHbIE
norojHeie ycioBus. HecMOTpss Ha CHUIKEHHE BEpOSTHOCTEH OOHApyXEHUS U TMOpPaXKEHUS B
CIIOXKHBIX YCJIOBUSIX, MTOTOBbIE II0KA3aTEJId COXPAHSIOTCS Ha YpPOBHE, IMPEBBIIIAIOIIEM
BO3MOXXHOCTH 3apyO€KHBIX CHCTEM. OJTO CBHJICTEIILCTBYET O BBICOKOM CTEMEHM aJarTaluu
KOMIUIEKCA K KJIMMaTUYECKUM U reorpapuueckum ocodeHHocTaM LlenTpanpHoil A3uu.

Bo-BTOpBIX, IPOBENEHHBIE CUMYJISLIUN IOATBEPANIIN EPCIIEKTUBHOCTH MYJIbTHUCEHCOPHOTO
noaxona. OObeAMHEHWE MaHHBIX pagapa, MHQpaKpacHBIX M aKyCTHYECKHX CEHCOpPOB TIpH
nojAJIepkKKe Helpo-cuMmBosmyeckoro MM cyiiecTBeHHO CHUKAeT KOJIMYECTBO JIOKHBIX TPEBOT,
MOBBINIAET TOYHOCTh HWACHTH(HKAIMKA ¥ O0ECIeYMBAET YCTOHYMBOCTH K IOMeXaM. Takum
00pa3oM, MpeIoKEHHbIH KOMIUIEKC COOTBETCTBYET COBPEMEHHBIM TPEH1aM B 00J1aCTH BOECHHBIX
TEXHOJIOTHI, TI/lIe€ KIIIOYEBbIM HAIpaBJICHUEM SBJISETCS MHTErpalus pPa3iMYHBIX KaHAJIOB
nH(OPMAIIMU C UHTEJUIEKTYaIbHBIMHU allTOPUTMAMH.

B-Tperbux, BaXXHBIM TPEUMYILECTBOM SIBISIETCS CTOMMOCTh U JHEpPreTudyeckas
3pPEeKTUBHOCTD peleHus. Vcronp30BaHHe aJalTUBHOIO YIPABJICHUS MOIIHOCTBIO JpKammepa
MO3BOJISIET CHU3HUTH JHepromorpednenne Ha 20-25%, 4YTO yBENIWYMBAET ABTOHOMHOCTH U
pacuMpsieT CIeKTp MPUMEHEHUs, BKIIoYash MoOMIbHbIE Iu1aTdopMbl. COBOKYNHAs CTOMMOCTh
KOMIUIEKCa OCTAa€Tcs HUXKe 3apyOexHBIX aHaJOroB, 4YTO OCOOEHHO AaKTyallbHO B YCJIOBHUSX
OTPaHUYEHHOTO BOGHHOTO OIOJKeTa.

UeTBEPTHIM HAINIPaBICHUEM ISl PA3BUTHSI SIBJISIETCS MOBBILIEHUE YCTOMUMBOCTH CUCTEMBI K
aTakaM pPOEBBIX JIPOHOB. MojennpoBaHue IOKa3ano, YTO NpH OJHOBpeMeHHO# arake 15-20
JIPOHOB BEPOSITHOCTH YCIIEITHOTO OTPa)KEHUS OCTAETCsl BBICOKOM, OHAKO TpeOyeT mambHenIen
ONTUMM3ALMK AITOPUTMOB paclpelesieHus: pecypcoB. MHTerpanus MeTo10B MPOTrHO3UPOBAHUS
TPACKTOPUH W  CaMOOOYYaIOIUXCA MOJEJNEeH CIOCOOHA  JIOMOJIHUTEIBHO  YBEIWYHUTH
3P PEKTUBHOCTh U COKPATHTh BPEMs PEaKIIUU.

Hakonen, uccienoBaHue MMeET HE TOJBKO MPAKTHUECKYH, HO W HAyYHYIO ILIEHHOCTD.
BriepBrie Obuta mpezsio’keHa M anpoOUpoBaHa BEPOSITHOCTHAS MOJIENIb pabOThl aHTUAPOHOBOTO
KOMIUIEKCa, Y4YWUThIBalOUash MOTroJgHble (AaKTOpbI, peiabed MECTHOCTH M XapaKTEPUCTHUKU
ceHcopoB. [lomydyeHHbIe TaHHBIE MOT'YT OBITh HCIIOJIb30BaHbI B Oy IyIIIUX MPOEKTaX M0 pa3padboTKe
AQHAJIOTMYHBIX CUCTEM U aJalTHPOBAHBI JUIS TPaXJIaHCKHX 3a/1a4, BKIIOYas 3alUTy a3poIopTOB,
POMBIIIJICHHBIX 00BEKTOB M 0OBEKTOB KPUTHUECKOW HHPPACTPYKTYPHI.
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Taxkum o0Opa3omMm, paboTta mpeacTaBiseT co00i BaXKHBIN BKIJIJ B pa3BUTHE OTEYECTBEHHBIX
00OPOHHBIX TEXHOJIOTHHA. Peannzarust mpeanoxeHHOro KOMIUIEKCa MTO3BOJIMT TOBBICUTH YPOBEHb
HAIIMOHAJFHON 0€30MacHOCTH, CHU3UTh WMIIOPTO3aBUCHUMOCTD M CO3JaTh 3aAel JUIs OyAyIIux
HAYYHBIX M TEXHOJOTMYECKUX HCCIEAOBAaHUN. B mepcrekTuBe IUIaHMPYeTCs paclIipeHue
BO3MOXKHOCTEH KOMIUIEKCa 3a CY€T BHEAPEHUS KBAHTOBBIX CEHCOPOB, Ppa3pabOTKH
pacrpeeIEHHBIX CETEBBIX apXUTEKTYp U MHTErPAIlMH C CUCTEMaMH PAHHETO MPEAYNPEKICHHUS.
Bcé 3T0 OTKphIBaeT HOBBIC TOPU30HTHI Ul IPUMEHEHUSI HCKYCCTBEHHOTO MHTEJUIEKTa B cdepe
000pOHBI U OE30MaCHOCTH.

bnazooapnocmu

Hccneoosanue  6vinoineno npu  Quuancosou  noododepoiicke  Komumema — nayku
Munucmepcmea HayKu u 8bICULE20 obpasoeanuss  Pecnyonuxku  Kazaxcman
(MPH NeBR 287002/0225 «Pazpabomka anmudpono6020 KOMNIEKCA HA OCHOBE UCKYCCMBEHHO20
UHMeENIeKMA ¢ UHMEeZPUPOBAHHBIMU CUCMEMAMU OOHAPYHCEHUs, PAOUOUACMOMHO20 NOOABIEHUS
U ROPAdICEHUS. 6030YUIHBIX U HAZEMHBIX YeTlelin).
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HBICAHJAP/JbI AHBIKTAYTA, BACYTA )KOHE 3AKBIMJIAYTA
APHAJITAH AHTUJAPOH KEIIEHI

Anoamna. Byn maxanaoa scacanowvr unmeniexkmre (JKH) necizoenzen oponea xapcol
KewenHiy oamybvl Kapacmoipvliaovl. Kewen yuksiucots yury annapammapuin (¥¥A) anvikmay,
Ppaouodicuinikmix o6acy oacone ucorw yulin Koaoanvliaovl. Cupusi men Yxpaunadasvl Kazipei
Kakmoleblcmapovl manoay sxcane Kazaxcman PecnyoniuxacvlHvly HOpMamuemix KysicammapviHa
cyulene OmbIpbIN, Jicyliece KOUbLIAMbIH manianmap aukbinoanovl. Onap HAKmsl CeHcop
cunammamanapuoin eckepedi (X-ouanazonowt paoap, RCS 0,01 m? UK-cencop cezimmanowviewt 0,1
K), 6acy xyamer (4006000 My ouanazouwinoa 50 Bm), natioanany scagoaiinapwr (+50 °C,
wanowvl 0ayvLioap) sicane colpmrsl haxmopaap (aya paitvl vikmumanovievin 20% momenoemeoi).
JKU  yinecmipyimen wlKmumanovlk Mmooeni YCblHbliobl (Heupo-cumMeoruKkanwly macin), o
Opmanvix Asus dcazoaiinapvina 6eiimoenyimen epexkuenenedi. Monme-Kapno a0icimen (1000
umepayus) scacanzan cumynayus GitHUb-ma awwix penozumopuiioe nycxaynvikmapvimen oipee
aocapusinanean. Mooenvoey Homudicenepi. anvikmay vikmumanovizel — 95,8%, 6acy muimoiniei —
54-78%, arcoro vikmumanovievl — 10,7-84,6% (5-8 km xawwixkmeixkma). «Drone Domey, «Pantsir-
Sl» orcyiienepimen canvicmuipmanvt manoay kawvikmolx (10 kv xapeor 3,5 km), Kyn muimoiniei
orcone betlimoeniuimix apmulKublibIKmapsln kopcemmi. Aneopummniy ecenmey kypoeniniei (O
(1) ap Oponza) men ommainanovipy owcordapvl (mpaexkmopusiapovl 6boaxcay ywin ML,
oepekmepoi  yrecmipineen oHoey) mandanovl. Kopvimwinovicvinoa rewen Kaszaxcmanmoly
KODEAaHviC KAOLIemin apmmulpyea HcoHe uiemesoik mexHoio2usnapea mayenoinikmi azaumyea
bazvimmangan.

Tyitin co3dep. anmuopoHObLIK KeuleH, HCACAHObL UHMELLEKM, bIKMUMALObIK MOOeb,
paouo axcuinikmi 6acy, sepuguxayus, KOp2aHvlc Kabiiemi.

ANTI-DRONE COMPLEX FOR DETECTION, SUPPRESSION, AND
DESTRUCTION OF TARGETS

Abstract. This article presents the development of an anti-drone system based on artificial
intelligence (Al) for detection, radio-frequency jamming, and destruction of unmanned aerial
vehicles (UAVs). Drawing on the analysis of UAV use in modern conflicts (Syria, Ukraine) and
national regulations of the Republic of Kazakhstan, system requirements were defined, taking into
account real sensor parameters (X-band radar with RCS 0.01 m? IR sensor sensitivity 0.1 K),
jamming power (50 W in the 400—-6000 MHz range), operational conditions (+50 °C, dust storms),
and external factors (weather reducing probabilities by 20%). A probabilistic model with Al
coordination (neuro-symbolic approach) was proposed, providing novelty through adaptation to
Central Asian conditions. The simulation, implemented using Monte Carlo with 1000 iterations,
is published in an open GitHub repository with replication instructions. Modeling shows validated
results: detection probability of 95.8%, jamming effectiveness of 54-78%, and destruction
probability of 70.7-84.6% for guided and autonomous drones at distances of 5-8 km. Comparative
analysis with analogs (“Drone Dome”, “Pantsir-S1”) demonstrates superiority in range (10 km
vs. 3.5 km), cost efficiency, and adaptability. Computational complexity analysis (O (1) per drone)
and optimization pathways (ML for trajectory prediction, distributed data processing) confirm
practical applicability. The system is expected to strengthen Kazakhstan’s defense capacity and
reduce dependency on foreign technologies.

Keywords: anti-drone complex, artificial intelligence, probabilistic model, RF suppression,
verification, defense capability.
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TPEBOBAHUS K XAPAKTEPUCTHKAM NEPCIIEKTHBHOI'O IPUBOPA
JJIsA YIIBTPA3BBYKOBOU JTUAT'HOCTUKHN MEXAHU3MOB

Aunomauusn. B cmamve npeocmasnenvi pe3yibmamel  AHAAU3A  HOPMAMUBHBIX
OOKYMEHMO8, Pe2laMEeHMUPYIOWUX NPUMEHeHUe VIbmMPa38yKO8bIX MeM0008 OUACHOCIMUKU MAULUH
U MEXAHUZMO8, A MAKICE NPOBEOEHO CONOCMABIIEHUE C OelCMBVIOWUMU CMAHOAPMAMU 8 001ACuU
38yK08bIX yacmom. Takou nooxo0 no360.1UT 8bIAEUMb PA3IUYUSL MENHCOY 0ONACMAMU NPUMEHEHUS
U onpeoerumv GO3MONICHOCIIU NPAKMUYECKO2O UCNONIb308AHUS CYUWEeCMBYIOUUX HOPM Npu
paspabomre HOBbIX OUACHOCIUYECKUX NPUOOPO8.

Ocoboe sHumarnue yoeneHo 0030py U3MePUMenbHbIX NPUOOPO8 YIbMpPa38yKOBOU YaCHOmbl,
KOmopbvie 8 HACMOAWUL MOMEHM MOJCHO npuobpecmu. YCmanosieHo, 4mo O0IbUWUHCMEO
npubopos 061a0am 02PAHUYEHHLIMU QYHKYUOHATILHBIMU 803MONCHOCHAMU U 8bICOKUM YPOBHEM
cmoumocmu. Tax, omoenbHble YCMPOUCMBA CNOCOOHLL Pe2UCMPUPOBAMb  YIbMPA38YKOBbIE
CUCHATIbL U YKA3bI8AMb HANPAGIEHUE HA UX UCMOYHUK, OOHAKO BU3VAIU3AYUSL CBOOUMCS IUUD K
0mMoOPANCEeHUI0  JIOKATU308AHHOU MOYKU, YMO He NO360Jsem QuKrcuposams @uiauieckue
napamempvl CUCHAIA U OUHAMUKY €20 PACNPOCMpPAaHenus 6 cpede. Dmu 0epaHudeHus
CYUIECMBEHHO CYACAIOM BO3ZMONCHOCTIU KOMNIEKCHOU OUACHOCTMUKU.

OcHosHOUL Yenblo cmamvu A6Iemcst GopmMuposanue mpedo8aHull K Xapakmepucmukam
HEePCReKmMuUBHo20 npubopa OJisi YIibmpasgyKo6ol OUASHOCMUKYU MeXAHUZMO8, KOMOPBLU Q0NHNCEH
00veOuHIMmb  (OYHKYUU pecucmpayuu  YAaCmomHblX —Napamempos u npocmpaHCmEeHHOuU
BUZYATU3AYUU YIbMPA38YKOBO20 NOJIA.

Tlokaszano, yumo cywecmsyrowue npubdOpvl OPUESHMUPOBAHBL UL HA NOUCK UCMOYHUKA
cuenana. ObocHosana He0OXOOUMOCMb CO30aHUs NPUOOPO8 HOB020 NOKOJEHUS, KOMOpble
NO360JI51M BU3YATUUPOBAMb YIbMPA3EYKOB0E NOJE 8 NPOCMPAHCmee U obecneuam 6oaee noIHoe
npogedenue OUACHOCMUKU MAWUH U MEeXAHU3MOS8, 6KIIUds PAaHHee GblGIeHUE CKDPbIMbIX
Ooehekmos U NOMEHYUANbHbIX OMKA306. [l ABUAYUOHHOU OMPACIU 6bINOJIHEHUe OAHHbIX
mpeboanull umeem 0cCoOYI0 3HAYUMOCMb, MAK KAK HANPAMYIO C8SI3aHO ¢ obecneueHnuem
8bICOK020 YPOBHSL HE30NACHOCMU NOJIEMO8.

Knrouesvie cnosa: ynrompaseykosas ouazHocmuxa, nepaspyuiarouwuii koumpons (NDT),
asuayuonnas odezonacrocmo, MEMS-ymuxpogon, mexunuueckas ouacnocmuxa, axycmuueckas
suzyanusayust, mpedosanus K npubopam, HadedCHOCMb MeXAHU3MOS.

BBenenmue.

TexHUuyeckass AMATHOCTUKA MPEACTaBISET COOON KIIFOUEBOE HAIpaBJICHHUE B 00ECIICUCHHUH
HAJEKHOCTH W  JIOJTOBEYHOCTH  (PYHKIIMOHUPOBAHUS COBPEMEHHBIX HMH)XCHEPHBIX U
TEXHOJIOTHYECKUX CHUCTEM. B yCIOBHSX YCKOPEHHOTO pPa3BUTHSI TEXHHKH, MU(PPOBU3ALUU WU
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ABTOMATHU3AIlMM  TPOU3BOACTBEHHBIX  MPOIECCOB  OCOOYI0  3HAYMMOCTh  MPHOOpETaeT
CBOEBPEMEHHOE BBISIBJICHHUE MTOTECHIMAIBHBIX HEUCIIPABHOCTEN M OTKJIOHEHWHA OT HOPMAaTHBHBIX
napaMerpoB. JlMarHocTUYECKUE NPOLEAYphl IO3BOJSIOT pEllaTh MIMPOKUM CHEKTp 3ajad,
BKJIIOUYAIOLIUN HMIEHTU(DUKALMIO TEKYIIET0 COCTOSHHUSI OO0OpYJIOBaHMs, IPOTHO3UPOBAHUE
OCTaTOYHOTO pecypca, a Takke (OpMUpPOBaHHE HAy4yHO OOOCHOBAHHBIX pEIIEHUH O
1e1€CO00pPa3HOCTH  MPOBEAEHUSA  PEIVIAMEHTHOTO WM BHEIJIAHOBOTO  TEXHUYECKOI'O
oOcnyxuBanus. IIpuMeHeHHe METOJAOB JAMArHOCTUKHM OCYILECTBISETCS KaK B  YCIOBHUAX
MPOU3BOJICTBEHHBIX HCIBITAHUN, TaK W B IMPOILIECCE SKCILUIyaTalldd CJIOXKHBIX TEXHUYECKUX
00BEKTOB.

Oco0oe 3HaueHNe CBOEBPEMEHHAs IMarHOCTUKA IPUOOPETAET B aBUALIMOHHOM OTpaciu, T
HAJIeKHOCTh (YHKIIMOHHPOBAHUS CHCTEM M arperaroB HalpsMyl0 CBsi3aHa C 0€30MaCHOCTHIO
MOJICTOB. ABHAIIMOHHBIE TPOUCIIECTBUS W aBapUMHBIC CUTYallMM, KaK MPAaBHJIO, HMEIOT
MyJIbTU(AKTOPHBIA XapakTep, OJHAKO OJIHOM M3 OCHOBHBIX NPUYMH HUX BO3HUKHOBEHUS
BBICTYIIAET HECBOCBPEMEHHOE BBISIBIICHUE U YCTPAHCHHE TEXHUYECKHUX NePeKkToB. COBpEeMEHHEIC
METO/bl JHArHOCTUPOBAHMS, BKJIOYAKOIIME MOHUTOPUHI SKCIUIyaTallMOHHBIX [apaMeTpoB,
aHaJ u3 BUOPALMOHHBIX U aKyCTUYECKHX XapaKTePUCTUK, a TaKKe HCIOJIb30BaHUE CHUCTEM
MIPOTHO3UPOBAHUS Ha OCHOBE MCKYCCTBEHHOT'O MHTEJUIEKTA, MO3BOJISIOT CYHUIECTBEHHO CHHU3UTh
BEPOSTHOCTh aBApPUHHBIX 0TKa30B. TakuM 00pa3oM, BHEJAPECHUE KOMIUICKCHBIX TUArHOCTHYCCKHUX
CUCTEM B MPAKTUKY TEXHMUYECKOH SKCIUTyaTallud BO3AYLIHBIX CYJOB SIBISIETCS HEOOXOAUMBIM
YCJIOBHEM IOBBIIICHUSI YPOBHSI aBHAIMOHHOM 0€30MaCHOCTH M MUHUMH3ALMK CBSI3aHHBIX C HEH
TEXHOTE€HHBIX PHUCKOB.

Matepunanbl M1 MeTO/bI HCCJICJOBAHMS.

MOHUTOPUHT TEXHUYECKOTO COCTOSIHUS MAIlIMH U MEXAHU3MOB BBICTYAET HEOThEMJIEMbIM
DIIEMEHTOM CHCTEMBl TEXHHUYECKOTO OOCTY)XMBaHHS M peMoHTa. K KIIIOYEeBBIM €ro 3aaadam
OTHOCSITCSI KOHTPOJIb JKCIUTyaTallMOHHBIX I1apaMETPOB, OIIEHKA YpPOBHS H3HOCAa Y3JIOB M
arperaToB, a TaKXKe MpeAyNpexaAcHUEe aBapuiHbIX curyanuid. COBpEMEHHBIE MOAXOIBI K
OpraHu3alii MOHUTOPHUHIA PErIAMEHTUPYIOTCS MEXKIYHApOAHBIMH CTaHAApPTaMH, KOTOpbIE
HAaIlUTM IIMPOKOE NPHUMEHEHHWE M B OTEYeCTBEHHOW mnpakTuke. McciemoBanus B oOmactu
JTMAarHOCTUKHU U TIPOTHO3UPOBAHUS HEMCITPABHOCTEH MAIIIMH CTPEMUTEIBHO pa3BuBaroTcs [19].

ABHacTpouTenbHasl OTPacib CIYKUT OOpa3loOM MPELU3UOHHON HHKEHEPUHM U CTPOTUX
ctanaapToB Oe3omacHocTd. Camonérel, OyAb TO KOMMEpPYECKHE, BOCHHBIE WJIM YacTHBIE,
NPEJCTaBISIIOT COOOM  CIIOKHBIE TEXHUYECKHE CUCTEMbl, IOCTPOEHHBIE MO KECTKUM
cnenudukanusaMm. ObecriedeHre UX CTPYKTYPHOM ILIETOCTHOCTH, HAAEKHOCTH U OE30MacHOCTH
UMEeT TEePBOCTEIICHHOE 3HAa4YeHHWE, a METOJbl Hepaspymiaromiero koutposiss (Nondestructive
Testing — NDT) BbICTymarOT He3aMEHUMBIMH HHCTPYMEHTAMH [UIsS JOCTHIKEHUS STHX 1enei. B
OTJIMYME OT TPAJUIMOHHBIX pa3pyliaomux ucnsitanuii, NDT coxpaHsieT 11en1oCTHOCTh 00BEKTa,
obecrieunBasi BO3MOXKHOCTD JayibHeHIIen sxkcrutyaramu [13].

CeroaHsi CymecTByeT MIMPOKHI CHEKTP METOJIOB TUATrHOCTUKH ABUAIIMOHHBIX MAIUH U
MEXaHU3MOB: KalWUISIPHBIH M MAarHUTONOPOIIKOBBIM KOHTPOJIb, BUXPETOKOBBIM aHAJIMU3,
YIIBTPa3BYKOBOE TECTUPOBAHUE, paguorpaduyeckast nHCneKius. Kaxapii U3 HUX UTpaeT BaKHYIO
ponbp B OOHapyKEHUM CKpPBITHIX JePEKTOB, MPOIJICHUM pecypca arperatoB, CHIKEHUU
OKCIUTYaTAl[MOHHBIX 3aTpaT W TOBBINICHHH YypOBHs JjétHoW romHoctu [16]. TlosiBieHue
COBPEMEHHBIX H3MEPUTEIHHBIX MPHOOPOB U TEXHOJOTUM, KOTOPHIX paHee HE CYIIEeCTBOBAJIO,
pacuupsieT BO3MOXHOCTH JHArHOCTHUKH, IO3BOJISISI MPOBOJUTH HCCIEAOBAaHUA C OOJbIIeH
TOYHOCTBIO M JeTanu3anuei. VHTerpanus HOBBIX HU(POBBIX CHCTEM, JAaTYHNKOB M METOJOB
00pabOTKM CUTHAJIOB, BKJIIOYas MalIMHHOE OOydeHHE U KOMIBIOTEPHOE 3pEHHE, OTKPHIBAET
MEPCIIeKTUBBI sl OoJiee TIIyOOKOro aHaln3a COCTOSIHHS KOHCTPYKIUHM U arperatoB [2,3]. OTo
o0OecrieunBaeT aBUAIIMOHHBIM CIIELMAIUCTaM BO3MOKHOCTh NPUHHUMATh 0ojiee 00OCHOBAaHHBIE
pelleHus1, HarpaBJIeHHbIC Ha MOBBIIIEHNE HAIEKHOCTU U 6€30MTaCHOCTH TONETOB.

VYAbTpa3ByKOBOI KOHTPOJIb SIBJISETCS IIMPOKO MPU3HAHHBIM METOJIOM HEpa3pyLIarollero
KOHTPOJISI KOMIIOHEHTOB  BO3AYIIHBIX cyaoB. OH  oOecreynBaeT Kak  JIOKAJTbHBIN
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BBICOKOUYBCTBUTENIbHBIA KOHTPOJIb BOJMU3M JaTUMKA, TaK M OLEHKY KOHCTPYKIHMU Ha OOJIBIIOM
paccTosHUU. YIIbTPa3BYKOBOM KOHTPOJb OOBIYHO MCIOJIB3YEeTCd B KAayeCTBE OCHOBHOIO
MHCTPYMEHTA JUIsl aKTHBHOT'O KOHTPOJISI KOMIIOHEHTOB CaMOJIeTa, TAKUX KaK KPBIIIKH ABUTaTEICH,
0OLIMBKA KPbUTHEB U (DIO3EISHKEH, C LEIbl0 00HAPYKEHUS, JIOKATU3alluU U OUCAHUSI PACCIOCHUH,
MyCTOT, OOPBIBOB BOJIOKOH U BOJTHUCTOCTH cJioeB [15].

VYnpTpa3sByk — ymnpyrue 3BYKOBbIE KOJeOaHUS BBICOKOM YacTOThl. YernoBedecKoe yXO
BOCIPUHUMAET PACIPOCTPAHSIOIINECS B Cpeie YIPYTHe BOJIHbBI YaCTOTON MPUOIU3UTENHHO J10 16
I'1-20 x['u, a xoneGanus ¢ Goyiee BBICOKOW YaCTOTOH, MPEICTABISIONINE COOOH YIbTPa3BYK,
o0nanaroT 6osiee KOPOTKUMU JAJIMHAMU BOJIH, UTO MO3BOJISET IETEKTUPOBAThH JE(PEKThl MEHBIIETO
pa3mepa.

OcoOblif HHTEpeC MPEICTABISAET RACCUCHAA YIbMPA36YKO8AA OUAZHOCMUKA, TIPU KOTOPOI
npubOp HE M3Iy4YaeT CUTHAIbI, a JHIIb PErHCTPUPYET YIbTPa3BYKOBbIE BOJHBI. Takoi moaxon
MO3BOJISIET HE BMEIIUBATHCS B pab0Ty 000pyA0BaHUS, HE CO3/1aBaTh IIOMEX U HE TPATUTh YHEPTHIO
Ha TeHepaluuio curHaia. l[laccuBHas ynbTpa3ByKOBas JUArHOCTHKA YK€ HCIOJB3YeTCs B
MeAMIMHE (HallpuMep, MacCUBHAs YJIbTPa3ByKoBas ToMorpadus), B Hepa3pyllalleM KOHTPOJIe
KOHCTpYKUMH [35], a Takxke [UIs BBISBICHHUS yTEUeK rasza, paOOThl KJIANAHOB W JIOKAIHM3ALUU
AKyCTHMUYECKHUX MCTOYHHKOB B MalIMHOCTpoeHUU U aBuactpoenuu [18]. Ha pucynke 1 npuBenéu
pUMep aKyCTUYECKOH BU3yalnn3aluy padoThl ABUraTeNeii caMmonéra B mporecce moyéra.

-92.5

e Y25
-92.4

Effective value (dB) (A)

Effective value (dB) (A)

-91.0

-90.5 AT
MowieUeberflugd 2/3, 5.000 ms 33% MowieUeberflugd 1/24, 391271 ms

Pucynok 1 — IIpumep akycTHueckoil BU3yalu3allud HCTOYHUKA 3BYKa

[Toxa3zaTenbHBIM IPUMEPOM SIBIIETCS YJIbTPAa3BYKOBasl IMAarHOCTUKA MOALIMIIHUKOB, TIE
BO3HUKAIOIIME NPU HU3HOCE WIIM TOBPEXKIECHUM 3JIEMEHTOB XapaKTEpHbIE YIbTPa3BYKOBBIE
KosieOaHus (UKCUPYIOTCS Ha paHHEH CTaAud M CIy)XaT HaAE&KHBIM KpUTEpHEM s
IIPOrHO3MpOBaHMs uX pecypca [4]. Huke npuBeneHbl HEKOTOPhIE OPUEHTUPOBOYHBIE KPUTEPUHI
OILICHKH, OCHOBAaHHBIE HAa MU3MEPEHUSAX IPEBBILICHNS YPOBHS YJIbTPAa3ByKa 3aJlaHHOTO 3HAYCHUS
(6a3oBOTrO YpOBHS), AJIsl MOAIIUITHUKOB MAIIMH BPAIIaTeIbHOTO JEHCTBUS.

- IpenoTka3Hoe cocrosHue (npeBbllieHne Ha & nab). Takoit ypoBeHb curHana
CBUJIETENILCTBYET O 3apOKIAIONINXCA HEMCIPABHOCTSIX, HAIIPUMEP O BOJIOCSHBIX TPEIIMHAX WIIU
MHUKPOCKOIMYECKHX TOYEUHBIX JAe(eKTax B MOALIMITHUKE, HEBUJIUMBIX YEJIOBEYECKHM TIJIa30M.
JlocTnxkeHre JaHHOTO YPOBHS MOKET TaKK€ CIY>KUThb CUTHAJIOM O HEOOXOJAWMOCTH J00aBUTh
CMa3KH B MOJIINITHUK;

- COCTOsSIHME OTKa3a (mpeBbliieHne Ha 16 n1b). Takoi ypoBeHb CUTHAJIA CBUIETENBCTBYET O
HAJIMYUK BUJIUMBIX J1€(DEKTOB, MOSBICHUE KOTOPHIX COMPOBOXKAAETCS 3aMETHBIM MOBBIIICHHEM
aKyCTMUYECKOH PHEPrHH M HayaJIoM pOoCTa TeMIlepaTyphbl MoAMMUIHUKA. [1o JocTH)EeHNHN TaHHOTO
YPOBHSI MOKET NMOTPEOOBATHCS 3aMeHa MOAUIMITHUKA WIIM YBEIMYEHHUE YaCTOThl KOHTPOJIS;

B oOnactu sHepreTHKM MaccUBHAas yIbTPa3ByKOBas JIMAarHOCTHUKAa MpPUMEHSETCS s
MOHUTOPHHTA COCTOSIHUSL apMaTypbl, TypOMH u TpaHchopmaTopoB [12]. B TtpancmoprtHO#
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IIPOMBIIIJIEHHOCTH MACCUBHBIN KOHTPOJIb UCIIOJIB3YETCS 111 AMArHOCTUKH MTOABM>KHOI'O COCTaBa,
3JIEMEHTOB TOPMO3HOM CUCTEMBI U NOABECKHU. TakKe TEXHOJIOTMU ITaCCUBHOM YIbTPa3BYKOBOU
JMarHOCTUKU HaXOJAT NMPUMEHEHHE B POOOTOTEXHUKE, HAIPUMED, JJISI OTIPENIEICHUSI COCTOSIHUN
MIPUBOJIOB U cepBomexaHu3moB [10,11].

OpHOI M3 KiIIOYEBBIX MPOOJIEM MPAKTHUYECKOI'O MPUMEHEHMs YJIbTPa3BYKOBBIX METO/I0B
JI0JTO€ BpeMs SBIISUIOCH OTCYTCTBHE KOMITAKTHBIX M YAOOHBIX B AKCIUTyaTallid MHCTPYMEHTOB,
o0ecreuynBaroIuX ONEPAaTUBHOE BBIABICHUE HCTOYHMKOB YIBTPa3BYKOBBIX KOJEOaHUN M MX
TOYHYIO JIOKAIN3aUUI0. TpaguiIMOHHBIC CUCTEMbI AMATHOCTHKH TPEOOBAIM 3HAYUTEIBHBIX 3aTpat
BPEMEHU M BBICOKOM KBaJM(UKAMK IEpPCOHANA, 4YTO CHUXKaANO 3(P(PEKTUBHOCTh HX
UCIIOJIB30BaHUs B YCIOBUSX PEalbHOM SKCILTyaTallu¥ aBUALIMOHHOM TEXHUKU U ITPOMBILIIICHHBIX
00BbeKTOB. B mocienHue roapl cuTyanus Hadajga MEHSThCA: MOSBWIMCH CIIELUAIN3HPOBAHHBIE
npuOOpsl  HOBOTO TIOKOJICHHUS, CIIOCOOHBIE B PEXHUME pEealbHOrO0 BpEeMEHH (PUKCHPOBATH
YJIBTPa3BYKOBBIE CUTHAJIBI, ONPEAEIIATh KOOPANHATBI UX HCTOYHUKOB U NIPEACTABIATD PE3YIbTaThl
B HarwsinHOW (opme. OIHAKO CIIEAYET OTMETUTh, YTO CTOMMOCTHh TAaKUX YCTPOHCTB OCTa&TCs
BBICOKOM, YTO OTPAHUYMBAET UX HIMPOKOE PACIIPOCTPAHEHHUE U IPUMEHEHNE B IPOMBIIIIIEHHOCTH,
0COOEHHO Ha NMPEANPUATUAX C OTPAHUUYEHHBIMH (PMHAHCOBBIMU PECYPCAMH.

Hwke B Ttabmuue 1 mnpeacraBieHbl HOpuOOpBI, MCIOJIB3YeMblE Ul  YJIbTPa3BYKOBOH
JIMarHOCTHUKHU.

Tabauma 1 - [Tpubopsl it M3MEpEeHHsI YIIbTPa3ByKa

YerpoiicTBo Yacrorsl | [lapamerpsl | Ocobennoctu | Llena Hcnoab3oBanue
u3MepeHuni (USD)
Ultraprobe 20— Hasnenue Monymnu ~5200— | KoHTpOJb yTeuek,
9000 100 kI'n | akyCTHYECKHUX | CKaHepa U 6500% COCTOSIHUS
CUTHAJIOB CTETOCKOIIA, MOJIIMITHUKOB,
aMsTh KJIallaHOB
SONAPHONE | ~40 xI'n | [JaBnenue Kommnaktabii, | ~2000— | JIErkuii KOHTPOJIb
Pocket aKyCTHYECKHUX | CMEHHBIC 30008 yTEYEK,
CUTHAJIOB 308561, IP54 YaCTUYHBIX
pa3psioB
FLIR Si124 2-65xI'n | HaBnenue 3axBar ~14000— | IToneBas
aKycTu4yeckux | m3oOpaxkenus | 160008 | Busyanmmsamms,
(pucynok 2) CUTHAJIOB + ynbTpasByk JUAarHOCTHKA Ha
paccTossHuU
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Pucynox 2 - I[Tpu6op FLIR Sil124

B nmamHO#l paboTe craBUTCA 3amavya  pa3pabOTKM TpPeOOBaHM K TEXHUYECKHM
XapaKTepUCTHKaM HeIopororo mpubopa s yIbTPa3ByKOBOM IMATHOCTUKU MEXAaHHU3MOB U
000pyIOBaHUSI BO3AYLIHBIX CYAOB M HAa3eMHONM HHQPACTPYKTYpHl TPaXKTAHCKOW aBHAIIWU.
Co3naHue Takoro yCTpOWCTBa IMO3BOJUT INPOBOAMUTH OMNEPATUBHYIO IPOBEPKY aBHAIMOHHOU
TEXHUKU U OyIET CIIocOOCTBOBATH MOBBIIICHUIO YPOBHS 0€30MAaCHOCTH MONETOB. J1Jist 3TOM Lienu
HE00XO0/IMMO NMPOBECTH aHAJIU3 METOJIOB U3MEPEHUS 3BYKOBBIX U YJIbTPa3BYKOBBIX KOJICOaHUH U
aHaJIN3 TEXHUYECKUX XapaKTEPUCTHUK MPHOOPOB aHAIOTUYHOTO HAa3HAYCHUSI.

PesynbTaTsl H HX 00CyKAeHHE.

[TockonbKy 3BYK M YIBTPa3BYK MPEACTABISIOT COOOM MPOIECCHl MEXaHUYECKUX KOJIeOaHMi
U BOJIH B YOPYTUX CpeJlax, MHOTHE aKyCTUYECKHE BEJIMYMHBI U3MEPSIIOTCS B COOTBETCTBYIOIINX
MEXaHUYECKUX €IMHUIAX: MEePHO M 4acToTa KoJeOaHuil, JITMHA 3BYKOBOM BOJIHBI, CKOPOCTh €€
pacripoctpanenus u T.1. CornacHo ['OCT 8.417-2024 pekomenayercss ynoTpeOusTh €IUHHIIbI
cucrembl CU ykazanHble B Tabnuie 2.

Tabmuua 2 — Exuanusl cuctemsl CU cormmacao 'OCT 8.417-2024

HaumeHoBaHne BeJMYNHBI Enununubl usmepenus
3BYKOBOE JIABJICHHE ITa

O6beMHas CKOPOCTh M/c

AKYCTHYECKOE COITPOTUBIICHHE Hxc/m

MexaHu4ecKoe COIPOTUBIICHHE Hxc/m?
HMHTEHCUBHOCTb 3BYKa Br/m?

[1JIOTHOCTH 3BYKOBOM SHEPTHU Jox/M®

3BYKOBast SHEPTHsI Jx

3BYKOBasi MOIIIHOCTh Br

BHecucreMHas eqMHNLIA «OKTaBa» BbIpa)kaeT YaCTOTHBIM HHTEPBaJl, B KOTOPOM OTHOIIEHUE
Oompliel  4YacTOThl K  MeHblIed  paBHO 2.  YyBCTBUTENBHOCTH  YJIBTPa3BYKOBBIX
JIEKTPOAKYCTUYECKUX NPUEMHHUKOB U3MEPSIETCS B BOJIbTaX Ha Nackaib. MIHOrga ynorpetusor u
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Ipyrue  KOMOWHAIUU
YyBCTBUTEIBLHOCTH [7].

YpoBHEM 3BYKOBOTO jaaBieHHs Lp (1b) Ha3bIBalOT JAECATUYHBIA Jorapu(M OTHOIICHHS
KBaJpaTa 3BYKOBOI'O JIABJICHHS, U3MEPEHHOr0 B cooTBeTcTBUM ¢ TpeboBanusmu ['OCT 30683-
2000, k orropHOMY 3BYKOBOMY JaBJieHHUIO po (po = 20 MkI]a).

W3mepeHuss ypoBHEW 3BYKOBOI'O JaBJIEHHUs INPOBOJAT B OKTaBHBIX II0JIOCAX YacTOT CO
cpennereomerpuueckuMu yactotamu ot 125 I'p 1o 8000 I'1; B TpeThOKTABHBIX MOJIOCAX YaCTOT
co cpeanereomerpuueckumu yacroramu ot 100 ' o 10000 ' wiin B Gosiee y3KuX mojocax npu
HeoOxoaumocTu. Jlomyckatotes n3MepeHus Ha 0oJiee HU3KUX MM 00Jiee BBICOKMX YacTOTax, €Cln
OHU TIPOBOJSATCS HA OTKPHITOHN IJIOIIAIKE WM B TIOMEIIEHHH, 00bEM KoTOoporo mpessimaer 300
M3, B nomemienusax u kamepax oosemMoM Gosee 300 M3 momyckaeTcs IpOBOAMTH M3MEPEHHUS B
OKTaBHOM mosioce yacToT 63 ['1] wim B TpeThOKTaBHBIX MoJjiocax yacToT ot 50 qo 80 I'm.

HopmupyembpiMu mapaMeTpaMu MOCTOSHHOTO IIymMa SBJSIOTCS YPOBHH 3BYKOBOTO
napiienust L, n1b, B OKTaBHBIX MOJ0CaxX CO CpeHEreoMeTpudeckumMu yactoramu: 31,5; 63; 125;
250; 500; 1000; 2000; 4000; 8000 I'u. [dns OpHEHTUPOBOYHOM OLEHKH JOMYCKAETCs
UCII0JIb30BaTh YpOBHHU 3BYKa La, 1BA. HopMmupyempiMu napamMeTpaMyu HEMOCTOSHHOIO LIyMa
SBJISIFOTCSL DKBUBAJICHTHBIE (110 YHEPTUU) YPOBHU 3BYKA Lase (IBA) U MakcumanbHble YPOBHU
3ByKa LaAmaxc (IBA). OlieHKa HEMOCTOSIHHOTO LIyMa Ha COOTBETCTBUE JONYCTHUMBIM YPOBHSM
JOJDKHA MPOBOAUTHCS OJHOBPEMEHHO 0 SKBUBAJIEHTHOMY M MAaKCUMaJIbHOMY YPOBHSIM 3BYKA.
[IpeBbilieHHE OAHOTO U3 MOKa3aTeseH TOIKHO PACCMATPUBATHCS KAK HECOOTBETCTBUE HOPMAM.

[TpakTHyeckoe NpuMeHeHHe yIbTPa3ByKa B TMAarHOCTHUKE MAIIIUH U MEXaHU3MOB TpeOyeT He
TOJIKO TOYHBIX METOJOB M3MEpPEHUH, HO U CTPOrOM perIaMEHTAallu, 3aKpeIuvIEHHOW B
HAI[MOHAJIBLHBIX M MEKTYHAPOJIHBIX CTaHAApTaX. ITH HOPMATUBHBIC TOKYMEHThI YCTAHABIUBAIOT
eJMHbIE IIpaBWJIa MPOBEJIEHUS WCIBITAHUN, 00pabOTKU pe3yJIbTaTOB U OLIEHKH TEXHHUYECKOTO
coctosiHus  obopynoBaHus. B Tabmume 3 mpeAcTaBlieHbl  OCHOBHBIE — CTaHAAPTHI,
periaaMeHTHpYIOIIEe IPUMEHEHNE YIbTPa3BYKOBBIX METOJIOB IMarHOCTUKU B MALIMHOCTPOECHUU
U CMEXXHBIX OTPACIISIX.

SJICKTPHUICCKUX u AKYCTUYICCKUX CAUHUIL JJIsL BBIPpAXKCHUA

Ta6n1z1ua 3 - HOpMaTI/IBHLIe HAOKYMCHTBHI, PCTIIaMCHTUPYIOIINEC ITIPUMCHCHUC YJIBTPA3BYKa
JJI1 TMAarHOCTUKH MCXaHHU3MOB M MalllMH

Ne JdoxkymMeHT Ha3nauenue OcobeHnHocTH
I'OCT P ISO 29821-1-2015 | YcranaBnuBaet oOuiue Bxumrouaer nsmepenus SPL
«KoHTposb cocTosiHUS U TpeOOBaHUS K METOAAM (Sound Pressure Level) (ab,
JIMarHOCTUPOBAHUE MAILIMH C | [IACCUBHOU otHOcuTenbHO 20 Mklla), 1/3-
| | Hcnonb3oBaHneM YIABTPa3ByKOBOM OKTaBHBIN aHAJINU3,
BO3AYIIHOTO U JIMAarHOCTUKU /ISl MalllMH | TpeOOBaHMsI K MUKpOo(oHaM U
KOHCTPYKIIMOHHOTO 1 MEXaHU3MOB B JaTYuKaM, YCIOBUS
yapTpa3Byka. Hacts 1. nuanazone ot 20 go 100 | kanubposku [16].
OO0I111HEe TTOTOKEHUSY k.
I'OCT 23829-85 «Kontpons | Permamentupyer metoas! | [Ipenycmarpusaer
HEepa3pyIaoIUi. aKyCTUYECKOTO KOHTPOJISl | UMITYJIbCHBIE U PE30HAHCHBIE
2 | AKyCTHYECKHE METOIBI» U3JIeNUi B IManazoHe 10 | METofbl, TpeOOBaHUS K
10 MI'y fsi BBISIBJIEHUSI | YaCTOTE U SHEPTUH CUTHAJIA.
nedeKToB.
ISO 29821-1:2011 MexyHapoiHblid aHaior | JIOmOJTHUTEIBHO COAEPKUT
I'OCT P UCO 29821-1, | pekoMeHIaLMH 110
4 ornpenenseT TpeOOBaHUs | YCPEIHEHUIO JaHHBIX U
K IMarHOCTUKE MAllTuH buIbTpany moMex.
0 YABTPa3BYKOBBIM
CUTHAJIaM.
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ISO 29821-2:2016 YcranaBnuBaer Metoabl HCKITFOYEHHUS
MpoLeaypbl 0OpabOTKHU U | JIOXKHBIX CUTHAJIOB,
5 WHTEPIPETAIIIT QJIITOPUTMBI TIOJIABJICHUS
VABTPa3BYKOBBIX oTpaxeHu# [8].
U3MEPECHUM.
I'OCT 12.1.001-89 Permamentupyet ypoBuu | Yacrotsl ot 12.5 kI'1y 1o 100
«Cucrema cTaHIapTOB YIBTPA3BYKOBOTO k[ 11, TPETHOKTaBHBIN aHAIH3.
7 | 6e3omacHOCTH TpyAa. JIaBJICHUA B BO3YyXE,
Vasrpa3zsyk. OOiue BOJI€ U TBEPABIX TEJAX.
TpeOoBaHus 6€30MaCHOCTHY
I'OCT 12.1.028-80 TpeboBanus k PaGoure gyacToTsl
«ObopynoBanue Oe3omacHOM BeIOUparoTcs mo 'OCT
8 | TEXHOJIOTUYECKOE JKCIUTyaTalluu 16165-80 u I'OCT 13952-77.
YABTpa3ByKoBOe. TpeOoBaHUs | MPOMBIIIJIEHHOTO Y 3-
0€30MMacHOCTHY 00opyIoBaHUsl.
ISO 20906:2009 «Acoustics | ABToMarudeckui Cucrembl MOCTOSIHHOTO
9 | Unattended monitoring of | MOHUTOpUHT KOHTPOJIS C TIOPOTOBBIMHU
aircraft sound» ABUAIMOHHOTO IIyMa aITOPUTMAMH.
BOJIM3U a3POIIOPTOB.
ISO 1996-1:2016 OnucaHue 1 OIleHKa Mertoapl pacuéra
10 «Description, measurement | Iryma Ha MECTHOCTH. HKBUBAJICHTHBIX YPOBHEU U
and assessment of OIICHKU TOHAJIBHOCTH.
environmental noise»
ISO 9612:2009 OueHka 1ymMmoBOro NnxxeHepHbie METOIbI
11 | «Determination of BO3/ICHCTBHSI HA pab0OYuX | U3MEPECHHsSI U pacuéra
occupational noise exposure» | MecTax. IITYMOBOM J03BL.
IEC 61672-1:2013 Knaccudukanus u Knaccst Tounoctu 1 u 2,
12 | «Electroacoustics — Sound | TpeboBaHus K YaCTOTHBIE KOPPEKTUPOBKHU
level metersy TyMOMEpam. A C,Z.
I'OCT 31170-2003 «Iym. Mertonbl u3mMepeHuit Omnpenenenue LAeq,
13 MeTonb! u3MepeHus» aKyCTUYECKHUX LAFmax, ciekTpaabHBIX
rapaMeTpoB Ha COCTABJISFOIINX.
MECTHOCTH.
ISO 18405:2017 Tepmuns! 1 onpenenenus | B Tom uncie yasTpasByk B
14 | «Underwater acoustics — MO/IBOAHOM aKyCTHKH. BOZIHOM cpene [9].
Terminology»

B 5TuX HOpMaTHBHBIX JOKYMEHTaX OCHOBHOE BHIMaHUE YAEISAETCS 00eCIeUeHUI0 TOUHOCTH
U JIOCTOBEPHOCTH (TIOBTOPSIEMOCTH) M3MepeHMid. HopMmbl mpeaycMaTpuBalOT BO3MOKHOCTh
UCTIOJIB30BaHUS KaK TIEPEHOCHBIX, TaK M CTAllMOHAPHBIX H3MEPHUTEIBHBIX TPHOOPOB. B mokymeHTe
I'OCT P ISO 29821-1-2015 «KoHTponb COCTOSIHHS M JMarHOCTUPOBaHME MaIlUH C
UCTIOJIb30BAHUEM BO3/YIIIHOTO ¥ KOHCTPYKIIHOHHOTO ynbTpa3Byka. Yacts 1. O0mue monoxxeHus»
yKa3bIBAETCs, YTO JJIS MPAKTHUKU YAOOHEe HCIOJIb30BaTh MEepeHOCHbIe NMprOopel. OTMedaeTcs
BIMSIHAE WHTEephepeHIn (3a CYET MEepeoTPaXEHWH CHTHAIOB OT MECTHBIX TPEJIMETOB H
OIIEepaTOPOB), CIIOCOOHOM CepPhE3HO BIMATH HA KAYECTBO U3MEPEHUN U TAIOTCSI pEKOMEHAALUH 110
YMEHBIICHUIO ITHX BIMSHUI. OTMeuaeTcss HEOOXOAUMOCTh PErHCTPallii HE TOJBKO YPOBHEH
CUTHAJIOB, HO U UX (POpMBI (CHEKTpa) B OKTABHBIX M TPETHOKTABHBIX IOJOCaX, @ B HEKOTOPHIX
cirydasix M B Ooyee y3kux mosocax. IIpm 3TOM BepXHHH OHMama3oH YacTOT YIbTPa3BYKOBBIX
KOJIEOAHU MOXKET JOCTUTraTh JAECATKOB Merarepil.
B npoBenéaHoOM 0030pe METOZI0B H3MEPEHHSI 3BYKOBBIX M YJIBTPAa3BYKOBBIX KOJEOaHHIA HE
paccMaTpUBAIOTCS BOIPOCHI ONPeAETIeHUs MECTOMOI0KEHNSI HCTOUHUKA CUTHAJIA, YTO JIOTUYECKH
38



Ne3(38) AAA XKAPLbICHI

MOJIBOANT K HEOOXOIMMOCTH aHaIN3a TEXHHYECKUX XApPaKTEPUCTHK MPUOOPOB, UCTIOIB3YEMBIX
JUISL perucTpalyy HCTOYHUKOB YIbTpa3Byka. Ha ocHOBe [aHHOro aHajgn3a CTaHOBUTCS
BO3MOKHBIM TPOBECTH COIMOCTAaBJICHUE MPUOOPOB AHAIOTMYHOIO HA3HAYEHMUSI, YTO TMOCTY>KUT
OCHOBOI1 11151 popmupoBaHus TpeOoBaHMIA K pa3pabOTKe HOBOTo, 60Jee TOCTYITHOTO U YI00OHOTO
B JKCIUTyaTalluu ycTporcTBa. B Tabmumax 4, 5, 6 mpuBeneHbl TEXHUYECKUE XapaKTEPUCTHKU
CYILIECTBYIOIIHMX MPUOOPOB [5,6,20]

Tabnuna 4 — Texuunuyeckue xapakrepuctuku npubdopa FLIR Sil24
AKYCTHYECKHE XapaKTePUCTHKH

AKYCTUYECKUE U3MEPEHUS 124 manomymabix Mukpodona MEMS,
BHU3yaJId3alus 3ByKa B peaJIbHOM BPEMEHHU

UyBCTBUTEIBHOCTD, NOTPEIIHOCTh <0 nb

JImHaMuYecKuil 1rana3ox >120 nb

nana3oH pado4Ynx 4acToT ot 2 xI'iy 7o 31 kl'1, perynupyemslii 1uana3ox

Jlucranuus ot 0,3 M (1,0 dyra) no 100 m (328 dyToB)

Ilosb30BaTeIbCKUIT HHTEpP(eiic

JIncnein Pazmep: 5 mroitmos, 800 % 480

LlBeT: 24-6utHBI1 RGB
Apkocts: 1000 ka/m 2 (perynupyemas)

Y cTpOolCTBO BBOA Pe3ucTuBHBIN CEHCOPHBIN YKpaH

Pazpemienne Buaeon3o00pakeHus 1640 x 1234

YacToTa BUJIEOKaIPOB 25 KaapoB B CEKYHIY

YacroTa KaJipoB aKyCTUYECKOTO 30 KagpoB B CEKYHIlY

M300paKCHHS

CBsI3b M XpaHeHHe TaHHBIX

becnipoBogHas nepenada JaHHBIX \Wi-Fi 2,4 I'Ti; 1 6ecripoBOiHAs JIOKAIbHAS CETh 5
I'Tu IEEE 802.11.b/g/n/ac

XpaHeHue, BHYTPEHHEE SD-kapra 32 I'b, HecheMHas

XpaHeHHe, BHEIIIHEE USB-nakonurens § I'b, mocraBisieMblil BMecTe ¢
YCTPOMCTBOM

M CcTOYHUK MUTAHUS

HoMmuHanpHOE BXOJHOE HANIPSKEHUE 12 B MakcuMalbHBIN BXogHOM curHai: 15 B, 2 A

BHemnsis 6atapest LiFePO 12 B, 7 A4, 84 Btu Mcnons3oBanue: 7 4

(3aBUCHUT OT BHEIIHUX YCJIOBHI)
Bpewmst 3apsiga: ot 4 10 6 4

3apsiiHOE YCTPOMCTBO Bxon: 100-240 B, ~ 50/60 I'n;, 1,5 A
MakcumanbHble mapaMmerpsl Bxoga: 13,8 B; 4,0 A
Buytpennsst 6atapes (TOJIbKO AJs Jlutuii-uonnas 6 Bru

€3€PBHOT'0 MCIIOJIb30BaHMsI KAMEPbI)
ITapaMeTpbl OKpPY:KAKOIIEH CpPelbl
JlnanazoH pabouux Temmeparyp u Pexomenpayercs ot -10°C no 50°C
TeMIEpaTyp XpaHeHus
Bna)xHOCTh Mpu AKCIUTyaTallMK U XpaHeHun [Pexomenayercs ot 0 1o 90%

PusznyecKkne XapaKTepUCTHKH

Pa3zmep kamepbl 273 x 170 x 125 mm
Bec kamepsl Kawmepa: 980 r

Bec 6atapeu 985 r

OO0mmInii Bec, BKITIOYAst BCIIOMOTaTeILHOE 2.9 kr
o0opyoBaHue
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Tabnuua 5 — Texauueckue xapakrepuctuku npudopa Crysound Cry 2624M

KonndecTBO KaHAIOB

128 xanaoB

HMara3oH 4YacToT 2 k[~ 48 x['g
[Topt RJ45
YacroTa KajpoB 25FPS
PaccrosHue 0.5~50 m
Bec Oxomno 1.3 kr
Pa3mepsl 183 mm X 169 mm X 85.35 MM

CoxpaHeHHe JaHHBIX

8G BHyTpeHHsIs naMsiTh, 64G TF kaprta pacimupenue

PaGouas Temneparypa

-10°C~+50°C

ITutanue

DC12-20V

[ToTpebasieMas MOITHOCTh

okosio 14 Bt

Tabmuna 6 — Texanueckue xapakrepuctuku npudopa UE-Systems ULTRAPROBE 9000

Koncrpykums Pyunoii, B popme nucronera 610K U3MEPEHUH U3 OKPAILICHHOTO
amroMunus 1 ABC-miactuka

Yacrora Ot 20 1o 100 xI'1y (HacTpauBaemas ¢ marom 1 kl'm)

Bpewms oTkinka < 10 MUJITTUCEKYH]T

Hucmieit KK-mucmieii 2 ctpoku X 16 CHMBOJIOB CO CBETOIMOAHOM MOJICBETKOM

Pabouas Ot 0 mo 50°C

TeMIeparypa

Brixonsl KanubpoBaHHbIi reTepOAUHHBIN BBIXO/I, ypOoBeHb curHana B 1b, USB
TOPT BBIBOJIA JIAHHBIX

30H1bI Ckanupyromuii Moayinp Trisonic ¥ MOJIYJIb CTETOCKOIIA

WNHnukaropsl nb, yactora, coctosiHre 6arapen u 16-Tu cerMeHTHasi CTOIOUKOBasI
JarpaMma

UysctBuTenbHOCTh | JlerekTupoBanue yreuek auamerpom 0,127 mm npu gasnenuu 0,34 6apa
Ha paccTosiHuu 15,24 m

I'aGaputHbie [TonHbIi KOMILIEKT B (PUPMEHHOM aTIOMHUHUEBOM Kelice Al IEPEHOCKHU:

pa3Mepbl 47x37x 17 cm

Macca 1 kr

CaMbpIM MPOCTBIM MO KOHCTPYKIMM YCTpoWcTBOM sBisiercst wuszaenue UE-Systems
ULTRAPROBE 9000 ¢ ogaum MUKpooHOM U pyNOpHOH MpUEMHON aHTEHHOMW, BBINIOJIHEHHOE B
BUJE «IucTONEeTay. HampaBiieHne Ha MCTOYHHMK YJIBTPAa3ByKa ONPEAEIAETCS MO MAKCUMYMY
curHana. CkaHMpOBaHKE MPOCTPAHCTBA OCYIIECTBIIET ONEPaTOp, MOOUEPENHO HAMPABIIASA PYHIOp
B pa3IMYHBIX HamnpaBleHUsAX. bornee ciloXHBIE W JOPOrME YCTPOMCTBA OCHAIEHBI
(ha3upoBaHHBIMU aKYCTUYECKUMHU peméTkaMu 6osee yeM u3 100 MUKPO(POHOB, U COBMEIIEHHI C
BUJICOKaMEPO, MO3BOJIAIONIEH COBMEIIAaTh BHJIEO M aKyCTHYECKOe H300pakeHue, uro Oosee
MOAXOIUT JUIsl LI€JIe TUArHOCTHKM MalluH M 00opyaoBaHus. KOHCTpyKIus M pacrojoKeHue
MHUKPO(OHHOM PeIETKH He pacKpbIBaeTCs.

B Hay4HBIX CTaThiX MPHUBOJATCS CaMble pa3Hble KOHCTPYKUUHU MPUEMHBIX aKyCTUYECKUX
PELIETOK, MCTI0JIb3YeMbIX UCCIIe0BATENAMU (PUCYHOK 3).

40



AAA XKAPLbICHI

Image 3: Sphere120 Image 4: Ring32 array, Image 5: multi shape Image 6: Near field
array, @ 0.60m © 0.35m array, @ 0.80m paddle2x24, @ 0.35m

Pucynok 3 — KoHCTpyKIIMH MUKPO(OHHBIX PElIETOK, COBMEIIEHHBIC CO CPEACTBOM
(uKcanuy BUICOU300paKEHUS

KonkperHslii BapuaHT MHKPO(GOHHOW PEMETKH, OYEBUIHO, JOJIDKEH CTaTh OOBEKTOM
JIOTIOJTHUTEIBHBIX HCCICAOBAaHUMN, XOTS HUMEKTCS paboThl [14,17], B KOTOPBIX HPHUBOIAMUTCS
UH(OPMALIKS O BO3MOKHOCTH MOTyYSHUS TIPUEMIIEMBIX ISl IPAKTHKH PE3YIIbTAaTOB C PEHIETKAMU
13 4 MUKpO(OHOB.

Bepxnuil quana3on pabouux 4actoT y paccMoTpeHHbIX npubopos oT 31 o 100 kl'u. Tak
KaKk MpuOOpbl MMEIT MPUMEPHO OJHO Ha3HA4YeHHE, TO KECTKUX TpeOOBaHMM MO BepXHEH
FPaHUYHOW YacTOTE, OYEBUIHO, HE cyllecTByeT. IIpom3BoauTenu NpUMEHSIN JOCTYIHbIE
yIbTPa3BYKOBbIE MUKPO(OHBI.

B kadecTBe CEHCOPHOrO 3JEMEHTa IS MEPCHEKTUBHOTO MPUOOpa HAMHU TMpEAIaracTcs
mukpopon SPUO410LR5H-QB-7 nmpousBoactsa Knowles, otHocsmuiica k cepun SiSonic™.
Hannasiiit MEMS-ceHcop obnmagaer mmpokuM 4acToTHeIM nuanazoHoM (100 I'm — 80 kI'm), uto
o0ecrevynBaeT PerucTPalnio KaK 3BYKOBBIX, TaK U YIbTPa3BYKOBBIX CUTHAJIIOB. MUKPO(hOH UMeeT
BBICOKYIO 4yBCTBUTENbHOCTH (—38 nb npu 94 n1b SPL) npu Huzkowm suepromnorpediaennu (160 pA
npu HanpspkeHun 1,5-3,6 B). KomnakTHble pa3mepsl, BCEHANpaBICHHOCTb, KOHCTPYKTHBHOE
ucrojHeHue MHuKpodoHa u Hu3kas 1eHa (820 TeHre) JAenalOT €ro MPUBJIEKATEIbHBIM
KOMITOHEHTOM JIJIsl MHTErpalluy B MOPTATUBHBIN JTUArHOCTUYECKUN MpUOOp, MpeHa3HaueHHbIH
JUISL TIOKAJIM3alMM HCTOYHUKOB YIbTPa3ByKa U U3MEPEHUS UX HHTEHCUBHOCTH [1].

Ha ocHoBe npoBe1IeHHOT0 aHa/In3a ObLTH ONpeIeNIeHbl KITI0UeBble TEXHUYECKHE TPeOOBaHHS
Kk cucteme. OHa ToJbKHA o0ecreunBaTh u3MepeHue curnanoB B nuamna3one ot 100 ' mo 80 Iy
U UMETh (DYHKIUIO JIOKAIN3ALUU HCTOYHHUKOB YIBTPa3BYKOBBIX CUTHAJIOB C MCIIOJIb30BAaHHEM HE
MeHee ueThlpex MHKpodoHOB. HeoOxonnMa BO3MOXKHOCTh KaK CIIEKTPaJIbHOIO aHaiu3a
WHTCHCUBHOCTH, TaK W M3MEPEHHs CaMOW WHTCHCHUBHOCTM CHUTHAJIOB. JlaHHBIE JOJKHBI
COXpaHSATHCSI BO BHYTPEHHEH MaMATH yCTPOMCTBA M Ha BHEIIHUX HocuTensx. KoHcTpykius
IperonaraeTcsi NOPTaTUBHON, yIOOHOM JAJIs MCIOJIBb30BaHUS OJHUM YEJIOBEKOM, HO IPU 3TOM
JIOTTYCKaIOIEeH CTallMOHAPHYIO YCTaHOBKY. Y CTPOIMCTBO IOJIKHO UMETh CTENEHb 3al[UThl KOpIyca
He Hwke [P54 mis skemmyaranuuy B iexax M aHrapax, a MUTaHue OCYIIECTBIAThCA OT ceTu 220
B/50 I'..

[IpuBeneHHbIE pe3ynbTaThl aHAIN3a COBPEMEHHBIX MOAX0A0B K TEXHUYECKON TUAarHOCTHKE
MoKa3ajau e€ KIIIOUEBYIO POJib B OOECreueHUM HaJlEKHOCTU MH)KEHEPHBIX cucTeM. B anammze
0COOBI akIeHT ObLI CHIelaH Ha aBUAIMOHHOW OTpacid, TJe CBOEBPEMEHHOE BBISBICHHE
HEUCIPAaBHOCTEM HAmpsMyl0 CBSI3aHO C 0€30MacHOCThIO TMOJETOB U MHUHUMH3aLUE
AKCILTYaTal[MOHHBIX PUCKOB.

[TpuBeneHHble pe3ysbTaThl aHaIM3a METOJOB YJIBTPa3BYKOBOTO KOHTPOJIS MOKAa3ajiHu €ro
3 PEKTUBHOCTh B OOHAPY)KEHUHU CKPBITHIX IE(PEKTOB MaTepHANIOB, YTEUYEK M AIIEKTPHUUECKUX
pa3psaoB. YIbTpa3ByK, KaK METOJ Hepa3pyLIAloUIero KOHTPOJIsA, IO3BOJIIET IPOBOAUTH
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oOcnefoBanue 0e3 MOBPEXICHHUS OOBEKTa M SIBISETCS OJHMM W3 Hamboyiee BOCTPEOOBAHHBIX
MHCTPYMEHTOB JUarHOCTUKHU aBUAIIMOHHOM TEXHUKHU.

B mpuBeneHHBIX pe3ynbTaTax aHanu3a TpPeOOBaHW K HOBOMY MpUOOPY  UIs
yIbTPa3BYKOBOM AMATHOCTUKH KIIOYEBBIMU MapaMeTpaMy ObUIM OIpe/esieHbl: Ihana3oH 4acToT
100 I'g - 80 kI'11, BO3MOXKHOCTD JIOKaJIU3allMd UCTOYHUKOB YJIbTPa3BYKa, CIIEKTPaJIbHbIN aHAIU3
CUTHAJIOB, BH3yaJHM3allds aKyCTHYECKOTO TIOJisi, MOPTAaTHBHOCTh. JlaHHBIE XapaKTEPHUCTUKU
MO3BOJIAT IPOBOAUTH U3MEPEHHS B YCIOBUAX aBUApEeMOHTHOro 3aBoja No405.

3akJ/rouenue.

B cratee mpezicraBiieHbl pe3ylbTaThl aHaldM3a COBPEMEHHBIX METOAOB W IpUOOpPOB
TEXHUYECKOH JUATHOCTUKH, KOTOPBIC MOATBEPIMIN BHICOKYIO (P PEKTUBHOCTD YIHTPA3BYKOBOTO
KOHTPOJISI JIJIsl BBISIBJIGHUSI CKPBITHIX JePEeKTOB U HeucrpaBHocTell. Ocoboe BHUMaHUE yIEIEeHO
ABUAIMOHHON OTPACiy, IJIe CBOEBPEMEHHOE OOHAPYKEHNE TIOBPEKICHUN HATPSIMYIO CBSI3aHO C
0€30MacHOCTHIO MOJETOB.

[IpencraBieHpl pe3ynbTaThl aHANU3a XAPAKTEPUCTHUK CYIIECTBYIOIIMX TEXHHUYECKHX
pemenuit (FLIR Sil24, Crysound Cry 2624M, UE-Systems ULTRAPROBE 9000) u
HOPMAaTUBHOW 0a3bl 1O aKyCTHUYECKHM HW3MEPEHHUSAM, KOTOpBIC MO3BOJIWIN CHOPMHUPOBATH
TEeXHUUYECKHE TPeOOBAHUS K TIEPCIIEKTUBHOMY IPUOOPY Ui IPOBEACHHS HAyYHBIX HCCIEA0OBaHUN
0 TMATHOCTHKE aBUAI[MOHHOTO 000pYIOBaHUSI.

B xauectBe ceHcopHo# 0a3bl ObLT BeIOpaH Henoporoit MEMS-mukpodon SPUO410LRSH-
QB-7 (Knowles, cepust SiSonic™), nmocrynHeii B Kazaxcrane. OH oOiiagaeT MUPOKHM
yactoTHbIM fAuamazoHoM (100 I'm — 80 kI'), BBICOKOW 4YyBCTBHTEIBHOCTHIO M HHU3KUM
HHEPronoTPeOICHUEM.

bnazooapnocmu.

Aemopul svipadicaiom uckpenoio oaiazooaprocmo AO «Asuapemonmuwiii 3a600 No 405 »
u enasHomy umoicenepy npeonpuamusi Kapuegy [unvwiody Xowumosuuy 3a oKasauHvie
KOHCYIbMAayuu U aKmueHoe yuacmue 8 00CyHCOeHUU 803MONCHO20 NpUbopa, Ymo cyujeCmeeHHo
CHOCOOCMBOBANLO YMOYHEHUIO HANPABIeHUs. UCCIe008AHUS.
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MEXAHU3MJAEPAI YJIBTPAABIBBICTBIK IUATHOCTUKAJIAYTA
APHAJUITAH BOJIAINAK KYPBUIT'BIHBIH CUITATTAMA TAJIAIITAPBI

Anoamna. Makanaoa mawunanap men mexanuzmoepoi YavmpaoblOblCmblK, OUASHOCTMUKA
a0icmepin  KONOAHYObl pemmeumin HOPMAMUSMIK Kyxcammapovl manoay Hamudyicenepi
YChIHbLIEAH,  COHOAQU-aK — 01apObl  OblObIC — Jicuinici  CanAcLIHOAbl  KOAOAHbICMARbL
cmanoapmmapmen  canvicmulpy  ocypeizineen. Mynoau macin  KOIOAHy — CananiapbiHOAebl
AUBIPMAUBLILIKMAPObL AHLIKIMAYEA HCIHE HCAHA OUACHOCMUKAILIK, ACNanmapobl 23ipiey Ke3iHoe
KONOAHbICMA&bl HOPMANAPObl NPAKMUKALLIK MYPEbIOAH NAUOalany MyMKIHOIKmepin bencineyee
MYMKIHOIK 6epOi.

Apnaiivl Hazap Kasipei yakelmma camvin anyea 001amvlH YibmpaoblOblCMblK HCULNIKmezl
enuey acnanmapvina ayoapuliovl. Kenmeeen acnanmapowviy (yHKYuoHanIOblK MYMKIHOIKmepI
wekmeyni api  KYHbl J#CO2apbl  eKeHi aHublKmanovl. Moacenen, oicekenecen KYpwlibliap
VIbMPaosblObICMbLK, CUSHALOAPObL MipKen, 0aapobly KO3IHIY 0AblmblH Kepceme aniaovl, aiauod
BU3YAIU3AYUSL MeEK TOKATUBAYUANAHRAH HYKmeHi Oelinereymen wekmenedi. byn o3 kezecinoe
CUCHANIObIY (PUSUKANLIK NAPAMEMPIIEPIH HCIHE OHbIY Opmaoazvl mapany OUHAMUKACHIH HCA3bIN
anyea MymKiHOiK Oepmeudi. Mynoat wexkmeynep KeuteHOi OUAeHOCMUKAHbIY MYMKIHOIKMepiH
aumapavikmai mapelimaowl.
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Maxkananviy nezizei makcamol — MexXaHuzmoepoi yabmpaovlOblCmblK, OUACHOCMUKANAYEA
apranzan  b6onawiazel  6ap acnanmely — CUNAMMAMALAPLIHA — KOUBLIAMbIH — MAlanmapobvl
Kanvinmacmulpy. Mynoau acnan Hcuinik napamempiepin mipKey XHcoHe YIbmpaoblOblCMblK
epicmi KeHicmikme 8U3yaiu3ayusIay QyHKYusIapviy oipikmipyi muic.

Kepcemineenoeii, xasipei acnanmap mek cucHan Ke3in iz0eyee Oasvimmanean. Kana
OyvinOaebl acnanmapovl Jcacay Kaxcemminieli Heeizoendi. Onap ynvmpaoviOblcmulK opicmi
Kenicmikme  Oelineneyee JCoHe MAWUHANLAD MeH  MeXaHusmoepoi HeRYpIbiM — MOJIbIK
OUACHOCMUKANAY2A, OHbIY TWIHOEe HCACLIPLIH aKaylap MeH bIKMUMAL iCmeH Wbleylapobl epme
aHbLIKMayaa MYMKIHOIK Oepedi. Asuayus canacvl yulin Oyn mananmapobl OpPbIHOA) epeKuie
Maywiz0bl, cebebi on mikenel Yuly KayincizoiciHiy dcoeapvl OeHeelin KaMMAMAChl3 emymeH
batinanvicmel.

Tyiiin co30ep: y1ompaovlObICMbIK OUACHOCMUKA, AKYCMUKANLIK, OY30atmvii OaKuliay
(NDT), asuayusnvix  gayincizoik, MEMS-uuxpoponoap, mexnuxanviy  Ouacnocmuxa,
aKyCmuKanblK 8U3YaIuU3ayusl, Acnanmapea KoUusbliameli maianmap, Mexanuzmoepoiy ceHimoiniai.

REQUIREMENTS FOR THE CHARACTERISTICS OF A PROSPECTIVE
DEVICE FOR ULTRASONIC DIAGNOSTICS OF MECHANISMS

Abstract. The article presents the results of an analysis of regulatory documents governing
the application of ultrasonic diagnostic methods for machines and mechanisms, as well as a
comparison with current standards in the field of acoustic frequencies. This approach made it
possible to identify differences between areas of application and to determine the possibilities of
practical use of existing standards in the development of new diagnostic devices.

Special attention is given to the review of ultrasonic frequency measuring instruments
currently available on the market. It was found that most of these devices have limited functional
capabilities and a high cost. For example, some instruments are capable of detecting ultrasonic
signals and indicating the direction of their source; however, visualization is limited to displaying
a localized point, which does not allow the recording of physical parameters of the signal or the
dynamics of its propagation in the medium. These limitations significantly reduce the potential for
comprehensive diagnostics.

The main objective of the article is to establish requirements for the characteristics of a next-
generation device for ultrasonic diagnostics of mechanisms, which should combine the functions
of recording frequency parameters and spatial visualization of the ultrasonic field.

It is shown that existing devices are focused only on detecting the signal source. The need
for developing new-generation instruments is substantiated. Such instruments would enable the
visualization of the ultrasonic field in space and ensure more comprehensive diagnostics of
machines and mechanisms, including early detection of hidden defects and potential failures. For
the aviation industry, meeting these requirements is of particular importance, as it is directly
related to ensuring a high level of flight safety.

Keywords: ultrasonic diagnostics, nondestructive testing (NDT), aviation safety, MEMS
microphones, technical diagnostics, coustic visualization, instrument requirements, mechanism
reliability.
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CREATION OF A "SMART" OCCUPATIONAL SAFETY MANAGEMENT
SYSTEM IN CIVIL AVIATION IN THE CONTEXT OF THE "SOCIETY 5.0"
CONCEPT

Abstract. This article examines current challenges in occupational safety and health in civil
aviation in the Republic of Kazakhstan, including the growth of traffic volumes, increasing number
of flights, and increasing complexity of technological processes. This demonstrates that traditional
approaches that focus on monitoring violations and mitigating the consequences of incidents are
limited in effectiveness and do not systematically prevent industrial risks. This article substantiates
the need to transition to a "smart" occupational safety and health management system based on
digitalization and intellectualization, the use of predictive analytics, automated monitoring tools,
and the creation of a unified database for risk factor analysis. The proposed concept enables a
shift from reactive to proactive occupational safety management, which reduces injury rates,
improves the reliability of enterprise operations, and optimizes labor-resource utilization. It is
emphasized that the implementation of a "smart" occupational safety and health system that
complies with international standards will enhance the sustainability and competitiveness of
Kazakhstan's aviation industry and will ensure its adaptation to global trends in technological
development and increasing workload.

Keywords: occupational safety, civil aviation, digitalization, predictive analytics, intelligent
monitoring, society 5.0.

Introduction.

Civil aviation is one of the most dynamic and high-tech sectors in the global economy, where
occupational health and safety issues play a key role. The high intensity of aviation processes,
complexity of technical systems, and high cost of error necessitate special attention to the
development of effective occupational health and safety management mechanisms. Violations in
this area can have consequences not only for the health and lives of workers but also for the safety
of passengers, the environment, and the sustainability of the transportation system as a whole.
Therefore, ensuring safe and healthy working conditions in civil aviation has become an integral
part of the industry’'s strategic development [1]. Moreover, with the implementation of the "Society
5.0" concept, approaches to occupational health and safety management have changed
significantly. Traditional control methods, based primarily on recording violations and
consequences, provide proactive and predictive systems that utilize big data, artificial intelligence,
and digital twins, enabling the real-time monitoring of worker health and the production
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environment, predicting the likelihood of accidents, and developing targeted preventive measures

[2].

In particular, the use of predictive analytics based on big data makes it possible to forecast
the risks of occupational injuries; the implementation of intelligent monitoring systems ensures
monitoring of the health and performance of personnel, promotes a more rational distribution of
working time, reduces fatigue, and the automation of routine processes reduces the influence of
human factors and the likelihood of errors [3]. Tools, such as wearable devices and cyber-physical
systems, create the possibility of developing individualized models of worker health protection,
taking into account their physiological characteristics and professional workload. This not only
increases the sustainability of the functioning of aviation enterprises but also promotes the
development of a safety culture, where each employee is considered an active participant in the
system and not just an object of observation [4]. Moreover, electronic consultations and the
introduction of telemedicine into practice are becoming accessible methods that provide prompt
consultations to enterprise employees on-site. These advanced technologies allow enterprises to
maximize employee engagement in the occupational health and safety system and reduce
occupational diseases and injuries [5]. The integrated occupational safety system created in this
way will allow airlines not only to comply with ICAO requirements, but also to fully adhere to the
principles of "preventive safety,” which emphasizes prevention rather than remediation.

Thus, the digitalization and intellectualization of the occupational health and safety
management system within the framework of the development of the "Society 5.0" concept open
up new prospects for improving occupational health and safety mechanisms in civil aviation,
transforming it from a supporting function into a strategic factor in increasing the efficiency,
competitiveness, and sustainability of the entire industry.

The goal of this article is to develop conceptual principles and practical recommendations
for creating a "smart" occupational safety and health management system in civil aviation,
integrated with digital technologies and consistent with the principles of the "Society 5.0" concept.
To achieve this goal, the following objectives were formulated: to explore an industry-specific
occupational safety and health management model in civil aviation in the Republic of Kazakhstan,
as one of the most rapidly developing industries, and to explore ways to improve the effectiveness
of occupational safety and health management in civil aviation enterprises.

Literature review.

An analysis of literary sources indicates that, in recent years, the problem of ensuring safe
and healthy working conditions in civil aviation has acquired particular significance. This is due
not only to the growth in transportation volumes and the increasing complexity of technical
processes but also to the need to meet new requirements of sustainable development, where people
and their safety occupy a central place [6]. Moreover, as Karakavuz and Gerede (2024) emphasize,
ground-handling companies have the highest potential for industrial accidents in the air
transportation sector, which leads to a significant increase in compensation costs for both
companies and the state [7]. Therefore, the successful implementation of occupational health and
safety management systems (OHSMS) plays an important role in the development of a safety
culture among civil aviation personnel, ensuring the preservation of airline employees’ health and
consequently increasing their efficiency and productivity [8]. Consequently, improving the
success of occupational health and safety management systems is of considerable importance in
the organization of aviation personnel [9].

Thus, the analysis of scientific publications demonstrates significant progress towards digital
transformation and implementation of intelligent technologies in occupational safety management.
The combination of these approaches should be recognized as key development vectors that enable
the creation of smart, adaptive, and transparent management systems, which is particularly
relevant for highly sensitive industries, including civil aviation. Their symbiosis opens new
horizons in the development of a modern safety concept, focusing on risk prediction, proactive
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measures, and continuous process optimization, which, in turn, plays a decisive role in ensuring
the operational reliability and long-term sustainability of the industry.

Material and Methods.

The methodology chosen by the authors ensures the scientific rigour and validity of all stages
of the study, from conceptualisation to the assessment of the practical potential of innovative
solutions in the field of labour protection. The following materials were used for this study: data
from the Bureau of National Statistics of the Agency for Strategic Planning and Reforms of the
Republic of Kazakhstan; the regulatory framework of the international (in particular, ICAO, ITF
regulations, etc.) and national levels (in particular, legislative and regula-tory acts of the Republic
of Kazakhstan in the field of civil aviation), airline reports, etc.

Resluts and their discussion.

Over the past decade, the Republic of Kazakhstan has been actively implementing reforms
in the field of occupational safety and health aimed at transitioning to a risk-based model of
occupational safety and health management. Over the years, international occupational safety
standards have been ratified, labor and social legislation have been revised, and state control over
compliance with safety requirements has been strengthened. Despite these measures, the expected
significant improvement in working conditions has not been achieved. The main reasons for the
persistent problematic situation are limited statistical data for certain types of economic activity,
insufficiently informative monitoring of harmful working conditions, which does not ensure the
systematic accumulation of information for the analysis and identification of cause-and-effect
relationships between injuries and occupational diseases, and the absence of a clearly defined
algorithm for assessing the effectiveness of occupational safety and health management models,
both at the individual industry level and on a national scale [10].

To find effective solutions and develop recommendations for improving the occupational
safety system, a study was conducted to examine the state of occupational safety and working
conditions for personnel in civil aviation, which is one of the most dynamically developing sectors
in the country.

The occupational safety management system in Kazakhstan's civil aviation was chosen as
the focus of this study because Kazakhstan's air passenger and cargo transportation market is the
most stable and fastest growing in the Central Asian region. According to the Bureau of National
Statistics of the Agency for Strategic Planning and Reforms of the Republic of Kazakhstan, 14.7
million passengers were transported by air in the country from January to December 2024 (Table
1), an increase of 10.6% from January to December 2023. Passenger turnover also increases
accordingly. In 2024, it amounted to 28.3 billion passenger kilometers, 9.3% higher than the
previous year's figure [11].

Table 1 — Dynamics of performance indicators of civil aviation in Kazakhstan during 2015-
2024 [11

Transported
Income, min. tenge Passenge cargo, Freight
Included r Passenger | baggage, | turnover,
Year transport | turnover, and over- | mil. tonn
S ation, mil. pass. | the-counter per
Total baggage | P2>S€N9€ | thoun. kilom. baggage, | kilomete
rs pepole thoun. mil. r

tonns
2015 | 179556,6 | 4420,1 | 175136,5| 59249 11138,6 17,0 42,44
2016 | 233590,9 | 52149 | 228376,0 | 6006,12 | 11073,0 18,1 42,99
2017 | 295584,6 | 6294,7 | 289289,9 | 7352,17 | 14384,2 22,4 53,33
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2018 | 343284,3| 7287,0 | 335997,3 | 7858,53 | 16176,7 29,1 55,67
2019 | 403018,2 | 8776,2 | 394242,0 | 8614,79 | 16940,3 251 54,2
2020 | 187696,3 | 11623,0 | 176073,3 | 5489,71 8335,0 24,2 56,2
2021 | 366308,9 | 17036,4 | 349272,5 | 9434,05 | 14815,7 34,0 81,68
2022 | 602049,6 | 13055,7 | 588993,9 | 10993,6 | 20109,3 24,5 54,44
2023 | 745128,6 | 13219,6 | 731909,0 | 13266,6 | 25898,5 23,8 53,7
2024 | 833535,6 | 15501,7 14678,7 | 28275,7 27,88 65,7
818033,9

According to the Civil Aviation Committee of the Republic of Kazakhstan, from 2015 to
2024, Kazakhstan's civil aviation demonstrated steady growth in key indicators: revenue,
passenger traffic, passenger turnover, and cargo volume. The growth in the number of flights and
volume of passenger and cargo operations is accompanied by the increasing complexity of
technological processes and the increased intensity of employee work, making them more
vulnerable to harmful and adverse factors. Under these conditions, the industry's effectiveness
depends largely on a systematic approach to occupational safety, including monitoring, prevention,
and adaptation of organizational and technical measures to the actual workload of workers.

To formulate informed management decisions and evaluate the effectiveness of the
measures taken, it is necessary to rely on quantitative data from personnel engaged in harmful and
hazardous working conditions. The analysis of such statistics allows us to identify trends in
changes in the workforce, assess the impact of increased activity intensity on professional risks,
and develop targeted measures to reduce injuries and occupational diseases. Therefore, we turn to
the data in Table 2, which reflects the number of civil aviation workers in Kazakhstan employed
under harmful and hazardous working conditions in the period 2015-2024, with details on
employee categories, work schedules, and the nature of the impact of unfavorable factors.

Table 2 — Number of air transport workers employed in harmful and hazardous working
conditions during 2015-2024, people [12]

Average Of these, those employed in harmful and hazardous working
headcount of o\
conditions
employees
o of which are working under the influence
8 T —
Years . . %c E‘Eggg %'c = gwcu“;“ v o,
includi | = S TEFL2 g%g T8 95%2355
total ng |£8  3E228| ©gE |E8e8S s SES
— - = o .L © O DL C S o =
workers | 38| 2E£E 253 295 |5EPE®sdaa
eS| EEET T ©c2 O = ECcX¥ I & c
og'cu-gq-a%&’ L > .Eg SEBLCGE)S
s 88 g o 3 £553°%2
= (&)
2015| 6756 3399 | 2052 712 723 31 74
2016| 7054 3011 | 3043 1355 871 38 -
2017 | 7138 3393 | 3745 1476 989 47 95
2018| 7385 3081 | 3373 2451 1379 59 -
2019| 8011 3657 | 3945 3835 2871 51 70
2020 | 7480 2909 | 4646 2144 2080 31 98
2021 | 7748 2634 | 4285 2169 2136 34 98
2022 | 8557 3371 | 4723 3454 1978 33 93
2023 | 10346 2265 | 4086 1762 534 37 1533
2024 | 10946 2481 | 2638 2931 1182 6 -
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Based on the data in Table 2, over the analyzed period, the number of air transport employees
in Kazakhstan increased from 6,756 to 10,946, reflecting the industry's active development.
However, along with employment growth, there were significant changes in the structure of the
working conditions. For example, the number of employees employed in hazardous and dangerous
conditions has decreased from 3,399 in 2015 to 2,481 in 2024, representing a decrease from more
than half of the workforce (50.3%) to less than a quarter (22.7%). This trend indicates a gradual
improvement in working conditions and more effective implementation of occupational safety
measures despite the overall increase in transportation volumes and production workload.

The dynamics of the types of harmful factors show heterogeneity; in 2019, the number of
workers exposed to noise, vibration, and dust peaked (up to 2,871 people); by 2024, these figures
had decreased significantly, likely due to the renewal of the equipment fleet and improved sanitary
and hygienic conditions. At the same time, in 2023, the number of workers working in unfavorable
temperature conditions increased sharply (1,533 people), indicating the persistence of certain
problem areas requiring additional protective measures.

An analysis of specific hazardous factors shows that the quantitative increase in the number
of workers in the industry is accompanied by qualitative changes in the nature of the occupational
risks. While the overall share of those employed under hazardous conditions decreases, the impact
of certain high-intensity factors remains. This confirms that the development of civil aviation in
Kazakhstan is accompanied not only by an increase in the volume of services but also by the need
for a comprehensive improvement in the occupational safety system, from equipment
modernization and the introduction of engineering safety measures to strengthen sanitary and
hygienic standards and adapt work processes to the increasing workload.

However, an analysis of the number of workers engaged in hazardous and harmful
conditions allows us not only to assess the scale of the impact of adverse factors on personnel but
also to trace a direct link between the workload and the economic consequences for aviation
enterprises. The increase in the number of employees working under conditions of increased noise,
vibration, dust, or unfavorable temperatures, as well as the increase in the volume of operations
performed, inevitably leads to the need for compensation and additional benefits. These payments
are an important element of social protection for workers and simultaneously generate significant
material costs for companies, reflecting the economic side of ensuring safe working conditions
(Table 3).

Table 3 — Material costs for payment of compensation to air transport workers for work in
harmful and unfavorable working conditions during 2015-2024, thousand tenge [13]

Years Material Of these
consequenc | additiona | shortene | therapeutic | milk and additional
es for the I d and equivale payments for
year, vacations | working | prophylactic | ntfood | harmful and other
million hours nutrition products unfavorable
tenge working
conditions
2015 | 864,8217 | 819,0372 - - 2,2995 40,3910
2016 | 868,6869 | 815,7733 - 2,9711
2017 679,7064 | 635,6126 - - - -
2018 | 660,7980 | 660,7980 - - - -
2019 875,3117 | 783,2996 - 3,1160 2,7957 86,1004
2020 | 792,2340 | 665,4046 - - 1,7889 125,0399
2021 | 1175,5821 | 1108,296 - - 1,8277 65,4480
4
2022 | 1463,4418 | 1377,855 - 0,0340 2,3304 81,2435
9
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2023 | 1185,7963 | 1077,447 - 36,0 2,8301 105,4831

0
2024 | 2156,3163 | 1918,405 | 1188,6 - 5,2411 130,0061

4

From 2015 to 2024, as shown in Table 3, material costs for compensation to air transport
workers showed an upward trend, from 864,800 tenge in 2015 to 2,156,300 tenge in 2024. The
bulk of these costs are attributed to the provision of additional vacations, whose share of total
compensation consistently exceeds 80-90%, reflecting legislative and social guarantees for
employees.

The dynamics of payments for harmful and unfavorable working conditions (additional
payments, therapeutic and preventive nutrition, milk, and equivalent products) vary because of the
growing number of employees working in harmful conditions and changes in the compensation
structure. For example, since 2019, there has been a significant increase in additional payments
for work in unfavorable conditions, coinciding with increased exposure to occupational risks,
including noise, vibration, and unfavorable temperatures. In 2024, a significant expense item for
shortened working hours was recorded for the first time, indicating the need to implement
additional measures to protect and improve working conditions.

Thus, we conclude that there is a certain relationship between working condition indicators
and the costs of airlines providing guarantees stipulated by the Labor Code of the Republic of
Kazakhstan. The degree of this relationship can be determined using key occupational safety
indicators, namely, occupational diseases and injuries (Table 4).

Table 4 — Occupational safety indicators for civil aviation personnel of the Republic of
Kazakhstan for 2015-2024

Number of Loss of | Loss of working 1 L

victims, people Life Itha time, days Irquma Overall T.OSt
Years Injury Fregjljjerr){cy including Serggrri)t/y ir\:jirfy In}rl?ri/

(tI?'tI?II) I121 i;‘fﬁ:gg Frengency Rate total dqe to Rate rate Rate
(TIFR) (FIFR) accidents | (LTISR) (LTIFR)
2015 | 281 21 41,5927 | 3,108348 | 5164 | 5164 18,3772 | 2,2632 | 23,7753
2016 | 287 16 40,6861 | 2,268217 | 5618 | 5618 19,5749 | 2,0784 | 23,2571
2017 | 303 20 42,4489 | 2,801905 | 5535 | 1479 18,2673 | 2,3242 | 24,2648
2018 | 318 22 43,0603 | 2,979012 | 5948 | 5453 17,1478 | 25111 | 24,614
2019 | 312 17 38,9465 | 2,122082 | 6788 | 6386 20,4679 | 1,9028 | 22,2627
2020 | 455 17 60,8289 | 2,272727 | 4756 | 4360 9,58241 | 6,3479 | 25,5621
2021 | 472 17 60,9189 | 2,194115 | 5853 | 5731 12,1419 | 5,0172 | 18,2635
2022 | 127 8 14,8417 | 0,934907 | 4933 | 4843 38,1338 | 0,3891 | 8,48385
2023 | 161 17 15,1293 | 0,958394 | 4759 | 6843 19,1583 | 0,3389 | 12,6284
2024 | 175 15 14,7827 | 0,933442 | 4721 | 7278 17,8672 | 0,3401 | 11,1563

The occupational safety indicators for civil aviation personnel presented in Table 4
demonstrate a clear correlation with the scale of industry operations. As the number of workers
and traffic volumes increased, fluctuations in the number of injured persons were observed: peak
values were recorded from 2020 to 2021 (455472 people), coinciding with increased workloads
on personnel, an increase in the number of flights and passenger and cargo flows, and
complications associated with the COVID-19 pandemic. During these years, the Tier 1 Injury
Frequency Rate (TIFR) reached its maximum values of approximately 60.9, and the Lengthy
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Injury Severity Rates (LTISR) also increased, indicating increased intensity and risk of work
activities.

Since 2022, a significant reduction in all key injury indicators has been observed: the number
of injuries has decreased to 127-175, the injury frequency rate has fallen to 14.8-15.1, and the
severity rate and LTIFR have also decreased, demonstrating the positive impact of implementing
occupational safety systems, upgrading equipment, improving workflow organization, and
reducing exposure to hazardous and harmful factors. Moreover, the fatal injury rate remained
relatively low throughout the study period, indicating the sustainability of measures to prevent the
most serious incidents.

Thus, the analysis shows that the growth in personnel and transportation volumes directly
impacts operational risks; increased workload and scale of operations lead to an increase in the
frequency and severity of injuries, but systematic improvements in occupational safety can reduce
these risks and ensure safe working conditions. The dynamics in recent years confirm the
effectiveness of accident prevention measures and the need to further develop worker protection
mechanisms as the volume of aviation services increases.

However, in the context of digitalization and intellectualization, implemented within the
framework of the "Society 5.0" concept, it is becoming more practical to implement a "smart"
occupational health and safety management system that combines automated data collection and
analysis, predictive analytics, wearable sensors, digital twins of workers, and integration with
corporate information systems of airlines. Such a system will enable the creation of a complete
digital model of the production environment and personnel, where each employee and
technological process is monitored in real time.

Using wearable sensors and medical devices, the system records workers' physiological
indicators—fatigue level, cardiovascular activity, body temperature, stress responses, and
parameters of exposure to external factors (noise, vibration, temperature, and dust). The data were
automatically analyzed using artificial intelligence algorithms, enabling the identification of
potential risks before incidents, predicting the likelihood of injuries and occupational diseases, and
identifying the most vulnerable areas of production processes. Digital twins of workers and
production facilities enable the simulation of various work scenarios, assessing the impact of
changes in workload, shift patterns, operating modes, and weather conditions as well as optimizing
work schedules, task allocation, and preventative measures. Integration with analytical platforms
allows management to obtain visual reports, forecasts, and recommendations, fostering a proactive
rather than reactive approach to safety.

Implementing such a system in civil aviation enterprises will not only reduce the number of
accidents and occupational illnesses but also optimize compensation costs, improve labor quality,
and enhance the overall performance of aviation personnel. Furthermore, the smart system will
foster a safety culture in which every employee is involved in managing their own health and
safety, while the enterprise will gain a tool for sustainable development and compliance with
international ICAQ standards.

Conclusion.

The results of the study confirm that the rapid growth of air traffic volumes, the increasing
number of flights, and the increasing complexity of technological processes in civil aviation
significantly increase the workload of personnel and simultaneously increase the demand for safe
working conditions. In such conditions, occupational safety and health (OSH) is becoming a
critical element of the industry's sustainability, as any error or accident not only entails material
and social consequences, but also undermines trust in the air transportation system at the national
and international levels. Traditional approaches, focused primarily on monitoring violations and
mitigating the consequences of incidents, demonstrate limited effectiveness as they fail to fully
identify and prevent the root causes of operational risks. This is especially evident in the rapidly
evolving aviation industry, where timely and predictive decision making is crucial.
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In this context, the transition to a "smart" OSH management system is particularly urgent.
This involves the digitalization and intellectualization of processes, integration of automated
monitoring tools, use of predictive analytics, and development of a unified database for systematic
risk analysis. Unlike traditional methods, this system not only records violations, but also
proactively identifies potentially hazardous situations, predicts the likelihood of accidents and
occupational diseases, and plans preventative measures based on the specifics of technological
processes and the actual workload of workers. Implementing this approach enables a transition
from reactive to proactive occupational safety management, which significantly reduces injury
rates, optimizes labor resource allocation, reduces the economic costs associated with
compensation and downtime, and strengthens employee confidence in the safety system.

Furthermore, the implementation of a “smart™ occupational safety management system
aligns with modern international trends and promotes the harmonization of national practices with
global standards. This is particularly important for the aviation industry, which is deeply integrated
into the global transportation system. This will not only improve the reliability and sustainability
of airline operations, but also strengthen Kazakhstan's competitive position internationally.

Thus, the development of an intelligent model for occupational health and safety
management is a strategic direction that ensures long-term operational reliability, increased
personnel safety, and sustainable development of the industry in the context of increasing work
intensity and technological modernization.
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A3SAMATTBIK ABUALIUSIIA «KOFAM 5.0» KOHIEIIUSACBI ASICBIHIA
GUATKEPJIIK» EHBEK KAYIIICI3AII'TH BACKAPY )KYUECIH K¥PY

Anoamna. Maxanaoa Kazaxcman PecnyOnukacblHbly a3amammosli a8uayus CaidcblHOd
enbex Kayincizoicine KamvlCmbvl 3aMaHayl cblH-Kamepiep Kapacmuipwliaovl. Onap macviman
KONEeMIHIH OCyiMeH, pelicmep CAHbIHbIY apPMYbIMEH JCoHe MEXHON02USANbIK Yoepicmepoiy
KypOeneHyimer oOainanvicmol. [Jocmypni macindepliy OY3yWbLIbIKMAPObl OAKbIIAYEA JHCIHE
OKURANAPObIY CANOAPLIH JHCOH2A OALIMMALYbl WeKmeyai MmuiMOiliKKe ue eKeHoiel JHcoHe
OHOIpicmiK mayeKkendepoiy XCylenl al0blH alyblH KaMmMamacsls emneumini KopcemineeH.
Lugpranowipy MeH UHMELIeKmMYan0anovipyed, npeouKmuemi aHanumuxaea,
A8MOMammaHObIpblIZAH MOHUMOPUHE KYPALOAPbIHA MHCIHE MAYeKel (hakmopaapbii manioay yulin
Oipvineati oepexmep 0azacvli Kypy2a HezizoenceH «3Usmixepiiky eybex xayincizoiein dackapy
JHcyliecine Keuly Kaxcemminiei 0anenoenedi. ¥YCbIHbLIZaAH MYACbIpLIMOAMA eHbeK Kayincizoici
peakmusmi backapyoan npoakmuemi backapyea Keutyee MyMKiHOIK Oepedi, Oy sHcapakammany
Oeneellin momenoemyee, KaCinopblHOApPObIY CEHIMOL HCYMbIC ICMeyiH apmmulpyea HcoHe eHOeK
pecypcmapvln muimoi navoananyovl KaMmamacsls emyee iHca20ail iHcacauovl. « 3usmrepiiKy
eHoex Kayincizoiei Hcyuecin eHeizy XanvlKapaivlk cmanoapmmapea caiikec Kenemini, Kazaxcman
aABUAYUSL CANACLIHBIH, OPHBIKMBLIbIRbIH JHCIHE baceKeze Kabiiemminicin apmmuvlpamulHul, COHOAll-
aK oMbl MEXHON02USILIK 0aMyObll JHCahanOblK ypoicmepine JicaHe eHOeK KapKblHObLIbIEbIHbIH
ecyine Oetlimoelimini epekule aman emineol.

Tyiiin ce30ep: enbex Kayincizoici, asamammolk asuayust, Yu@pranowipy, GOIHCaAMObl Maioay,
3usamxepaik mooumopune, koeam 5.0.

CO3JIAHUE «YMHOI» CUCTEMBI YIIPABJIEHUSI OXPAHOM TPYJIA B
T'PAXKJIAHCKOM ABUAIIMU B KOHTEKCTE KOIENIUU «OBIIIECTBO 5.0»

Annomayun. B cmamve paccmampusaiomes cospemennbie 6bl308bl 8 cpepe oxparvl mpyoa
6 epadicoanckou asuayuu Pecnyonuku Kazaxcman, ceszanuvie ¢ pocmom o0bemos nepesosox,
YeenuueHuemM 4ucia peucos U YCIOJdCHEeHUeM MmexHoao2uyeckux npoyeccos. Ilokazano, umo
mpaouyuonnsvie NOOXoovbl, OPUEHMUPOBAHHbIE HA KOHMPOb HAPYWEHUN U YCMpaHeHue
ROCIe0CMEULL NPOUCULeCMBUL, 001a0ar0m 02PaAHUYeHHOU dDeKmuUBHOCMbIO U He 0becnedusarm
CUCMEMHO20 NPeOYNPeNcOeHUsl NPOU3BOOCMBEHHbIX puckos. OO0CHOBbI8aem s He0OX0OUMOCHb
nepexooa K «yMHOU» cucmeme Ynpasienus OXpaHou mpyod, OCHOBAHHOU HA Yugdposuzayuu u
UHMENeKMYanu3ayuy, UCNONb308aAHUU NPEOUKMUBHOU  AHATUMUKY, AGMOMAMUSUPOBAHHBIX
cpedcme MOHUMOpUHed U CO30aHUU eOUHOU 0a3vbl OAHHBLIX Ol AHAIU3A (PAKMOPO8 pPUCKA.
Ilpeonazaemasn Konyenyus no3eosaem nepetmu om peakmusHo20 K NPOAKMUGHOMY YNPAaeiLeHuIo
bezonacHocmelo mpyoa, umo o0Oecneyum CHUdCeHUe YPOGHs MpAGMaAmusmda, NOeblULeHUE
HAOEHCHOCU (DYHKYUOHUPOBAHUS NPEONPUAMULL U ONMUMUZAYUU UCNOTb30BAHUS MPYOOBbIX
pecypcos.  Tloouepxusaemcs, umo  @HeOpeHUe  «YMHOU»  CUCHEMbl  OXPAHbl — mMpyoa
coomseemcmayem — MeHCOYHAPOOHbIM cmaHoapmam, ycunum — yCmoudugocmy u
KOHKYPEeHmMOocnocobHocms  asuayuonnoti ompaciu Kazaxcmana, a makowce obecneuum ee
adanmayuio K 2100anbHbIM MEeHOEHYUAM MEXHOI02UHECK020 paA3GUMUs U pOCMY UHMEHCUBHOCMU
pabomul.
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Knwouesvie cnoea: 6esonacnocmv mpyoa, epaxcOanHckas asuayus, yugposuzayus,
NPOCHO3HAS AHATUMUKA, UHMENNeKMYAbHbll MOHUMOpUuHe, obujecmso 5.0.
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OPTAHU3AIIMOHHBIE MEPHI 110 OBECIIEYEHHUIO ABUAITMOHHOM
BE3OIIACHOCTH ITPA OTKPHITUHN HOBBIX PEICOB ABUAKOMITAHUI
PECIIYBJIMKHU KA3AXCTAH

Annomayun. Cmamus nocésaweHa uccie008anu0 OpeaHu3ayUOHHbIX Mep NO 00eCcneyeHuo
ABUAYUOHHOU OE30NACHOCMU NPU OMKPLIMUU HOBBIX MENCOYHAPOOHBIX Pelico8 KA3AXCMAHCKUX
asuakomnaunui. B ycnosusax cmpemumenbHo2o pacuiupenus mapuipymuou cemu Pecnyonuxu
Kaszaxcman Hoevle HanpagieHusi cOnpoBoNCOAOMcsi 603HUKHOBEHUEM VP03, CEA3AHHbIX C
0COOEHHOCMAMU PEeSUOHANLHOU 2e0NOIUMUKU, MEPPOPUCTNIUYECKUMU PUCKAMU U NOBbIUEHHbIMU
mpebosanusmu K nepesoske naccaxicupos. Llenb ucciedosanus 3aKiOYAemcsi 8 6blsaIeHUlU,
cucmemamu3ayuy U Hay4YHoM 0O60CHOBAHUU OP2AHUZAYUOHHBIX Mep Oe30NACHOCMU, A MAKice 8
oyeHKe ux 2¢hghekmusHocmu Ha npumepe pelico8 Ka3axcmaHckux asuaxomnauwuti Air Astana u
SCAT Airlines.

Memooonoeuss exnouaem auanu3 MedCOYHAPOOHbIX U HAYUOHANbHLIX HOPMAMUGHBIX
ooxkymenmog (ICAO, EASA, IATA, KI'A PK), a makorce ucnonvsogarnue memooos KauecmeeHHo20
U KOIUYeCmeeHH020 ananusa puckos. Oyenka yepo3 nposedena ¢ npumeneruem gopmyivt R = P
x C, ede P - seposmuocms peanusayuu coovimus, C - maxcecms nocieocmsuii. Taxou nooxoo
NO360UL CONOCMABUMb MENCOYHAPOOHbLE NPAKMUKU U 8bIAGUMb HauboIee d¢hdhexmusHble mepbl,
BKNIOYASl  YCUTIEHHBIIL  NPEONnOoNemHublll  KOHMPOdb, AO0ANMUEHble NPOSPaAMMbL  NOO20MOBKU
NepcoHana, a makice MOHUMOPUHE NOBEOEHUSI NACCANCUPOB.

Pesynomamei  uccieoosanusi  noxasvlgarom, 4mo  Hauboabwylo  dppekmusnocms
NPOOEMOHCIPUPOBATU MEPbL, CEA3AHHbLE ¢ KOMNIEKCHBIM KOHmMpOoaem naccaxcuponomora (93%,)
u 6HeopeHuem cucmemHoz2o anaausa mapuipymos (90%,). Cpagnumenvhwiti anaius noomeepoul
BANCHOCMb UHMESPAYUU MENCOYHAPOOHBIX CIAHOAPMOE U HAYUOHATILHBIX MPeDOBAHUL 8 eOUHYTO
cucmemy ynpasieHusi 6€30nacHocmbio.

Hayunas mosusna pabomwei 3axnmouaemcs 6 pazpabomke KOMNIEKCHO20 No0Xo0d K
obecneyeHur0 asUAYUOHHOU De30NACHOCIU HA HOB8bIX Mapwpymax. [Ipakmuyeckas 3HauumMocmeo
cocmoum 6 BO3MOJICHOCIU NPUMEHEHUST Pe3YIbMamos aSUAKOMAAHUAMU NPpU NIAHUPOBAHUU
MEAHCOYHAPOOHBIX PELiCO8 OISl CHUNCEHUSL PUCKOB U NOBBIULEHUS COOMBEMCMBUSL MEHCOYHAPOOHBIM
mpebo8aHusM.

Knwouesvie cnosa: asuayuonnas 6e30nNACHOCMb, HOBble MAapUipymol, AGUAKOMNAHUU
Kazaxcmana, oocmomp, yepo3wi, mepwi bezonacnocmu.

BBenenue.

AKTHUBHOE pacHIMpeHre Teorpaduu TOJIETOB Ka3aXCTAaHCKUX aBHAKOMIAHUK  3a
3HAUUTENBHOE BpEMsS TMPEABSBISET TMOBBIIICHHBIE TpPeOOBaHUS K CHUCTeMe oOOecreueHus
aBHAIMOHHON Oe3omacHocTH. ABHakoMIanus Air Astana mo coctosgauro Ha 2025 rof BEIIOIHSIET
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okoJ10 94 mapuipyToB mo 6osee yem 30 HarpaBlIeHUSM, BKIIOYas MHOXKECTBO MEKIYHApPOIHBIX
peticoB. ABuakommanusi SCAT Taxke ocBauBaeT HOBBIC 3apyOekHbIe HampaBieHus. OTKPBITHE
HOBBIX PECOB, 0COOEHHO MEXKTYHAPOIHBIX - COIMPOBOMXKAACTCS MOSBICHUEM HEKOTOPBIX PUCKOB
B cepe aBHALMOHHOW O€30MacHOCTH, CBSI3aHHBIX KaK C BHEIIHUMHU Yrpo3aMu (TEppOpH3M,
HE3aKOHHOE BMEUIATENCTBO), TAK U C BHYTPEHHUMHU (aKToOpaMu (HEIPaBOMEPHOE MOBEICHUE
MaCcCaXXUPOB).

MexyHapoiHble CTaHAApThl TpeOyloT, YTOOBI ToCyAapcTBA M aBUANEPEBO3UMKH
MOCTOSIHHO OIICHUBAJIU YPOBEHb YIPO3 B TPAXKIAHCKOW aBUALMM W KOPPEKTHUPOBAIU MEPDI
0e30macHOCTH Ha OCHOBE OIlleHKH puckoB. /[ Kazaxcrana, kak ydactHuka UKAOQO, akryanpHa
3aJa4a BHEAPEHHS IPOAKTHUBHOTO U MIPOTHOCTUYECKOTO MOIX0Aa K 00ecreyeHnio 6€301acHOCTH
MOJIETOB Ha HOBBIX MapuIpyTaX. AKTYyaJIbHOCTh HCCIIEOBaHMs 00yCIIOBJIEHa HEOOXO0IMMOCThIO
BBIPA0OTKH 3(PPEKTUBHBIX OPraHU3AIMOHHBIX MEp, MO3BOJIIONMIUX MPEIYNPEAUTh AKTHI
HE3aKOHHOIO BMEIATEIbCTBA M APYIM€ MHUUJEHTHl Ha JTane IJAHUPOBAHUS U BBINOJIHEHUS
HOBBIX peiicos [1-2].

Llenb uccnenoBaHus - OMPENENIUTh KOMIUIEKC OPraHU3AIMOHHBIX MEpP MO 00ECHEeYEHHUIO
ABUAIIMOHHOW O€30MacHOCTH TMpPHU 3alyCKe HOBBIX MapIIPyTOB aBUakommaHuii PecmyOnmku
Kazaxcran. 3ajaun BKIIOYAIOT aHAIN3 MEXTYHAPOIHBIX U HAITMOHAILHBIX TPEOOBaHHH B 0051aCTH
AaBUAIlMOHHOM  0€30MAaCHOCTH,  M3y4YE€HUE  NPAKTHUUYECKOrO0  ONbITa  Ka3aXCTAHCKHUX
aBUANEpeBO3UMKOB Ha mpumepe peicoB Air Astana u SCAT, a Taxxke QopmyiaupoBaHue
PEKOMEH AU 10 COBEPILIEHCTBOBAHHUIO MEpP OE30MIaCHOCTH.

MartepuaJjbl 1 METOAbI HCCJIEIOBAHMS.

B nmanHO#l craTthe NPUMEHEH KOMIUIEKCHBIM MOJAXOJ, OCHOBAHHBII Ha METOAaX
KaueCTBEHHOT'0 ¥ KOJIMYECTBEHHOTO aHaJIM3a PUCKOB. MeT01010T1s UCCIIEI0BAaHUS BKIIIOUAET TPU
MOCJI€I0BATEIbHBIX 3Talla:

Ha mepBom »Tame mpousBoAUTCS UACHTU(DUKAIMS MOTEHIHAIBHBIX YTPO3 aBHAIIMOHHON
0€30MacHOCTH, KOTOPbIE MOTYT BO3HUKHYTh MPU OTKPBITUM HOBOI'O MEXKIYHAPOJHOIO peca.
WNnentudukanuss OCYIIECTBISETCS C IOMOIIBI0 3KCIEPTHOTO ONpoca, aHaiu3a OTYETOB
aBuannonHbix opranuzanuii (ICAO, EASA, IATA), a Takke Ha OCHOBE JIaHHBIX U3 O(PUIIHATBHBIX
JIOKYMEHTOB aBHaKOMITAHUI U OPraHOB aBUAIMOHHOM Oe3omnacHocTu Ka3zaxcrana.

KonuyecTBeHHass OIleHKa BBITIOJHAETCS HAa OCHOBE OOIIEMPUHATON MEXITyHApOIHON
metoauku, pekoMeHngoBaHHoii MKAO (ICAO Doc 8973). VpoBeHb pucka ompenensercs Mo
cienytromen Gopmyie:

R=Px*C,
I'me R - KOJMYECTBEHHBIN YpOBEHb pucCKa (Oe3pa3MepHbIN IoKa3aTenb), P - BEpOSTHOCTh
peanuzanuu yrpossl (6e3pazmepHas BenuunHa, mKkana ot 0 go 1), C - TsHKeCTh MOCHeACTBUI
peanuzanuu yrpo3sl (0e3pa3MepHasi BeTU4MHA, 1Kana ot 1 1o 5, rae 1 - MUHUMansHBIN yiepo, 5
- MAaKCUMaJIbHBIN y1iepO ¢ KaTacTpOPUUECKIUMHU MOCIEICTBUSIMHU ).

TakuMm 06pazom, MUHIMaINIbHOE 3Ha4YeHHe pucka (0) COOTBETCTBYET CUTYAIUH, KOTIa yTpo3a
OTCYTCTBYET, MaKCHUMaJlbHOE€ 3HadeHHe (5) COOTBETCTBYET YIpo3e C MaKCUMaJbHBIMU
MOCJIE/ICTBUSIMU U BBICOKOM BEPOSTHOCTBHIO pEaTU3alliH.

Hnst orteHku 3P (HEKTUBHOCTH OPTraHU3AIMOHHBIX MEP, MPEJIOKEHHBIX U PeaTM30BaHHbIX
aBUaKOMMaHUsMU, mpuMeHsieTcs uuaekce addexruBHoctH (E), paccunteiBaemslit o hopmye:

N BBIAABJIEHHBIX [‘p03
E= VP2 % 100%,

N BO3MOHBIX yrpos

rae E - agpdexTHBHOCTh MPUMEHEHHBIX Mep (B MpoleHTax), N BbIsIBJIEHHbIX yTPO3 -
KOJINYECTBO (PAaKTUYECKH MTPETYCMOTPEHHBIX U OTPAOOTaHHBIX YIpo3, N BO3MOXKHBIX YTPO3 -
oO11ee KOJIMYECTBO TEOPETUUYECKH BO3MOKHBIX YTPO3 Ha MapIIpyTe.

JlaHHBII MOKa3aTelb MO3BOJISAET OLEHUTh, HACKOJIBKO 3(P(PEKTUBHO OPraHU3AI[IOHHBIE MEPHI
MUHUMU3HUPOBAIIU BBISIBIEHHBIE YTPO3bl O€30MMACHOCTH.
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Jomyctum, s3xkcniepramu 06110 uAeHTUGUIIPoBaHO 20 MOTEHIIUAIBHBIX YTPO3 Ha MapIIPyTe
Anmatbei-Tens-ABuB. brnarogapsi KOMIUIEKCY OpraHU3allMOHHBIX MEp aBUAKOMIIAHWU YAAJIOCh
IpeloTBpaTuTh 17 yrpos.

D¢ GeKTUBHOCTB IPUHATHIX MEP PACCUUTHIBACTCS CIIEIYIOLIIMM 00pa3oM:

E==x 100% = 85%.
20

Takum o6pazoM, 3¢h(HheKTHBHOCTH NPUHSTHIX Mep cocTaBuia 85 %, 4TO CBHICTENBCTBYET O
BBICOKOW Pe3yIbTaTUBHOCTH BHEIPEHHBIX MEP MO 0OECIIEYCHUIO aBUAIIMOHHON 0€30MacHOCTH Ha
JTAHHOM MapIIpyTe.

Pe3yabTaThl 1 HX 00Cy:KAEHHe.

B pesynpraTe npoBEeNEHHOrO HCCIEAOBaHMS OBLIM BBIBICHBI M CHCTEMAaTH3UPOBAHBI
OpraHu3allMOHHBIE MEpPbHI, NPUMEHEHHBIE Ka3aXCTAaHCKUMHM aBHAKOMIIAHMSIMU TIPH OTKPBITUH
HOBBIX MEXIYHAPOAHBIX PEHCOB. DTH Mephbl ObUIM NMPOAHAIM3UPOBAHBI HA TPHMEPE PEHcoB
aBuakommnanuii Air Astana (Anmatsl - Tens-ABuB) u SCAT Airlines (ILIpiMkeHT/ANMaTHI -
Jlxunna/Menuna).

B tabnuue 1 npeacraBieHbl OCHOBHBIE OPTaHU3AIMOHHBIC MEPBI, HICHTU()UITMPOBAHHBIE HA
UCCIEIYyeMbIX HAINPaBICHUSNX, C KOJMYECTBEHHOW OLEHKOH HX 3((EKTHBHOCTH COTJIACHO
IIPEIIOKEHHOW METOUKE.

Tabmuna 1 — CpaBHUTENbHAsS XapaKTEPUCTUKA OPraHM3AIMOHHBIX MEpP W OICHKa HX
b dexTuBHOCTH

Ne | Opranmnszanuonnbie | Mexnaynapoa | Ilpumenen | Kou-Bo Kon-Bo | Oddex
Mepbl HBIit e Ha | yrpo3 yrpos THBHOC
CTaHAApPT peiicax uaeHTudu | NpeaoTB | Th Mep
(ccpliIka  HA HHPOBAHO | palleHo
ICAO/EASA)
1 | [IpeaBapurenbHast ICAO Doc | Air Astana, | 20 17 85%
omeHka yrpo3 U | 8973, ICAO | SCAT
PHCKOB Ha | Annex 17
MapIpyre
2 | Ycuneunsiit ICAO Doc | Air Astana, | 15 14 93%
MPEANOIETHBII 8973, EASA | SCAT
JIOCMOTP Regulation
MACCKUPOB u | (EU)
Oaraxxa 2015/1998
3 | CrnenmanusupoBann | ICAO  Annex | Air Astana, | 12 10 83%
piii wHCTpyKTaX u | 17, ICAO Doc | SCAT
MOJrOTOBKA 9808
Ha3eMHOTO
nepcoHasia
4 | Bzaumogeiicteue c¢ | ICAO Doc | Air Astana, | 10 8 80%
aBUAIIMOHHBIMA 8973, ICAO | SCAT
BJIACTSAMU u | Doc 10118
ciy)0amu
0e30ImacHOCTH
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3apyOeKHBIX
rocyaapcTB
5 | InanupoBanue wmep | ICAO Doc | Air Astana | 7 6 86%
Ha ciyyait | 8973, ICAO
Ype3BhIYANHBIX Crisis
CUTyaIui Management
Guide
6 | Ycunenue xoutpons | ICAO Circular | SCAT 10 9 90%
MOBEJIEHHUS 352, IATA
acCcaXupoB na | Guidance on
6opty Unruly
Passengers

Tabnua orobpaskaert, yTo Hanbosee YPPEKTHUBHBIMI MEPAMHU Ha UCCIIEAYEMBIX MapIIpyTax
CTaJli YCUJICHHBIN MpeanoieTHbINA JocMOTp (93%) U KOHTPOJIb OBEICHUS TACCAKUPOB HA OOPTY
(90%). Takxe BBICOKMM ypoBHEM 3()()EKTHBHOCTH XapaKTEPU3yeTCs MpeABapUTEIbHAS OI[CHKA
PHUCKOB M IJIAHUPOBAHUE IEHCTBUHN Ha cly4yail Upe3BbIYaifHbIX CUTYaIUH.

BoisiBneHHble Mepbl 0€30IaCHOCTH IIPU OTKPBITUH HOBBIX peiicoB. Ha ocHoBe ananusa,
MOJKHO CZeNaTh BBIBOJ, 4TO 3 (deKTUBHOE oOecreueHre aBUallMOHHON 0€301aCHOCTH Ha HOBOM
HalpaBJieHUU TpeOyeT peanusaly KOMIUIEKCa OpraHu3allMOHHBIX Mep. K KiroueBblM Mepam
OTHOCSITCS:

[IpenBapuTenbHas oleHKa yrpo3 U puckoB. llepen 3amyckom HOBOro perca MpoBOJUTCS
BCECTOPOHHUI aHANU3 MOTEHIIMAIBHBIX YTPO3 JJIsi KOHKPETHOTO MapuipyTa. ABHAaKOMIIAHUH BCE
Yarie MPUBJIEKAIOT CHEIUAIbHBIC aHATUTUYECKUE CEPBUCHI JIsI OLIEHKU MapuipyToB (puc. 1, 2).
Hanpumep, uCnonb3yloTcsi BHEIIHHWE KOHCYJIbTALUU 1O aBHAIIMOHHOW 0€30MacHOCTH U 0a3bl
JAHHBIX WHIUIECHTOB, MO3BOJISIOMIAE MOJYYHTH YIIyOJIIEHHYIO OIEHKY PHCKOBOTO PO
HOBOTO HANpPaBJICHUS U PEKOMEH/IAIMH 10 MepaM cMsrdeHus [5].
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Pucynok 1 — Kapra mapmipyroB aBuakomnanuu Air Astana
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KoppektupoBka mnpoueayp nocMmoTpa U KoHTposid. Ha srame mniaHnupoBaHus peiica
aHATM3UPYETCS, TOCTATOYHO JIM CTAHAAPTHBIX MEP aBUAIIMOHHOM 0€30MacHOCTH WM TPeOyroTCs
YCHJICHHBIC TMPOIEIYpPhl JIOCMOTpa IAacCaXUPOB, Oaraxa u Tpy3oB (puc. 3). Pemenue
IOPUHUMAETCS C YUETOM NMpOo(UIIs MpeanoiaraeéMblx Macca)XUpoB U XapakTepa mapuipyra. Tak,
JUIl PEHCOB B CTPaHbl C IIOBBIIIEHHOW TEPPOPUCTUYECKONW YIpO30M MOTYT BBOJUTHCSA
JIOTIOJTHUTEIIBHBIE YPOBHHM KOHTPOJISl: MHOTOKPATHBIM JJOCMOTp PY4HOM KJIa/ i1, TMYHbIE HHTEPBBIO
C TTacCa)XUpamHu Mepe]l BBUIETOM, YCHIICHHBIE MEPBI TOCMOTpa TPy30B [6].
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Pucynok 3 — CraHgapTHBIN aaropuT™M JOCMOTpPa NAaCCaKUPOB B TEPMUHAIIE
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B3aumopeiicTBie € TOCYAapCTBEHHBIMH OpraHaMH W HWHOCTPAHHBIMH HapTHEPaMH.
OpraHuM3allMOHHbIE MeEpbl BKJIIOYAIOT YCTAaHOBJIEHHE TECHOTO B3aUMOIECHUCTBUS MEXIY
AaBUAKOMITAaHMEH U KOMIIETEHTHBIMU OpraHamMu 0e30macHOCTH — Kak kazaxcranckumu (Komuter
IpaKIaHCKON aBHAINH, CITyKOBI aBHALMOHHOMN 0e30macHOCTH a’3pOMNOpPTOB,
IPaBOOXPAHUTEIBHBIC OPTaHbl), TAK 1 MHOCTPAHHBIMH.

VYcunenne KOHTPOJS 3a NOBEJCHHMEM I1acCa)KMPOB HAa HOBBIX HampaBieHusx. [lo mepe
Hayaja BBIIOJHEHHUS HOBOTO pelica aBHaKOMIIAaHWs HaOJIOJaeT 3a CHTyalueld Ha OOpTy U B
a’poroprax, 4ToObl BEISIBUTH BO3MOXKHBIE TpoOieMsl. [1o nanueiM MATA, B mepBbie TO/BI TOCTE
HaHJeMUH HaOJ01aeTcsl O0IEMUPOBON POCT CIIy4aeB IECTPYKTUBHOTO IMTOBEACHHUS TACCAKUPOB:
B 2022 rony 3adMKCUpOBaH OJWH MHIMIACHT Ha 568 pelicoB, uTo Ha 47% Ooiblle, 4YeM ToaoM
panee (puc. 4) [8, 9, 10].
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Pucynoxk 4 — Poct ymncia MHIIMIEHTOB ¢ HEUCIUTUTMHUPOBAHHBIMU Maccakupamu Ha 1000
peticoB o nanHbM [ATA 3a 2021-2023 roasl

[TnanupoBanue Mep Ha ciydail Ype3BbIYAHBIX cuTyanuidi. OJHUM U3 BaXKHBIX PE3YIbTAaTOB
OLIGHKH PUCKOB SIBIISIETCS pa3paboTKa IuTaHa IeHCTBHIA IPY HACTYIUICHUH TEX WM WHBIX YIpo3 Ha
HOBOM MapIipyTe. ABHAKOMIIaHUS 3a0JJarOBPEMEHHO TOTOBUT CLEHApUH: OT 3aJepXKKU MU
OTMEHBI peiica B cirydae pe3Koro yxXy/IeHus: 00CTAaHOBKH JI0 SKCTPEHHOM 3BaKyalllH IMacCaKuPOB
U3 CTpaHbl Ha3HAUEHMsI TIPU BO3ZHUKHOBEHUHU Kpu3uca. [Ipumepom mocnyxuin peiic Air Astana B
Tenb-ABUB, BBINOJHEHHE KOTOPOTOo oceHbo 2023 roma mOTpeOOBANIOCH ONEPATUBHO
IPHUOCTAaHOBUTH M3-3a BHE3AITHOMN 3CKajIallii BOOPYKEHHOTo KoH(uukTa B 3paue. B Tabnuue 2
npejcTaBiIeHa HHPOPMAaIUs O IPUHATHIX Mepax [7].

Tabmuma 2 — CpaBHUTENbHas XapaKTePUCTHKA NPUHATHIX OPraHU3alMOHHBIX Mep
obecrieueHus aBUaIMmoOHHOM O0e3omacHoCcTH peiicoB Air Astana u SCAT

OO0uue Mmepsbl odecnieyeHUus Aamatbl -  Teab-ABuB | llIbiMkenT/
aBuanuoHHoi 6e3onacHoctu | (Air Astana) Aamatel - Meauna, Jkuaia
(SCAT Airlines)

Pacmmpennsrit  mpeamnonetHeiii | CoBmecTHass  pabora ¢ | TecHas ~— KoopaAWHAIUS €
JOCMOTp Oaraka ¥ macCaKUpoB. | cIyxk00ii 0€30MacHOCTH | aBUAIMOHHBIMU BJIACTSIMH
asporiopra  ben-I'ypuon, | CaynoBckoir ApaBuu, ydeT
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BBINIOJIHEHHE  TpeOOBaHUI
U3PANIIBCKOW CTOPOHBI T10
IPEANOJICTHOMY KOHTPOJIIO.

TpeOOBaHUI MECTHBIX MPaBHII
(HampuMep,  3ampeToB  Ha
MPOBO3 psiia MPEIMETOB).

WNHcTpykTaxx skunaxed 10 | ['0ToBHOCTB K | Ycunennoe
NEHCTBUSIM  TNpPU  yrposax, | IPUOCTaHOBKE peiicoB mpu | ”HGOPMUPOBAaHUE
MOCTOSTHHBIN MOHUTOPHHT | 000CTpEeHUN CUTYAllU! | MACCaXUPOB IEpPEe]] BBUICTOM
00CTaHOBKH. (6but0  peanmu3oBaHO B |0 mMpaBWwiIax (B TOM YHCIE
okTsi0pe 2023). pa3bsCHEHUE 3anpera
KypeHUs U HapylleHUil Ha
oopTy).

Baxxno orMeruTh, 4YTO 3(P(EKTHBHOCTH OpPraHU3AIMOHHBIX PEHICHHN HAMPSMYIO
KOPpEIMpPYeT ¢ HAIWYUEM TPEABAPUTEIHLHOW OIICHKH PHUCKOB W aJallTUBHOCTBIO MeEpP IO
cnenupuky  Mmapmpyra  (TEONOJUTHYECKAas  CUTyalus,  KyJIbTypHbIE  OCOOCHHOCTH,
UHPPACTPYKTYpHAsi TOTOBHOCTh a3pONOPTOB HazHaueHus). Ha pucyHke 5 mpencrabieHa OJ0K-
CXeMa HEOOXOAMMBIX IIaroB s 3(PQPEKTUBHON OpraHU3aluu OO0ECICYCHHS aBUAIMOHHOMN
0€30I1aCHOCTH.

NoeHTudmkaums yrpos

|

OueHka puckos
R=PXC

|

PaszpaboTka mep
(opraHn3aumnoHHbIE U TEXHNYECKue)

|

BHepnpeHue mep
(nocmoTp, obyyeHue, B3aumonencTene)

|

MOHUTOPVHT 1 KOPPEKTUPOBKA

Pucynox 5 — biiok-cxema puck-oprHeHTHPOBAHHOTO MpoIlecca 00ecredeHusl aBUAIIMOHHON
0€30IacHOCTH HOBOT'O peiica

B koHTekcTe MeToamueckoro o0OecredeHHs, BKIIOYAIOUIET0 OLEHKY PUCKOB, KOHTPOJb
3¢ (PEKTUBHOCTH Mep M TMOATOTOBKY IE€PCOHANA, BBISBICHO OTCYTCTBHE YHH(PUIIUPOBAHHOTO
MOJIX0/1a, YTO CO3/IaeT PUCK BAPHATUBHOCTH KadyecTBa o0ecrieueHus: 0€30MacHOCTH Ha Pa3IMYHbIX
MapmipyTax. OTO TOATBEPKIAET HEOOXOIMMOCTh pa3pabOTKH €IUHOW METOJIUKH PHCK-
OpUEHTUPOBAHHOTO TJIAHUPOBAHUS OPTaHU3AIMOHHBIX Mep O€30MacHOCTH Ha HAIIMOHAIBHOM
ypoBHE. JIJIsi TOCTHOKEHHUS Ka4ECTBEHHOTO YPOBHS aBHAIIMOHHOW OE€30MacHOCTH TOCYIapCTBY
CJe1yeT pacCMOTPETh BO3MOKHOCTh CO3/IJaHUS HALIMOHAJIBHBIX METOANYECKUX PEKOMEHIALMM 110
VOPABICHUIO PHUCKaMHU TIPH OTKPBITUM HOBBIX MAapIIPyTOB, BHEAPECHHS MEXaHH3MOB
MEXBEJIOMCTBEHHOTO aHain3a U ayauTa 3()(QEeKTUBHOCTH MPHUHUMAEMBIX Mep, (HopMHpOBaHUS
[EHTPATM30BaHHON 0a3bl JAHHBIX TUIIOBBIX YTPO3 U MEP pearupOBaHUS JIJIsl HOBBIX HAIPABIICHUH,
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a TaKXC HUHTCrpalunu 3JICMCHTOB MOJICIHMPOBAHUA W CHCHAPHOI'O0 aHajliku3a B MPOrpaMMbL
HOJArOTOBKU IIEPCOHAA.

3akiro4enue.

BHenpenue nepeurcieHHbIX Mep M03BOJIUT MOBBICUTh YCTOWYMBOCTh HOBBIX MapLIPYTOB K
aKTyaJbHBIM yrpo3aM U OOECleYUTh HaUIekKallUuil ypOBEHb 3aIlUThl MACCAKUPOB M HKUIIAXKA.
PexoMeHanuu 11 oTpaciy BKIIOYAKOT Pa3BUTHE METOAMYECKUX YKAa3aHWM 110 OLIEHKE PUCKOB
JUIs HOBBIX HalpaBJICHUH Ha HAIIMOHAJIbHOM YPOBHE, OOMEH OIIBITOM MEXAY aBUAKOMITAHUSA MU T10
YCIICIIHBIM IPAaKTUKaM oOecrieueHus1 0e30MacHOCTH, a TAKXKE PEryJsipHOe OOHOBIIEHUE TPOTPaMM
HOJArOTOBKH IIEPCOHANA € YYETOM M3MeHstolierocs npoduis yrpos. I[lepcnexktuBoil qanpHeHImx
WCCJICTOBAHHM SIBIISICTCS KOJTMYECTBEHHAS OlleHKa () (DEKTUBHOCTH TEX WM UHBIX MEp (HAIIpuMep,
BIMSIHUE JIONOJHUTEIBHOTO JOCMOTpPa HA CHMXKEHHME IIONBITOK IIPOHECTH 3alpelleHHble
IpeIMEThI) U pa3paboTKa ONTUMAIBHBIX MOJIEIEH pacipeaeeHus pecypcoB 0€30acHOCTH MPH
pacuIMpeHH MapIIPyTHOM CeTH.

Takum 00pa3oM, OpraHM3alMOHHBIE MEPHl, OCHOBAaHHBIE HA MPOAKTUBHOM YIPaBICHUH
pUCKaMH U MEXBEJOMCTBEHHOM B3aUMOJIEHCTBUH, SIBISIOTCS HEOTHEMIIEMBIM YCIOBHEM
0e30MmacHOro pocTa aBUallMOHHON oTpaciu Ka3axcrana Ha MeXayHapOAHON apeHe.
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KA3BAKCTAH PECITYBJIMKACBI OYE KOMIIAHUSLTAPBIHBIH JKAHA OVE
PEVMCTEPIH AIIKAHJIA ABUALIVSIIBIK KAVIIICI3JIKTI KAMTAMACHI3
ETYIIH YIUBIMJIACTBIPY IIAPAJIAPBIL

Anoamna. Byn makana Ka3aKkcmaHowlK aye KOMNAHUALAPBL HCAHA XATbIKAPATLIK, peticmepoi
auy Ke3iHOe asUayUsIblK Kayincizoikmi Kammamacels emyze 0agblmmanzan YublMOacmulpy
wapanapvln 3epmmeyee apranau. Kazaxcman Pecnybnukacvlnvly aye macbiManbl HeeliciMiy
KApKbIHObL KeHelol dicana 6asvimmapobl icKke KOCYy Ke3iHOe 2e0cascu epeKulenikmepmeH,
Meppopusm KamepaepiMeH JHCoHe HCOAAYWbLIAPObl MACbiManoayea KOUbLIAmblH KyuletumineeH
mananmapmet 6aiaHvlcmsl Kayinmepoiy myblHOayvlHa anvin Kenedi. Mynoai scazoatioa anovit
ana manoay Hcypeisy Hcome XaiblKapaivlK CMAaHOapmmapea catkec deuimoencer uapanapobl
Kaobwulioay aca Manvl30bl.

3epmmeyoiy makcamul - asuayuALbIK KAYINCI30IKMI KAMMAMAcvl3 emyae 0A2blmmandau
YULIMOACBIPYWBLIBIK WaAPaniapobl auKblHOAY, JHCYleNey JHCIHe RbLIbIMU MYPEbloaH Hezizoey,
conoaii-ax onapoelty muimoinicin Kasaxcmannoiy Air Astana owone SCAT Airlines aye
KoMnauusnapel peticmepi mvicanvinoa oazanay. 9dicmemenik nezizine |CAO, EASA, IATA
KYorcammapwin scone Kazaxcman PecnyOnukacvinbly YImmblK HOPMAMUSMIK akmiiepin manoay
(Azamammeix, asuayusi komumemi), cOHOAU-aAK, MayeKer0epoi CAnaiblK HeaHe CAHObIK 6a2anay
a0icmepi enoi; blkmuman Kayinmiy scyzeee acy vikmumanovievt (P) men canoapvinviy ayvipivievin
(C) 6azanay ywin R = P x C ¢hopmynacel Ko10auwlLiobi.

Homuoicenep kepcemxenoeii, ey muimoi wiapanap Hcorayulbliap a2blHulH Keulenoi 6axulaay
(93%) orcone mapupymmapowr scytieni mayexendix manoay (90%) Gonvin mabwiraowr; Gynap
Kyuieumineen anovlH aid mexkcepymeH, NepcoHanovl beuimoencer OasapiaymMer HoHe KY3blpJibl
opeanoapmen yunecmipymen e3apa bainanvicma icke acaodwl. Canvicmuipmansi manoay Air
Astana owcone SCAT Airlines 6aszeimmapwinoa xonoanvliean maciioepoiy XalblKapaiblk
maoicipubeze cauKecmizin JHcaHe Mapuipym epexuieniikmepine ukemoi detimoenceHin Kepcemmi.

3epmmeyoiy blabiMU HCAHANBIRLL - HCAHA OabLimmapoa Kayincizoikmi yublMoacmuipyobiy
uHmezpayuANaHean, mayekence Hezizoencen mooenin ycoinyoa. Tooxcipubenik manvizol -
YCbinbicmapobl dye KOMHAHUANAPLL MeH YaKiiemmi O0p2anoapovly peucmepoi HcOCnapiay,
Kayinmepoi azaiumy HcoHe XAalblKapanblK MAalanmaped coukecmixmi apmmulpy yoepicmepinoe
KONOAHY MYMKIHOI2L.

Tyiin  coe3dep. asuayusanvl  Kayincizoik, ocaya  6baseimmap, Kazaxcmannoiy
ABUAKOMNAHUAAPYL, meKcepy, Kayin-Kkamepiep, Kayincizoik wmapaniapol.
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ORGANIZATIONAL MEASURES TO ENSURE AVIATION SECURITY AT THE
OPENING OF NEW FLIGHTS OF AIRLINES OF THE REPUBLIC OF KAZAKHSTAN

Abstract. This article focuses on organizational measures to ensure aviation security during
the launch of new international routes by Kazakhstani airlines. With the rapid expansion of
Kazakhstan’s air transportation network, new destinations are often associated with emerging
threats linked to geopolitical conditions, terrorism risks, and stricter requirements for passenger
screening. The aim of the study is to identify, systematize, and scientifically substantiate
organizational measures for aviation security, and to evaluate their effectiveness using the cases
of Kazakhstani airlines Air Astana and SCAT.

The methodology is based on the analysis of international (ICAO, EASA, IATA) and national
(Civil Aviation Committee of Kazakhstan) regulatory documents, combined with qualitative and
quantitative risk assessment methods. The probability (P) and severity (C) of potential threats
were assessed using the formula R = P x C. This approach enabled the comparison of
international practices and the identification of the most effective measures, including enhanced
pre-flight screening, adaptive staff training, and passenger behavior monitoring.

The findings show that the most effective measures were integrated passenger flow control
(93%) and systematic route risk analysis (90%). Comparative analysis demonstrated the
importance of combining international standards with national regulations within a unified
security management system.

The scientific novelty of the study lies in developing a comprehensive framework for aviation
security when introducing new routes. Its practical significance is reflected in the applicability of
the results for airlines in planning international operations, reducing security risks, and ensuring
compliance with global standards, thus supporting the safe growth of civil aviation in Kazakhstan.

Keywords: aviation security, new routes, airlines of Kazakhstan, inspection, threats, security
measures.
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TRANSFORMER MODELS FOR PASSENGER REVIEWS CLASSIFICATION:
A STUDY USING RUBERT AND XLM-ROBERTA

Abstract. This study investigates the development and performance evaluation of
transformer-based models for the automatic classification of public transportation passenger
reviews, aiming to enhance feedback processing while optimizing issue resolution. Efficient
handling of passenger feedback is crucial for improving public transportation services, as
unresolved complaints or operational inefficiencies can decrease passenger satisfaction and
create logistical challenges. Traditional text classification approaches, such as keyword-based
methods or classical Machine Learning (ML) algorithms, struggle with multilingual and
heterogeneous textual data, particularly in low-resource languages. This study addresses this gap
by systematically comparing transformer-based architectures for review classification in Russian
and Kazakh, demonstrating their effectiveness in real-world applications. A key contribution of
this research lies in evaluating both language-specific and multilingual transformers on
passenger-generated feedback, offering insights into their generalization capabilities. Unlike
previous studies, which predominantly focus on English-language datasets, this work introduces
a newly created, manually labeled dataset covering diverse real-world scenarios in Russian and
Kazakh, enabling an objective comparative analysis. Three transformer models
DeepPavlov/rubert-base-cased, XLM-RoBERTa-base, and XLM-RoBERTa-large were trained
and tested to assess their ability to process complex multilingual input. Experimental results
indicate that XLM-RoBERTa-large achieves the highest classification accuracy (90%),
particularly for code-mixed and multilingual reviews, whereas rubert-base-cased performs
consistently well for Russian-language feedback (87.667%), reinforcing its suitability for
monolingual classification tasks. XLM-RoBERTa-base exhibits a balanced trade-off between
accuracy and robustness, making it a viable option for heterogeneous review processing (89.5%).
Despite their effectiveness, transformer-based models still encounter challenges related to data
balancing and the handling of underrepresented classes, particularly in scenarios with uneven
language distributions or domain-specific terminology. These findings confirm that transformer
models significantly enhance the automation of passenger feedback classification, providing a
scalable solution for public transportation providers.

Keywords: Natural language processing, text classification, Transformers, BERT,
DeepPavlov, XLM-RoBERTa, passenger feedback review, multilanguage modeling.

Introduction.
As the number of public transport passengers increases, so does the volume of passenger
appeals require prompt processing by support services. Until recently, in many vehicle fleets in
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Astana, Kazakhstan, passenger reviews were manually analyzed by employees who read the text
of the appeal or complaint, assessed its content, and forwarded it to the relevant department. This
process demanded significant time and human resources, particularly during peak periods, leading
to delays in processing and reduced passenger satisfaction. Advances in Artificial Intelligence (Al)
and Natural Language Processing (NLP) have significantly enhanced the automation of passenger
feedback analysis. Social media-based sentiment analysis has proven effective for assessing public
transportation satisfaction, offering real-time insights that supplement traditional survey methods
[1-2]. Additionally, data-driven approaches such as big data analytics and systematic complaint
management have demonstrated the potential to optimize public sector responsiveness and service
efficiency, particularly in bus transportation networks [3-4].

Previous research has applied traditional ML methods, such as SVM, Naive Bayes, and
Decision Trees, for text classification tasks in transport-related NLP [5-10]. For instance, [9]
utilized an SVM classifier to process sentiment analysis of public transportation feedback from
Twitter, achieving high accuracy on well-structured data. However, these models struggle with
informal and code-mixed language, which is common in passenger complaints. Similarly, [6]
demonstrated that Naive Bayes is effective for classifying short text reviews, such as product
reviews from Amazon, but struggles with generalization when applied to multilingual corpora,
limiting its real-world applicability. Moreover, traditional ML models often require extensive
feature engineering, making them less adaptable to real-world datasets that exhibit high linguistic
variability.

Despite their widespread use, these methods exhibit significant limitations. Manual feature
selection in traditional machine learning models relies on predefined linguistic patterns, failing to
capture deep semantic relationships within the text, which limits their adaptability to complex
language structures. Additionally, these models struggle to generalize across different datasets,
particularly in multilingual settings, where linguistic variations and code-mixing introduce
additional challenges. Furthermore, classical ML approaches are inefficient in handling noisy text,
as passenger feedback is often short, informal, and contains abbreviations, leading to reduced
classification accuracy and reliability in real-world applications.

To address the limitations of traditional machine learning approaches, modern NLP
techniques employ deep learning architectures, particularly neural networks that automatically
extract feature representations from text [11-13]. Recent advancements in deep learning have led
to the development of transformer-based architectures, such as BERT and its multilingual
adaptations, which have demonstrated superior performance in various text classification tasks
[11-13]. Unlike classical methods, transformers utilize self-attention mechanisms that enable them
to capture long-range dependencies and contextual nuances. Research indicates that BERT-based
models generally surpass traditional machine learning techniques in multilingual text
classification, particularly in tasks requiring nuanced contextual comprehension [12]. However,
transformer models still face challenges in transport-related multilingual NLP applications. For
instance, while MBERT exhibits strong performance in resource-rich languages, its effectiveness
declines in low-resource and code-mixed settings due to limited training data and increased
linguistic variability [14]. Similarly, while XLM-RoBERTa has been shown to enhance
multilingual adaptability, it relies heavily on extensive labeled data for fine-tuning, which remains
scarce for Kazakh [15]. DeepPavlov’s ruBERT, optimized for Russian-language processing,
achieves high accuracy in monolingual tasks; however, its applicability in handling mixed
Russian-Kazakh text remains uncertain [14]. These challenges underscore the necessity of
systematically evaluating transformer models to determine their suitability for real-world
multilingual transport feedback classification.

Existing research on public transport feedback classification has predominantly focused on
English-language corpora, with studies utilizing sentiment analysis and social media data to
evaluate passenger satisfaction and service quality [1]. Some research has extended this approach
to other languages, such as Spanish, as seen in studies conducted in Santiago, Chile, where Twitter
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data was analyzed to infer user sentiment regarding public transportation [2]. However, these
methods primarily rely on structured datasets and high-resource languages, limiting their
applicability in multilingual or low-resource settings. Meanwhile, other studies have explored
data-driven techniques to optimize complaint processing in public transport systems [3-4],
focusing on operational efficiency rather than addressing the linguistic complexities associated
with multilingual passenger feedback. Studies addressing transport-related NLP in
underrepresented languages are virtually nonexistent, despite the increasing demand for
multilingual Al applications in public services. While general-purpose multilingual NLP research
has progressed [14-15], there are no established benchmarks or large-scale annotated datasets for
transport-related multilingual classification, particularly in Kazakh and Russian-Kazakh mixed
text. This lack of dedicated datasets and evaluations makes it difficult to determine which
transformer models are most suitable for processing real-world passenger feedback in multilingual
settings.

This study addresses this gap by introducing a novel dataset of real-world passenger reviews
in Russian, Kazakh, and mixed-language text, which has been manually annotated for supervised
classification. Unlike previous datasets used for transport-related NLP, which predominantly focus
on English-language complaints [1], this dataset offers the first systematically annotated
multilingual corpus for transport-related feedback in a low-resource setting. It captures linguistic
challenges such as code-mixing, informal phrasing, and orthographic variations, ensuring a more
realistic evaluation of transformer-based architectures for real-world applications in multilingual
public transport services.

Unlike previous research, which primarily focuses on monolingual text classification, our
study provides a systematic comparison of multilingual and Cyrillic-specific transformers,
highlighting their strengths and limitations for passenger feedback categorization. The findings of
this study serve as a foundation for further research in multilingual NLP and contribute to the
development of real-world applications for automatic feedback routing in transport companies.

Materials and methods. The automation of text classification processes is an important area
of applied research, particularly in the domain of feedback analysis. One of the key factors
influencing the success of such research is the availability of real-world datasets, which are
essential for training robust ML models. This study utilizes a unique dataset of passenger reviews
provided by a public transportation company in Astana, Kazakhstan, covering user-generated
feedback from the year 2023. The dataset was compiled from passenger appeals submitted through
the official communication channels of the transport company, including mobile applications,
customer support hotlines, and online complaint forms. These appeals contain a diverse range of
feedback types, reflecting real-world passenger experiences and concerns. However, as the raw
data was not pre-labeled, it required manual annotation to create a structured dataset suitable for
model training, ensuring high-quality labeling and reliable classification. To ensure linguistic and
contextual accuracy, the annotation was performed by researchers specializing in NLP and
transportation systems. This process involves carefully assigning reviews to predefined categories
while considering linguistic features, contextual meaning, and variations in multilingual content.
To improve consistency, annotations were systematically reviewed and refined, minimizing
potential discrepancies. This structured approach ensures that passenger reviews are accurately
categorized, facilitating efficient processing and automatic redirection to relevant departments.

The dataset includes passenger complaints of varying lengths, from brief statements to
detailed descriptions. To improve processing efficiency, complaints were categorized by word
count: short (<5 words), medium (6—20 words), and detailed (>20 words). Figure 1 shows that
detailed complaints dominate, followed by medium-length ones, while short complaints are rare.
This classification aids optimization, allowing automated handling of short complaints and manual
review of detailed cases requiring escalation.
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Figure 1 — Distribution of complaints by length

A distinctive feature of this dataset is its multilingual nature, as the reviews are written in
both Russian and Kazakh, introducing additional challenges in text processing. Multilingual
content variations complicate classification, as passengers may switch between languages within
a single review, necessitating models capable of handling code-mixed text. Additionally, the
dataset contains syntactic errors and informal language, including abbreviations, typos, and non-
standard phrases, further increasing the complexity of text analysis. In some cases, reviews lack
sufficient context, making it difficult to accurately determine user intent without context-aware
classification methods. Addressing these challenges requires advanced NLP techniques,
particularly transformer-based architectures, to improve classification accuracy and enhance the
efficiency of automated complaint handling systems.

At table 1 provides an overview of selected complaints that illustrate varying degrees of literacy
and informativeness in both Kazakh and Russian. These examples further highlight the linguistic
diversity and challenges in processing such a dataset for automated classification purposes.

Table 1 — Selected reviews by literacy and informativeness levels
Literacy & Informativeness | Language | Example complaint

Level
High literacy, highly Kazakh "N mapuipyt, 07:15-08:15, KK name
informative asuIIaMachlH/IA KYTTIK, Mapa KaObUTIaHbI3."
Russian | "Mapupyt NeN. B BeuepHee Bpemst 0kuIaHNe
MapuipyTta 6oJiee IByX 4acoB, HET OCBEILIEHHS.
[IpocuM HanaguTh rpaduk aBuxeHus!"
Medium literacy, moderately | Kazakh | "N mapuipyt, name yHUBEpCUTET asiijaMachlHaH
informative name OarbitTa 18:15-18:46 )0K. ABTOOYC Here
Keuririn xyp?"
Russian "ABTOOYyC NeN, 2 sKeHIIMHAM CTaJIO TUIOXO M3-3a

naBkd. [IpocuM mepecMoTpeTs KOJIMYECTBO
MapuIpyToB B yachl MuK!"

Low literacy, low Kazakh "Asngamana KyTTiK, aBTOOYC JKOK, Here?"
informativeness

Russian "X nan, sxnan N-it aBToOyc, He mpuexain. Yro 3a
o6ecniopsiok?!"
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Code-mixed (Kazakh & Mixed ")Xypri3ymri He 0OCTaHOBWIICS Ha OCTaHOBKE,
Russian) x0Ts1 013 KyTKeH 20 MUHYT. 9TO HOpMaJIbHO?"
Mixed "N m/a [lobpoe ytpo! 3anycTute
JOTIOJTHUTEbHBIC MapmpyThl N aBToOyca. by
MYMKIH eMec, aiaMJap ChIAMaiIbl, eCiKTep
*aOblIMaiiel. To TBEpH BBUIAMBIBAIOTCS B
aBTOOYCax M3-3a OOJIBIIOr0 KOJTUYECTBA JIIOACH.
[ToTom mpuxoIUTCS KAaTh aBTOOYC U
onaszJpIBaTh Ha padoTy!"

Literacy & Informativeness Language | Example complaint

Level

High literacy, highly Kazakh "N mapmpyt, 07:15-08:15, KK name
informative asuIIaMachlH/IA KYTTIK, Mapa KaObUAaHbI3."

Russian "Mapuipyt NeN. B BeuepHee Bpemsi oxxugaHue
Maplipyra 0osee JByX 4acoB, HET OCBELICHHUS.
[Ipocum HamanuTh rpaduk nBrKeHHs!"

The classification categories were determined through content analysis of the dataset and
evaluation of the most frequently occurring themes. This structured categorization ensures that
feedback is systematically forwarded to the relevant operational units. Seven distinct categories
were identified:

1) Transport problems — Complaints related to route delays, vehicle overcrowding,
breakdowns, and bus shortages. These issues constitute a significant proportion of all feedback,
requiring immediate action to maintain the stability of transportation services.

2) Personnel problems — Reports concerning driver misconduct, reckless driving, or
improper behavior of inspectors. These complaints highlight the need for improved staff training
and adherence to service quality standards.

3) Bus stop infrastructure — Issues related to damaged or missing shelters, broken
information boards, and the absence of heated waiting areas. Addressing these concerns is essential
for enhancing passenger comfort and accessibility.

4) Equipment faults — Reports on technical failures of onboard systems, such as non-
functional validators, heating units, and digital information displays. These reviews emphasize the
importance of regular vehicle maintenance and technical inspections.

5) Acknowledgments, Praise — Positive feedback regarding driver professionalism,
improved route efficiency, and overall service enhancements. This category helps identify
successful operational strategies and recognize high-performing staff.

6) Organizational and technical problems — Complaints about errors in route maps, issues
with public transport card top-ups, and a lack of real-time scheduling information. These reviews
suggest a need for better organizational planning and improved passenger communication.

7) Other complaints — Feedback that does not fit neatly into the defined categories or
overlaps multiple issues. This category highlights the diversity of passenger concerns and the need
for flexibility in automated classification systems.

While the dataset is highly informative, several limitations must be considered. Data
imbalance presents a challenge, as certain categories, such as “Other complaints”, contain
significantly fewer samples than major categories like “Transport problems”, potentially affecting
model performance. Additionally, noise in the data, including spelling errors, slang, and informal
expressions, complicates classification and may necessitate data preprocessing techniques to
improve accuracy. Contextual ambiguity is another concern, as some reviews lack explicit details,
requiring context-aware NLP models to accurately infer user intent. Finally, the dataset exhibits
domain specificity, as it is sourced from a single transport company in Astana, meaning findings
may not be directly generalizable to other cities or transportation networks without further
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validation.

Unlike most publicly available transport-related review datasets, which are predominantly
monolingual and focus on English-language feedback, this dataset presents a unique multilingual
perspective, covering passenger-generated content in Russian and Kazakh. This makes it
particularly valuable for developing NLP models tailored to low-resource languages and
improving multilingual feedback classification in the public transportation domain.

Table 2 presents the distribution of annotated reviews across the training and test datasets.
The dataset consists of 2,400 manually labeled reviews, with 1,800 allocated for training and 600
for testing.

Table 2 — Distribution of annotated reviews by category and their division into training and
test datasets

No. Name of class Number of.ar'motated reviews
Total Training dataset | Test dataset
0 Transport problems 1214 910 304
1 Personnel problems 605 454 151
2 Bus stop infrastructure 175 131 44
3 Equipment faults 157 118 39
4 Praise 117 88 29
5 Organizational and 104 78 26
technical problems

6 Other complaints 28 21 7

TOTAL 2400 1800 600

Models. Modern language models based on the Transformer architecture demonstrate high
efficiency in NLP tasks. In this study, we explore the following transformer-based language
models: DeepPavlov/rubert-base-cased, XLM-RoBERTa-base, and XLM-RoBERTa-large.

The DeepPavlov/rubert-base-cased model is a Russian-language adaptation of BERT,
developed as part of the DeepPavlov project [14]. It has been trained on a large corpus of Russian-
language texts, including Wikipedia, news articles, and other open sources. The primary advantage
of this model is its ability to process text while considering morphological and syntactic features
of the Russian language, making it a strong choice for monolingual tasks [14]. An additional
advantage is its support for pretraining on specialized datasets, allowing for adaptation to specific
domains. In this study, rubert-base-cased was further trained on a manually labeled passenger
feedback dataset containing texts in both Russian and Kazakh. This adaptation improved its
performance in a multilingual environment, enhancing classification accuracy.

In contrast, XLM-RoBERTa-base is a multilingual model developed by Meta Al, designed
to process texts in over 100 languages, including Russian and Kazakh. Its architecture is based on
a multi-headed attention mechanism, enabling it to capture complex dependencies between words.
The model employs the Byte-Pair Encoding (BPE) tokenization method, which enhances its
robustness against spelling errors and syntactic variability, a particularly valuable feature when
dealing with heterogeneous data [15].

The extended version of this model, XLM-RoBERTa-large, has a greater number of
parameters and a deeper network, leading to higher accuracy in processing complex linguistic
structures. Due to its increased number of layers and attention heads, the model demonstrates
improved context understanding, particularly in tasks involving multilingual text analysis [15].

Table 3 summarizes the key architectural features of these models. These parameters directly
impact computational efficiency and the model’s ability to process texts of varying length and
complexity. While a greater number of layers and parameters enhances performance, it also
increases computational requirements.

72



Ne3(38) AAA XKAPLbICHI

Table 3 — Key features of the models

Model Name DeepPavlov/rubert- XLM-RoBERTa-base | XLM-RoBERTa-large
base-cased

Number of layers 12 12 24

Size of hidden 768 768 1024

layer

Number of 12 12 16

attention heads

Number of ~ 110 million ~ 270 million ~ 550 million

parameters

Max. length of 512 512 512

input sequence

Experiments. In our experiment, the three selected models were fine-tuned on the dataset
described above. The data was split with 75% allocated for training and 25% for testing, while
maintaining class balance across all categories. This distribution ensured that each feedback
category was equally represented in both the training and test sets, allowing for an unbiased
evaluation of the models' performance across the seven predefined categories.

Training was conducted over three epochs using the fine-tuning method on pre-trained
transformer models. The optimizer used was AdamW with a learning rate of 2e-5. For training the
models, a maximum input sequence length of 256 tokens was used, ensuring a balance between
computational efficiency and the quality of text processing. The optimal batch size during the
experiments was determined to be 16, which accelerated the training process while maintaining
stable gradient descent parameters. During training, the data was shuffled to prevent sequential
dependencies, while the test set remained fixed to ensure reproducibility of results.

To assess the quality of classification, several evaluation metrics were utilized, including
Accuracy, Macro Average F1-score, Weighted Average F1-score, Precision, and Recall. Accuracy
serves as an indicator of the overall performance of the classification model across all categories.
The Macro Average F1-score reflects the unweighted mean of the F1-scores across all categories,
making it particularly relevant for handling class imbalance and evaluating the model's
performance on underrepresented categories. In contrast, the Weighted Average F1-score provides
a more comprehensive measure of overall performance by accounting for the proportion of
samples in each category, ensuring that the evaluation reflects the real-world distribution of data.
Precision and Recall were analyzed for key categories to assess the model's effectiveness in
minimizing false positives and capturing true positives. The experimental results, summarized in
Table 3, present a comparative analysis of the models for review classification in a multilingual
environment, highlighting their respective strengths and limitations.

Results and their discussion.

As shown in Fig. 2, DeepPavlov/rubert-base-cased model testing demonstrated high
accuracy for categories with a large amount of data, such as ‘Transport problems’ and ‘Personnel
problems’. However, for sparse categories such as ‘Praise’, the F1-score remains low due to the
insufficient number of examples in the training set. This result aligns with expectations, as models
trained on imbalanced datasets tend to prioritize high-frequency classes, leading to suboptimal
performance in underrepresented categories.
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precision recall fl-score support

Transport problems ©.938258 0.92763 ©.95431 304
Personnel problems ©.80899 0.95364 ©.87538 151

Bus stop infrastructure @.82759 ©.9230e8 @.87273 26
Equipment faults ©.64286 ©.62069 ©.63158 29

Praise 1.20000 0.28571 ©.44444 7

Organizational and technical ©.91176 ©.7@455 ©.79487 44
Other complaints 2.59524 0.641e3 ©.61728 39
accuracy ©.387667 600

macro avg ©.82414 ©.72233 ©.74151 600

weighted avg ©.88559 ©.87667 ©.87577 600

Figure 2 — Model results: DeepPavlov/rubert-base-cased

The confusion matrix shown in Fig. 3 provides a detailed breakdown of prediction errors
and confirms the high performance in 'Transport problems' and 'Personnel problems' categories
while highlighting misclassifications in the 'Praise’ and 'Other complaints' categories. These
misclassifications suggest that DeepPavlov/rubert-base-cased struggles with classes that exhibit
greater linguistic variation and fewer training examples.
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Figure 3 — Confusion Matrix for DeepPavlov/rubert-base-cased

According to the results shown in Fig. 4, the XLM-RoBERTa-base model also showed high
accuracy for categories with a large amount of data: ‘Transport problems’ and ‘Personnel
problems’. However, for low-resource categories such as ‘Praise’, the FIl-score remains
suboptimal due to the limited availability of training examples. Notably, XLM-RoBERTa-base
exhibited a slight advantage over the DeepPavlov/rubert-base-cased model in the category '‘Bus
stop infrastructure’, suggesting that it is more effective in capturing context in multilingual texts.
In the category ‘Equipment faults’ the difference was insignificant, indicating that both models
face similar difficulties in handling such complaints. The category 'Other complaints' also showed
a slight advantage for XLM-RoBERTa-base, which may indicate its improved ability to handle
heterogeneous and multi-thematic reviews. In general, both models perform well in processing
large categories of reviews, but XLM-RoBERTa-base demonstrates superior performance in
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handling complex and heterogeneous texts, while DeepPavlov/rubert-base-cased is more

consistent in Russian-language contexts.
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Figure 4 — Model results: XLM-RoBERTa-base

The confusion matrix in Fig. 5 provides a detailed visualization of classification
performance, indicating the number of correctly classified reviews and misclassifications. This
analysis allows for a deeper understanding of the model's strengths and areas for improvement,
particularly in handling underrepresented classes.
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Figure 5 — Confusion Matrix for the XLM-RoBERTa-base model

The test results of the XLM-RoBERTa-large model, shown in Fig. 6, demonstrated high
accuracy for most categories, especially for classes with large amounts of data. The categories
‘Transport problems’ and ‘Personnel problems’ showed strong results, indicating the model’s high
ability to handle common types of reviews. Additionally, XLM-RoBERTa-large showed
significant improvements in the classification of categories such as ‘Bus stop infrastructure’ and
‘Organizational and technical problems’, suggesting that it better captures contextual nuances in
multilingual data.
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Transport problems ©.95146 ©.96711 ©.95922 304
Personnel problems ©.89744 ©.92715 ©.91205 151
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Figure 6 — Model results: XLM-RoBERTa-large

Despite the overall improvement in accuracy, the model displayed varying results when
processing certain categories. For instance, the ‘Praise’ category achieved an F1-score of 75.00%,
which is significantly better than previous models but still indicates room for improvement due to
the small dataset size. Meanwhile, the ‘Organizational and technical problems’ category showed
notable progress, achieving an Fl-score of 79.07%, reflecting the model’s enhanced ability to
capture context in this category. Additionally, the F1-score for ‘Bus stop infrastructure’ reached
90.00%, highlighting the model’s ability to process multilingual data with complex context. The
confusion matrix in Fig. 7 provides a comprehensive view of classification performance across all
categories, highlighting both the model's strengths and areas requiring further optimization.
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Figure 7 — Confusion Matrix for the XLM-RoBERTa-large model

Comparing XLM-RoBERTa-large with XLM-RoBERTa-base and DeepPavlov/rubert-base-
cased, the former demonstrated superior performance in accuracy and F1-score across most
categories. The improvement is particularly evident in the ‘Bus stop infrastructure’ category,
where XLM-RoBERTa-large achieved an F1-score of 90.20%, emphasizing its stronger ability to
capture contextual nuances in multilingual texts. This improvement can be attributed to XLM-
RoBERTa’s cross-lingual training on diverse multilingual corpora, which enables better
generalization across languages. Unlike DeepPavlov/rubert-base-cased, which is optimized
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specifically for Russian, XLM-RoBERTa-large effectively processes both Russian and Kazakh
text, reducing errors in code-mixed reviews.

The overall accuracy of XLM-RoBERTa-large was 90.00%, the highest among all tested
models, which underscores its enhanced capacity to handle complex and multilingual data. The
high weighted F1-score of 89.78% suggests that the model performs well on dominant categories,
while the improved macro-average Fl-score of 81.80% indicates better generalization across
underrepresented classes. In contrast, XLM-RoBERTa-base achieved a lower macro-average F1-
score, reflecting difficulties in handling imbalanced categories such as ‘Praise’ and ‘Other
complaints’. This highlights that while all models perform well on frequent categories, XLM-
RoBERTa-large demonstrates a superior ability to balance classification across all categories,
making it the most effective model in a multilingual setting.

As shown in Table 4, DeepPavlov/rubert-base-cased demonstrated consistent performance
in processing Russian-language texts, particularly in high-frequency categories like ‘Transport
problems’ and ‘Personnel problems’. This can be attributed to the model’s architecture, which is
specifically fine-tuned for Russian, allowing it to capture linguistic nuances more effectively.
However, its performance in rarer categories such as ‘Praise’ remained limited, likely due to
overfitting on dominant classes and difficulties in generalizing to low-resource categories.
Meanwhile, XLM-RoBERTa-base delivered comparable accuracy, with the added advantage of
effectively handling Kazakh texts and complex reviews due to its multilingual architecture.
Overall, XLM-RoBERTa-large, with its more advanced architecture, provided the best
performance by achieving a macro-average F1-score of 81.80% and a weighted average F1-score
of 89.78%, particularly excelling in the ‘Organizational and technical problems’ and ‘Bus stop
infrastructure’ categories.

Table 4 — A comparative analysis of the models for the classification of reviews in a
multilingual environment

Metrics DeepPavlov RUBERT | XLM-RoBERTa Base XLM-RoBERTa
Large

Accuracy 87.667% 89.500% 90.000%
Macro Avg (F1- 74.151% 69.336% 81.802%
score)
Weighted Avg 87.577% 88.619% 89.781%
(F1-score)

Conclusion.

Experimental results demonstrated that leveraging Transformer-based models for
automated classification of public transport passenger feedback yields high accuracy. However,
analysis highlighted disparities in model performance due to variations in architectural design and
multilingual data processing capabilities. A comparative evaluation of the tested models revealed
that rubert-base-cased exhibits strong performance when processing Russian-language feedback,
particularly in large categories. Following pre-training on Kazakh-language datasets, their
effectiveness in multilingual contexts improved but still lagged behind XLM-RoBERTa models
in handling sparse categories. XLM-RoBERTa-base outperformed in complex classification tasks
due to its multilingual structure but encountered challenges with underrepresented categories.
XLM-RoBERTa-large achieved the highest overall accuracy across categories but required
significantly greater computational resources. Generally, XLM-RoBERTa-based models excelled
in multilingual recall, whereas DeepPavlov/rubert-base-cased, despite enhanced Kazakh-language
pre-training, maintained superior consistency in Russian-language classification but struggled
with intricate multilingual contexts. The results confirmed that Transformer-based models provide
an effective framework for automatic classification of multilingual passenger complaints. While
all models demonstrated high accuracy in major categories, improvements in handling rare

77



Ne3(38) AAA XKAPLbICHI

complaint types remain necessary. Potential enhancements include expanding data representation
for sparse categories, implementing data augmentation techniques, and applying ensemble
methods to boost model resilience. Another promising avenue involves pre-training models on
extensive domain-specific corpora of Kazakh texts to refine multilingual classification accuracy.
Future research should prioritize advancing adaptation strategies for low-resource languages,
optimizing data balancing techniques, and investigating hybrid architectures that integrate
linguistic and domain-specific knowledge. Moreover, refining pre-training methodologies and
enhancing model robustness against linguistic variability will be critical for improving
classification efficiency in real-world multilingual feedback processing.
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TPAHC®OPMEP MOJEJIbAEPI APKBIJIbI )KOJIAYIIBIJIAP ITIIKIPJIEPIH
KIKTEY: RUBERT )KOHE XLM-ROBERTA MOJAEJIbJAEPIHIH KOJITAHBICbI

AHnoamna. Byn 3epmmey K02aMObIK KONIK JHCONAYULLLIAPBIHGIY RIKIPIEPIH a8moMammol
mypoe dcikmey yuin mpauncgopmep He2izinoeei Mooenvboepoi a3ipiey Hcare 01apObly OHIMOLLICIH
baganayza 6azeimmanzan. Maxcamei - nikipiepoi oy0eyoi Hcemindipy sHcane macenenepoi weulyoi
oymainanovipy. Konayuwliapoviy Kepi OaillaHblcblh MUiMOi 6HOey - KO2aMOblK KOk
Kbl3Memmepin — HcaKkcapmyovly Mauwl3obl 0Oonici, cebebi wewiimezen WablMoap MeH
onepayusIbl MUiMCI30iK  JHCONAYUBLIAPObIY KAHARAMMAHYbIH MOMEHOemin, J102UCMUKATbIK
KUblHObIKmapea axenyi Mymin. Kinmceosoepee wnecizOencen 20icmep Hemece KIACCUKANBIK
Mawunanvlk okeimy (ML) ancopummoepi cusikmol 0ocmypii Momin Jcikmey macindepi konminoi
JHCIHe apMYpai MOMIHOIK OepeKmepMeHt, acipece pecypcyl ulekmeyii miioepoe HCymouic icmeyoe
KublHObIKmMapea man 601aosl. byn sepmmeyde amanzan macene opuvic sxcane Kazax mindepinoezi
RIKipepoi Jicikmeyoezi mparHchopmMamopivlK apxumeKmypaiapobl JHcyteni mypoe CaiblCmoipy
apKuLIbl wewineoi, o1apobly HaKMbl KOI0AHbICMAbl MUIMOLIIIH Kopcemedi. 3epmmeyoin bacmul
yaeci - oiconayubliapovly — niKipaepi  Heeizinoe minee  Oeuimoencen  JcaoHe  KONMinoi
mparncgopmepaepdi bazanan, onapobly HCAINGLIAY MYMKIHOIKMepiHe manoay xcypeisy. byean
Oetiinei 3epmmeynep KoOihe agbliuiblH MINIHOe2l OepeKmep JHCUbIHMbIRbIHA CYUeHCe, OVl HCYMbIC
OpbIC JicoHe Ka3aK mindepinoeci apmypii HAKMul CYEHAPULiepoi KamMmumvlH, KOJAMeH
ManoanIaH2an Hcaya OepeKxmep HCUbIHMbIZbIH YCbIHAObL. 3epmmey ascblHOa Yul mpaucgopmep
mooeni: DeepPaviov/rubert-base-cased, XLM-RoBERTa-base owcone XLM-ROBERTa-large
AHCAMMBIKMBIPLLILIN, OAAPObIY Kypoeli Konmindi MamiHOepOi eHOey Kabinemi 6a2aiaHobl.
Okcnepumenm namudicenepi kopcemxenoeil, XLM-ROBERTa-large ey orcozaper dandikke (90%)
Jrcemin, apanac minoep mMeH Konminoi nikipaepoi xcikmeyoe y30ik Homudwce kopcemmi. An rubert-
base-cased mooeni opvic mininoezi nixipnepoi sxcikmeyoe mypakmol mypoe HcakCbl HIMUNCe
kepcemmi (87.667%), 6yn onvl Oipmindi manceipmanapea muimoi emeoi. XLM-RoBERTa-base
02/10iK NneH MYpaKxmuliblKmbly mMeHeepiMOi HYCKACLIH YCbiHbIN, apmypii nikipaepdi enoeyoe
muimoi wewim peminoe epexutenenoi (89.5%). Anaiioa, mpancgopmep mooenvoepi muimoi
bonzaHviMeH, onap Oepekmepoiy meHeepiMcizdici MeH cupex Kez0ecemin canammapovl 6HOey
CuUsiIKmuvl Macejnenepee man 001aodvl, acipece minoep mey OoOJiHOe2eH Hemece ApPHAlibl
MEPMUHON02US. KOTOAHbLIAMbIH dicagoailiapoa. bByn nomuoxcenep mpancghopmep mooenvoepiniy
Hconaywvliap NiKipiepin agmomammsl mypoe AHCikmeyoi e0dyip HCaKCApmMAamvlHbIH HCIHE
KO2AMObIK KOJIK Kbl3Memmepi YUiH ayKblMObl WeUliM YCOIHAMbIHbIH 0271e10eU0I.

Tyiiin ce30ep: Tabusu mindi eyoey, mominoi sxcikmey, Tpancghopmep, BERT, DeepPaviov,
XLM-RoBERTa, sconaywiiap nikipiepin manoay, Konmiidi mooenvoey.
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MOJAEJIA TPAHC®OPMEPHI J1JI1 KIACCUO®UKAIINHU OT3bIBOB
ITACCAKHUPOB: HCCJIIENOBAHHUE C UCIIOJIb3OBAHUEM RUBERT U XLM-
ROBERTA

Aunomayun. B smom  uccredosanuu  uzyuaemcs — paspabomka U OYeHKd
NPOU3BOOUMETbHOCMU — MOOelell  HA — OCHO8e  MPAaHChopmepos Ol  ABMOMAMUYECKOU
KAAcCUuKayuy 0oms3vl808 NACCANCUPOB O0OUECMBEHHO20 MPAHCHOPMA C UYEblo VIYYUleHUs
00pabomxu 0OpamHoOU C8s3U NPU ONMUMU3AYUY peweHus npooiem. Ippexmusnas obpadbomka
OM3bIBO8 NACCANCUPOS UMeem peularoujee 3HayeHue OJisi YAVYUEeHUs YCiye 00uWecmeeHH020
MPAHCNOPMA, NOCKONbKY HepeuleHHble HCano0bl Uil IKCHAYAMAYUOHHAA HedIPHeKmueHocms
MO2Ym CHU3UMb YOO0BIEMBOPEHHOCHb NACCANCUPOB U CO30AMb NOSUCMUYECKUEe NPOOIeMbl.
Tpaouyuonnvie no0xoovl K Kiaccugpurayuu mexcma, maxue Kaxk mMemoowvl Ha OCHOBE KU eBblX
CNI08 WU KAACCUYeCKUe aneopummuvl Mawunno2o obyuenus (ML), ucneimuiearom mpyonocmu ¢
MHO2OA3LIYHBIMU U HEOOHOPOOHBIMU MEKCMOBbIMU OAHHBIMU, OCOOEHHO HA SA3bIKAX C HUSKUMU
pecypcamu. B smom uccredosanuu smom npoben ycmpausemcsi nymem CUCmMemMamuieckozo
CPABHEHUsL apXUMeKmyp Ha OCHO8e MPAHCHOPMAmopos OJis KIACCUPUKAyUU Om3bvle08 HA
PYCCKOM U KA3AXCKOM SI3bIKAX, OEMOHCMPUPYsL UX IPHEKMUSHOCIb 6 PEaNbHbIX NPUTLONCEHUSIX.
Kniouesoti 6xnad smozo uccnedosamus 3aKioyaemcs 6 OyeHKe KaK A3bIKOGbIX, Maxk U
MHOZ2O0S3bIUHBIX MPAHCHOPMEPO8 HA OCHOBE OM3bIEOE NACCAICUPOB, YMO Odem NpedcmasieHue
00 UX 803MOJNCHOCMAX 0000wenus. B omauuue om npedvbloywux uccied08anuil, Komopwvle 6
OCHOBHOM (DOKYCUPOBANUCH HA HAOOPAX OAHHLIX HA AHSIULUCKOM s3blKe, 6 Mol pabome
npeocmasien HeOasHO CO30AHHbIU, BPYUHYIO DA3MEHEeHHbI HAOOpP OAHHBIX, 0X6AMBIBAIOWUL
PA3IUYHbLE PEAbHbLE CYEHAPUU HA PYCCKOM U KA3AXCKOM S3bIKAX, YMO NO0360/158em Nposoounts
00vekmusHblll cpasnumenvuviil ananus. Tpu modenu mpancgopmepor DeepPaviov/rubert-base-
cased, XLM-RoBERTa-base u XLM-ROBERTa-large 6viiu obyuenvt u npomecmuposarol 0ist
OYEHKU UX CNHOCOOHOCMU 00padamvl8ams CLOHCHBIUL MHO2OA3LIYHBIL 6600. DKCNEPUMEHMANbHBIE
pesyromamul nokasvigarom, umo XLM-ROBERTa-large oocmucaem wnausvicuieni mounocmu
kaaccugpuxayuu (90%), ocobenHo 01 CMEWAHHBIX U MHO2OA3BIYHBIX OM3bIBOS, M020d KAK
DeepPavlov/rubert-base-cased pabomaem cmabunvrno xopowio Onsi pYCCKOA3bIYHBIX OM3bIBOE
(87,667%), umo noomeepacoaem e20 npuecoOHOCMb Ol 3a0ay OOHOA3ILIYHOU KIACCUDUKAYULU.
XLM-RoBERTa-base demoncmpupyem coanrancupo8antulii KOMIPOMUCC MeHCOY MOUYHOCHBIO U
HAOEHCHOCMbIO, YMO Oeldaen e20 HCUZHECHOCOOHbIM 8aPUAHMOM Ol 0OPAbOMKU 2emepo2eHHbIX
00630po6 (89,5%). Hecmomps na ceoio s¢pgpekmugnocms, mooenu Ha 0cHoge mpancgopmepa no-
APedsCHeMY CIMATKUBAIOMCS C NPOOIEMAMU, C8A3AHHBIMU C OAIAHCUPOBKOU OAHHBIX U 00PAbOMKOTL
HeOOCMAamoyHo NpeoCmAasieHHbIX KIACC08, OCOOEHHO 6 CYEHApusix C HEPABHOMEPHbIM
pacnpeodeieHuem A3bIK08 Ul MepMuHosozuel, cneyupuunol 0isi npedmemuou ooaacmu. Imu
pesyibmamsl  NOOMEEPAHCOAom, YUMo MOOeIU MpPaAHCHOpMeEPbl  3HAUUMENbHO  YAVHULAIOM
A8MOMamMu3ayuI0 Kiaccupukayuu Oomsvl808 NACCANCUPO8, NPeOOCMABIAs Macumaoupyemoe
peuiere 0711 ROCMASUWUKO8 0OWEeCME8EeHHO20 MPAHCHOPMA.

Knwuesvte cnosa: Obpabomra ecmecmenHozo A3bIKA, Klaccu@ukayus mekcmd,
Transformers, BERT, DeepPavlov, XLM-RoBERTa, ananusz om3bl606 naccaicupos,
MHO20513bIK0BOE MOOEIUPOBAHIUE.
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«EM CHIPER» BJIOKTBI HIU®PJIAY AJIT'OPUTMIHIH KPUIITOBEPIKTUUIIT'TH
3EPTTEY

Anoamna. Kpunmozepaghusinwix aneopummoepiniy iuinoe O10Kmbl Wu@paay arcopummoepi
KYnus aknapammapovl pyKcam emiime2eH RNatoalanyWbliapoaH CeHiM Kopeay YuliH
KonOaHullaowl. Kenmezen memnekemmepoe ON0KmMbl wudpray aneopummoepiniy 63iHOIK
cmanoapmapwel Oeximinicen. On 03 KezeciHOe aknapammapowvl CeHiMOI Kopaayea MYMKIHOIK
bepedi. An Kazakcmanoa MyHOail aknapammapobl KOpaay ancopummoepiniy cmanoapmmapbvl
beximinmezeHin eckepcek, oOHOa ONOKMbl wuUppray areopummoepin Kypy, 01apObiy
Kpunmobepixminicin 3epmmey apKauianoa e3ekmi macenenepoiy 0ipi. Byn maxanaoa 6noxmul
wugpray «EM Chipery ancopummine oughgepeHyuanvObix siane Cmamucmukaibly mauoay
HCYpi3ining Homudicenepi  YCblHbLIObL. Brokmel wiugpray aneopummoepiniy  Kayincizoicin
3epmmeyoiy Hezizei a0icmepiniy Oipi cMmamucmuKanivlk, Kayincizoiein manoay 601vin madowvliaosl.
Odemme 610KMbl WUPPAAYOa KOLOAHBLIAMBIH MYPAeHOIpYyiep 6apblCblHOA HCAKCHL ApaALACbIPY
MeH wawplpay commi mypoe OpblHOAICA, OHOA ANICOPUMMHIY KPUNmMocpapusaielx Oepikmici
AHcoLapevl Oeneetioe Kopeayea MyMKiHOIK anya 6on1advl. Cmamucmukaniblk maioay Heypeizy Yulin
aneopumm 0a20apaamManslik Hcyze2e AcCulpulibll JPMYPIL Y3bIHObIKMARbL WUDPMIMIH ANbIHObI.
Kypeisineen 3epmmeynepee cail YCbIHbLIZAH AN2OPUMMHIY CMAMUCTMUKATILIK MAL0ay1apvl
arcoeapuvl Homudice kopcemmi, senu NIST ycvinean mananmapea cai A 6asanadagvl maonoepi C
MoHIHeH YakeH, an B manoepi D monoepinen ynxen exeuoici anbikmanowl. [ughgpepenyuanov
manoayiap Hamuxiceci KopcemkeHOel YCbIHbLIZAH aneopumm KpunmoOeKiminiei HcagblHaH
orco2apul exendiei anvikmanowl. Aznu 16 paynomman 6acman kinmmi maby vikmumanovizbl 2~ 126
men. CoHvimen Kamap maxanaoa 6encini anreopummoepoiy oughghepenyuandvl manoayiapvlHa
HamuoicenepimMer canvlcmolpmanvl manoay owcypeizinin, maunviman Camellia 128, AES 128
aneopummoepimer WamMaiac Hamuxce KoepcemkeHoiei aHblKmanowvl. Anoazvl dscymvicmapoa
backada aneopumHiy KpunmoOeKiminiei HcaH MHCaAKmvl 3epmmeNniHing Homuoicenepi Maxkaia
peminoe YColHblIambvlH 601A0bL.

Tyiiin ce30ep. bnoxkmer wugp, wugp, rpunmoepagus, «inm, ughgepenyuaiov
kpunmomanoay, cmamucmuxansix manoay, EM Chiper, S-6rox.

Kipicme.

AKnapaTThIK Kayilci3fiK cajgachl Ka3ipri yaKbITTa Ke3-KeJlreH YHbIMIa HeMece KeKe TYJIFa
YILIiH MaHbI3/bl OarbITTHIH Oip OeJiriHe aifHanpl. OpOip MHTEPHET >KeNliCiHEe KOCBUIFaH JKeKe
TYJIFa HEMece YIUBIMHBIH JKeKe MaTiMeTTepiH (keke coiikectenaipy Homepi (PKCH), kymus ce3nep,
OYITTBIK TEXHOJOTMsJa cakTanFaH Kyxarrap skoHe OCK T1.0) Kkymms axnapaTTapbiH
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malypUIayIiblIapal  KOpFay MaHbI3Abl Oonbin  caHamaisl. COHFBI JKBUIAAPHI  €NliMi3e
kuOepiadybpuiaaybiap naiJanynbUIapAblH KYIUs aklapaTTapblHa PYKCATChI3 Kipy apKbLIbl
OpTYpJi ic-9peKeTTep IKYpri3im, Kymus akmaparTapbiH ypiayaa. Ocbl TypFblna KyIus
aKmaparTapAbl pYKcaT €TIIMETeH malyplaaybuiapaaH KOpFayablH €H CeHIM/II 91icTepiHiH Oipi
KpunrorpadusuiblkK oaictep 6obin Tadbbuiaasl [1-2]. Kpunrorpadusiibik oaicTep CUMMETPHSITBI
YKOHE aCCHMETPUSIIBI ICTI €Ki TOIKA XKiKTeseai. by exi anropuTMHiHIE 63 epeKelIeiKTepi KoHe
KemiutikTepi 6ap. CuMmMeTpusibl mudpiap KbUIIAMIBIFBl JKaFbIHAH KOFaphl OOJFAHBIMEH ©3
Ke3eriHje aKnaparrapsl mmdpay xoHe Kepi mmudpnay yuris Oip KUIT KOJIJaHFaHABIKTAH KT
alMacy YJIKeH KUBIHJIBIKTap TYFbI3ybl MyMKiH [3]. AJl aCCUMETPUSAIIBIK AITOPUTMACPC YIKEH JKait
caHIapAbpl KOJIAAHFAHIBIKTAH O KbUIAAMIBIFBI TOMEH, Oipak KilNT anMmacyaa eTe THIMII
KypacTeipbuirad. OHa Kynusl akmaparrapasl mudpiiay yiiH Oip KT, ajl Kepi mudpiay yiiH
0acka KUIT KOJIJaHbLUIa 6! [4].

Y ChIHBUIBIT OTBIPFaH MaKallaJa CAMMETPUSIIBI OJIOKTHI MK (praay aaroputMi O0IFaHABIKTaH
Ocbl OarbITKa TOKTajJcakK. bIoKThl mudprap Kynus aknapartapabl Oenrini Oip OWTTIK
V3BIHIBIKTAFBl  OJIOKTapra Oeminm opOip OyiokmeH >keke mmdpray xyprizimeni. Kaszipri
KOJIJIaHBICTAaFbl OJIOKTHI IH(pray airopuMiHiH Y3bIHIBIKTapel 64, 128, 256 teH [5]. brmokTsl
umdpnay anroputmaepine DES [6], AES [7], SM4[8], GOS T[9], Present T.6. kaTkpi3yFra
Oomnanpl. biiokter mudnay anropurmaepi VPN, kayincisz 6aimaneic TLS, quckineri aepexkTepal
umdprnay (itlocker,VeraCrypt), kayinciz xabap ammacy (Signal, Whatsapp) cuskrsl opTypii
cayaja akmaparTapAbl CEHIMII KOpFay YIIiH KOJIIaHbUIaAbl. BIokTel mmdpray anrropurMiepi
KYIUsl aKnapaTThlH Ma3MYHBIH KpUNTOTPadUsIIbIK TYPJIACHIIPYJIEp apKbUIbl MIA0YbUIAAYIIbIFa
TYCIHIKCI3 €Till TYpACHIIpesi.

Kasipri 61oktel mmdpray aaroputMaepi Kupkxodde [10] npuHnmmine HerizneiareH, sFrHA
i pAbIH CeHIMIUTIT mHdpIiay alropuTMiHIH KYIHSUTBUTBIFBIHIA €MEC KUTTTIH KYIUSIBUIBIFbIHA
Toyenal 0011y Kepek.

Kasipri yakeiTTa TaHbIMana OJOKTHI MK(pIIay alrOpUTMIEPIH KOJIAHYy CalTachlH KEHEUTY
HIEKTI KYPBUIFbUIAPFa HeT13/1eT MOU(UKALMACHIH XKacayMeH aifHanbIcyaa, conapasiH 6ipi AES-
Ti CEHCOPJIBIK XeJIepae THIMII KOIJIaHy THIMAUIITIH apTTRIPY KoHE MHUdpIay >KbUIIaM IbIFbIH
apTTBIPY CUAKTHI )KYMBICTap/Ibl KapacTbiprad [11].

Chadi R. 1.6. aBTOpnap [12] AES, DES, 3DES, E-DES 650kTsI mudpiay alropuTmaepine
caspICThIpMaltbl Tajaynap xyprisin, E-DES anroputwi sxorapbl eHIMILTIKKE He OOJaThIH IbIFbI
TIOJIEIIETEH.

broktel mmdprnay anropurmaepi OOWbIHINA ayKbIMIbl TalAay *KYMBICTApbIH >KYpri3reH
keneci [13] »xymbicThl aranm aiTyra Oomnanbl, ouga AES, Blowfish, IDEA cuskrer mudpnay
ITOPUTMIHE CAJIBICTBIPMAJIbI TAJ/IAay KYPri3ill HOTHXKECIH YChIHFaH.

Marepuanaap xkHe Taciigep.

3eprrenin oteiprad «kEM Chiper» 6510KThI M (piay anropuT™MIepiHiH muday cxemacsl |-
cyperre kepceriiredH. Onma EM Typrnennipy, S-010K, IMKIBAIK XKBUDKBITY, OUTTIK KOCY
onepauuscel *oHe 4 OalTTBIK OpbIH ayBICTBIPY CHUSAKTHI KapamailbIM TYpJEHIIpY oJicTepi
KOJIJJaHbUIFaH. byJl onicTep aJropuTMHIH KpPUNTOOEPIKTLIINH apTThIPy MaKCaThIHIA KaKChI
apajacTelpy OHE IIAIIBIpaTy CHSKTHI MaHbBI3Abl POl aTKapajbl. AJITOPUTMHIH TOJBIK
KYPbUIBIMBI [3] &KYMBICTa KOPCETUITEH.
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| PLAINTEXT |

v

|CHIPH£RTEXT |

Cypet 1 — «EM Chiper» 0610KTHI mudpiey anropuTMiHiH CXeMachl

«EM Chiper» 610kThI mmdpiay aaropuTMiHIH epekmeniri 0ackaaa OJOKTH mudpIay
anropuTMepinae kesgecneitin EM Typraennipy omepamnuscsl KonmaHbUiabl (2-cyper). EM
TYPJICHIIPYl CBI3BIKTBI eMec (DYHKIUsI OOJFaHABIKTaH ©3 KEe3€TiHJIe YCHIHBUIFaH aJTOpPUMHIH
KPUNTOOEPIKTUIIH )KOFaphl ICHrelie apTThIpyFa MyMKIHIIK 6epeni. EM Typnenaipy 6apbichiHIa
32 6utTik Kipic MOH/IEp (alIBIKMOTIH GIOKTApBI) TAHAAI albiHFaH Py (X), P2 (X), ..., pp(X) KyMbIC
HeTi3/lepl JIeN aTajJaThlH KeNTIPUIMENTIH KeNMYLIeTIKTepaiH Jopexeci OolbIHIIA OemikTepre
OedtiHe 1. AJbIHFaH OoMiKTepAl Kenecl GopMynaarkl MO3UIUSIIBIK €MeC TOJTUHOMUANIBIBI CaHAY
xyheci (ITETICXK) kanapIKTapabIH Ti30€ri peTiHAe epHEeKTenMI3:

A(x) = a;(x), az(%), ..., as (%),

MYHJIaFbl a;(x) - aJbIHFaH OemikTep, i = 1,S.

Kanapikrapabiy Tizoerinaeri op Oip OemikTepai payHATHIK KIATTEPAl KOJAaHY apKbLIbI
TYPJICHIPY MPOIIECCIH TOMEH IETieH hopMyIaMeH OpHEKTEN alaMbl3:

b;(x) = ai“'(x) mod p; (x),i = 1,85.

myHarbl b; (x) - mbiFbic MoHAEp (MHGPMOTIH) OOJTiri.
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[ 32 Bit ] [ p1(2),p2(2), ..., pn(2) ] [ 32 bit key ]

[ a,(z) a(z)| --- an(z)] [ kq k; kn }_

W v A 4

[ Bi(z) = a;(z)*tmodp; (z), i=Tn ]

F 3

EM

[ 5@ | a@| .. [se ]

Cypet 2 — EM Typnenaipy onepanusicsl

EM Typnenamipy onepamusacel MOAYJIh OOWBIHIIA OpeKere HeTi3/IeNreHIiKTEeH,
ANrOpUTMHIH mupray >koHe Kepimudplay XbUIAaMIbIFbIHA dcep eTeTiHairi oOenrimi. byn
MOCEJICHI OHTAMIIBI MIeNTy YIIiH UHACKC KecTeci Komaanbuiabl [3]. Conbmen katap «EM Chiper»
0JI0KTHI UG pIiay adropUuTMiHE KOJIaHBUIFaH S-0JIOK yKaHa 9/IIC apKbLIbl aIbIHABI [ 14].

«EM Chiper» OmokTsl mmdpriay alropuTMiHIH KPUNTOOEPIKTUIITIH aHBIKTAy YIIiH
KOJIJaHBUIFaH d/licTepre TOKTAJICaK.

CrartucTukanblk Tannay. biokTel mmdpray anrropuTMAEpiHIH KayillCi3diriH 3epTTeyaiH
HET13r1 9[ICTEePiHiH Oipi CTATUCTUKANIBIK Kayilnci3firia tanaay 6omnein tadbbuiansl [3]. udpnay
QITOPUTMJICPIH CTaTUCTUKANBIK TYPFbIAaH Tanmgay ymriH National Institute of Standards and
Technology (NIST) cenakrapsl, J[.KHyr ceiHakrapsl, Diehard ceiHakTapel xoHe Crypt-X
ChIHAKTaphl KoJJaHblIaAbl. byn celHakTap mmumdpray anropuTMiHEH ajblHFaH MIM(PPMITIHIL
OpTYpJi KpUTepuiliep apKbLIbl 3€pTTEN, Ocall >KepJepiH aHBIKTAI, CTATHCTUKAIBIK TYPFbIIA
Oaramaiiaer [15].

JuddepeHumaniplK KpUNTOTAIAAY 9iCi — OJOKTHI MM(pray alropuTMaepiHe Kapchl
naianaHplIaThlH KPUNTOAHAIUTHUKAIBIK IIa0ybuigapabiH Oip Typi. byn omic anmram per DES
ITOpUTMiHE KoJAaHbUIbII, 1990 sxpurgapaan Oactanm KeHIHEH TaHbIMan 0oia OacraraH >KoHE
KenTereH Immdpnay anropuTMmIepiHiH  OEpIKTUNNH  OChbl  9JIC  apKbUIbl  TEKCEpe.l.
JudepeHunaniplk KpUnrotaniay dici mudpaay aaropuTMIHIH )KYMBIC icTey KYpBIIBIMBIH Olle
OTBIpbIN  MAOyBUIAYIIbUIAP  KUITTI  aHBIKTAY BIKTUMAJJBIFBIH ~ TaOajpl.  AJropuT™Mre
Qg depeHImanibl KpUIToTaNay *KYprizy OapbhIChIHIA al/IbIH aja TaHJaJlFaH XYM IUpPIeHTeH
MOTIH TaHjan anbiHaabel. [laGysuinaymel AX = X;@X, ambIKMOTIH albIpbIMIAPBIH €CenTeM 1
oHE OHBIH HoTIXKeciHae AY = Y, @Y, mudpmoTinaepAiH albIpbIMIapsl KaHaai 001y KepeKTIriH
TabyFra ThIpbIcaabl[ 16].

HoTnxenep MeH TajKbLIAY.

Cratuctukansik Tangay. [lndpnay aaropuTMiHiHIH CTATUCTHKAIIBIK KayiNCi3/irin 6aranay
Oapeicbinaa NIST ceiHakTaps! xKypri3iaai. CratucTukaiblk Tanaay kyprizy yuid NIST yceinran
apHaiibl Statistical Test Suite Oarmapiamanblk >kaOabIKTamMa KojaaHeUiabl (3-cyper). byn
Oarnmapmamansl Konmany OapeicbiHza NIST ycbiaFad 15 CTaTHCTHKAIBIK ChIHAKTap OOMBIHIIA
3epTTeNeTiH MMPPMITIHI Ke3AeHCOKTBIKKA ¥ (XM-KBaapaT) KpUTepHilaepi GOMHbIHIIA 3epTTeil
P — MoHi anbIKTanmbiHaAbL, erep P — moni < 1 Oonca mudpMoTiH Ke3AeHCOK albIHFaH el
O0IKaNMBI3.
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/cygdrive/c/cygwinbd/sts-2.1.2/sts-2.1.2 - a X

[01] Freque
[63] Cum

[65] Lc

Di

"lappi

Cyper 3 — Statistical Test Suite 6armapiamach

EM Chiper mmmdpray anropurmi apksiibl anbiarad 1000000 OUT y3pIHABIKTAFBI ITU(DPMOTIH
oHe 128 OOk Y3BIHIBIK TaHIAN albIHBIN KE3AEHCOKTHIKKA Tekcepimmi. Statistical Test Suite
OarmapramMacbIMeH TEKCEpYAiH epekmieniri apOip 15 craTucTukanblk ChIHaKTap OoiibiHIIa P —
MoHZIepiH ecenTen KaHa Koimaii, C1-C10 apanbik unTepBasiFa 661y apKbUIbl 9pOip MHTEpPBAIFa
KaHZali MOH TYCETIHAIrH aHbIKTainel. byn e3 keseringe mmpMoTiHHIH Oip KaJIbIITHI
ynecripitrenairia kepcerenai. Meicanbl: C1 6aranaceiaga 0.0-0.1 apansiktarsl P — monzaepi 14
per, C2 Garanaceiga 0.1-0.2 apanbikrarsl P — MoHzepi 12 per ke3peceTiHiri, ai proportion
OemiMine 128 010K Y3BIHABIKTBHIKTBIH 127-1 cotTi ©TKeHairi kepcetinren. NIST Tamanrapeina cai
QJIBIHFaH 3epTTeynepre coiikec A Oaranagarsl MoHAepi C MoHIHEH yikeH Oouica, an B monnepi D
MOHJIEpIHEH YJIKeH Oojica ChIHaK COTTI OTTI Jem ecenTeiimis. 3epTrey HOTWKeci 4-cyperrte

Cl1 €2 €3 €4 C5 C6 C7 C8 (9 C1® P-VALUE PROPORTION STATISTICAL TEST

14 12 14 17 13 9 12 11 16 10 0.804337 1277128 A Frequency

12 16 15 14 1@ Sl > O 2 18 8.299251 127/128 BlockFraquency
12 1S 16 9 $ A5 2e 9 17 280 0.963482 128/128 CumulativeSums
14 10 18 11 14 15 19 12 12 11 8©8.796149 127/128 CunulativeSums

9 12 14 12 12 18 13 12 16 12 0©.756476 128/128 Runs
14 14 13 1 8 18 16 15 1@ 15 0.6062458 128/128 LongestRun
13 15 10 18 11 11 13 16 1@ 11 0.72329 1277128 Rank
16 15 14 5 15 13 13 11 15 17 @8.4p7em 128/128 FFT
11 18 11 17 12 5 16 12 13 13 9,.287306 1277128 NornOverlappingTesplate
11 8 7 13 1 15 13 13 14 18 ©9.422034 1277128 NorOverlappingTemplate
15 14 4 19 12 12 16 9 12 15 0.148094 1267128 OverlappingTemplate
1§ 12 16 13 19 10 12 7 20 18 0.148054 1257128 Universal
14 14 11 1 15 12 13 7 14 13 8©9.8485838 1277128 ApproximateEntropy

F 5 13 10 3 16 4 10 7 6 9.921262 19/05¢ RandomExcursions

S 8 S 12 ® AS S 7 7 7 0.,21339 go/8e ’ RandomExcursions

. :

& 9 11 6 7 g8 11 11 3 0.559523 80/80 B RandomExcursionsVariant
11 8 8 7 3 8 7 5 S @.973388 80/89 RandomExcursionsVariant
15 15 16 13 1S 14 12 7 9.654467 I 127/128 Serial

8 15 16 14 17 3 4 12 12 7 9.508934 128/128 Serial
12 13 12 15 15 12 20 10 B8 ©.468595 A 127/128 LinearComplexity

......................... .. - - - - - - - - -

The minimum pass rate for each statistical test with
random excursion (variant) test 1s approximately :f..
sample size = 128 binary seguences, T——

The minimum pass rate for the random excursion (variant) test
is approximately 76 ffor a sample size = 88 binary sequences, D
>
For further guidelines construct a probability table using the MAPLE program
provided in the addendum section of the documentation,

Cypet 4 — NIST cpinakTap HoTHXKEC]
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Hudepenumanaplk  Tangay. YcbiHbuIb - oThIpFaH  «EM  Chiper»  anropurmre
TG depensabK Tangay KYprisy YUIH KYPBUIBIMBIHIAFBI TYPJICHAIPYJEPIl CBI3BIKTHI JKOHE
CBI3BIKTHI eMec (DyHKIMsIapra Oelin, oJlapra *KeKe-KeKke Tanjgaynap Kyprizcek. OHa ChI3BIKTHI
GyHKIUSUTapFa  KaTBICTBIH — AUPQPEpEeHIIMaNIbl  TalgaydblH BIKTUMAJIBUIBIFEIH  KeJleciaen
AHBIKTalMBbI3:

- «XOR» omepamusicel ymin Ay = y; @y, = x;Dk®x,Bk = x;Dx, = Ax , sarHH
XOR ornepanuscbIHbIH Kipic MOHIHE Oip/eii MoHIEp/i KOCKaHHAH KipiC MiHAEPIHIH albIphIMIAPHI
MEH IIBIFBIC MOHJIEPiHIH albIPBIMIAPBI ©3repMeEii;

- «XOR» oneaprusicel yuin Ay =y, @y, = x; - k®x, -k = (x;®x,) -k = Ax -k,
aran XOR onepanusceiHblg KipiciHe Oipaeil MoHAEpIi ecelereHMEH Kipic aibIpbIMIapbl MEH
HIBIFBIC alBIPBIMIAPBIHBIH MOHIEPI COHIA MOHIE €CelICHE ],

- 3 KajaMm HETI3iHJAE COJFa IUKIII KBUDKBITY ONepanuschl yuiiH: Ay =y, @y, =

((x1,1®k1,1) : 23®(x1'2®k1’2) : 229)m0d232® ((x2,1®k2,1) ) 23@(x2,2®k2,2) :
229) mod23? = ((x1_1€9x2_1) 230 (x,,8x,,) - 229) mod23? = (Ax, - 23@Ax, -

229)Ymod232 Tenney opbIHIANAILL;
- 5 Kajam OOMWBIHINA COJFA IMKIA KBUDKBITY OIepaunusachl yimin: Ay =y, @y, =

((x1,1@k1,1) : 25@(351,2@'1‘1,2) : 227)m0d232® ((x2,1®k2,1) : 25@(952,2@](2,2) :

227) mod23? = ((xl,l@xz,l) - 250@(x12Dx,) - 227) mod23% = (Ax, - 25®Ax, -
22"Ymod23? tenney opblHANAIbL;

Kopsiteiaasuiait kee XOR, 3 sxxoHe 5 KajaMm OOMBIHIIIA COJFA UKL )KBUDKBITY CHI3BIKTHIK
byHkuusnap yurid auddepeHnuanapk 3epTTeyaepaiH bIKTUMANIBUIBIFEL 1-Te TeH 00J1abl.
Kemneci ChI3BIKTHI eMec QyHKIMSIIAp YUIiH Talgayaapabl KapacThIPanibIK.

- EM  ceBeiktel  emec  ¢yHkmmsacel  ymiH: A f;(x) = ;1 (x)DP; 2 (x) =
((ai,l(x)ki(x))ea(ai,z (x)ki(x))) modP;(x) adBIPBIMAAPBIHBIH KIPIC MOHIMEH MEH IIBIFBIC
MOHJIEPIHIH Ke3/IeCyJEepiHiH YJKEH aybITKyJapblHa COHKeC KENTIPUIMEHTIH KeNMYyIIeIiKTepre
Kapail 8-mi jmopexe ymin 27°, 7-mi gopesxe ymiin 27* koHe 5-mii aopeske yuiiH 272 TeH
GF(2de8ki()) T4 i=12
= S~ ) l = )yt = ) ;

Pi(x) J

- «S-0710K» (YHKIHUSCHI YIIIH KeJleCl BIKTUMAJIIBIKTApAbl ajambi3: TaHmanran S-0I710k
ayBICTBIPYBIHBIH 3€PTTEY HOTHXKECIHE caii allbIppIMIap IbIH Ke3aecyi 0-1eH 8-re AeifiHri apanbIiKTa
6omanpl. OpOip Kipic MOHAEPIHIH albIPBIMAAPHI COMKEC MIBIFBIC MOHAEPIHIH albIpbIMAAPH] 8 peT

BIKTMMAJI/IBIKTBI alIaMbI3, MYHJIAFbl, & ; (x),B;, ] (x) €

. 8
KE3JIECETIH €H YVJIKEeH aybITKybl OOJFaH/IBIKTaH, Te = 0,03125 BIKTUMAIIBUIBIKTEI TAHJAI

aJaMBbI3.

ANTOpPUTM KYpaMmbIHIAFbI TYPISHIIPYIEPAiH KOFapbIIarbl 3epTTEyIEpiH eCKepe OTHIPHI,
YCBHIHBUIBINT ~ OTBIpFaH  alrOPUTMHIH 1-m1  payHzabiarel  auddepeHnuanasl  Tanaayabl
KapacThIPabIK.

Meicansl: AmsIkMOTIH KyObH 0x0000000000000000000000000000001B-Te TeH TaHmar
amaiibik. Congma «EM Chiper»  anroput™ HeriziHae l-mii  payHATaH KeWiHT albIHFaH
HOTWOKeNepaiH  aieipeiMel  0x0000003C000000000000000000000000  Ten, am  KIITTI
AHBIKTAYABIFBl JKOFAPBl BIKTUMAIIBUIBIK S-OJOK  aybICTHIpYbIHA KATBICTHI OOJFaHIAKTaH
0,03125 = 275 BIKTUMAJIBIKKA TCH.

2 - Il payHITaFrbl albIPEIMHBIH HOJIJICH ©3relle MoHi 4-11i 0aiiTKa TeH OOJFaHIBIKTaH, O
EM ¢ykuuschiHa KaThIcTHI kaHe Kipici 0x0000003C ymin 0,01887 ~ 2~* pikruMangslk 6oica,
OHJIa 2-payH/ITaH KeHiH KilTi aHBIKTAY BIKTUMAJIBLIBIFEL 27 skoHe allbIpIMHBIH MaHi: 00000000
000024 3x1400 0000x,,x2,%x,30 00000000 TeH GomaIbL.

3 - payHATarbl alBIPBIMHBIH HOJJEH e3remie MoHi 7-mm, 11-mm xone 12-mii Gait
OosranabIKTaH, oFaH EM (dykumsceina sxoHe S-0J10K aaMacThIpyhI BIKNAT eTefi. [lereamen, exi
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GYHKIUSHBIHIA aYBITKY MIHIETTI TYp/ie KaTbica OepMel/Ii — TeK KalChICHIHBIH aybITKYBI )KOFaphI
GyHKIUSHBI TaHAaiMbI3. Bi3ain xarnaiina EM QyKIUsACBIHBIH aybITKYbl dKOFapbl OOJIFaHIBIKTaH
11 cont pyHKIMSHBI TangaiMbI3. Con cebenrti, 3-11i payHATaH KeHiH aHbIKTAy BIKTUMAIABUIBIFbI
2713 Gomagpl. Jlon ockl TOPTINIECH 3€epPTTEY apKbUIBl KIUITTI aHBIKTAY BIKTUMAIABIKTAP KECTECIH
tonteipamsbi3 (Kecre 1).

Kecrte 1 - Op payHaTaFbl KUITTI aHBIKTAYIbIH BIKTHMAJIIBIK HOTHIKEC]

Paynarap Ne AMBIpBIM Paynarap AMBIPpBIM
BIKTHMAJIBIFbI Ne BIKTHMAJIIbIFbI

L Kipic 1 9 Kipic 2754
IIBIFBIC 275 IsrsIC 2763

5 Kipic 27> 10 Kipic 2763
IsIFbIC 279 IsrsIC 2772

3 Kipic 27° 1 Kipic 2772
IerFeIc 2713 IIerFeIc 2781

4 Kipic 2713 12 Kipic 2781
JINISES Y 2718 IsirbIc 2790

5 Kipic 2718 13 Kipic 27
I eFeIC 2727 IIBIFBIC 279

5 Kipic 2727 14 Kipic 279
JINISES Y 2736 Isirsic 2-108

7 Kipic 2736 15 Kipic 27108
I eFeIc 2745 IIerFeIc 27117

8 Kipic 2745 16 Kipic 27117
IIBIFBIC 2754 IIBIFBIC 27126

Enpai ocer 3eprreynepre Herizinae Oackama Oenrin OJOKTHI mudpiay alropuTMepiMeH
CaJIBICTBIPMAJIbl TAJIAAYJIAP KYPTi3UIiM, HOTHXKEC] 2-KecTe1e KOpCeTII.

Kecte 2 - biokTs! mmdpnapasia auddepeHnmanipl Tangayra Kapehl TYPY TYPaKThIIBIFbI

Aaropurmzaep | buok Kiar Paynarap | Inddepenunangbr | KiarTi Tady
oJileMi | Y3bIHABIFbI CaHBbI TaJAayFa Kapchl | BIKTHMAJABIFbI
TYPAKTBLIBIFbI
Camellia 128 | 128 out | 128/192/256 18/24 YKoraper OTte ToMeH
out muddepeHnmanFa ~ 27126
TO3IMIII
AES 128 128 6ur 128 6ur 10 Korapsl Ote TomeH
nuddepennuanra ~ 27126
TO3IMII — 27254
3 DES 64 outr | 112/168 6ur 48 Kaxkcol Oprama
~ 2—90
IDEA 64 outr 128 our 8,5 Te3immal Toemen
~ 2—112
EM Chiper | 128 out 128 our 16 XKorapsr OT1e ToMeH
nudpepennmranra ~ 27126
TO31IMI1
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AES NIST crangapTsl peTiHae OEKiTUITeH eH Kayirci3 OJOKTHI mmpray aaroputm OOJbII
tabbutanel. AES-tin AES-128, AES-192, AES-256 wnyckacel 0ap osapIaslH  OapiibIFbl
muddepeHmanapl madyslIapra eTe KOoraphl JeHreiae te3iMai. KinTri Taly BIKTUMAABIFBI
27126 _nem Gacram 272°% -ke geitin Temenmeiimi. Kasipri 3epreynepme AES-ke Kapchl
nuddepeHran bl madysll JKYPri3uireH xoK. Al yeeIHbUIbI oThipFaH EM Chiper anroputMine
OCBI apajbIKKa JCHIH 0ackana Tajujayjap KYPri3urnm HOTHXKeNnepi Scopus, KOMUTET YChIHFaH
JKypHaJIZJapFa HOTIDKENIEpl JKapusulaHFaH. bysl Makanaga CTaTUCTHKAIBIK 3epteyiepi NIST
YCBhIHFaH XaHa OarjapiiamMa KeMeriMeH 3epTTeNin HoTuxkenepi anbiHabl. COHBIMEH KaTap op
payHarap OoitpiHImA auddepeHnranFa TO3IMAUIIK BIKTUMAIIBUIBIFB TAIAAHBIN, HOTHXEIEp]
YCBIHBUTFaH. 3epTTEYJIEp HETI31H/E OTE JKOFAPhI HOTHUKE KOPCETUIII.

KopbIThIHABI.

brokTel mmdprnay aknmapaTTapibl CEHIMAI KOpFayma, ocipece aepekTepai mudpiay,
ANEKTPOHABl OaillaHbIc HUQPIBIK KyHenepAl KOpray cajlachblHIa KEH KOJIJaHbICTa. BIOKTHI
mUGPIapAbIH ©3€KTUTITT TO3IMAUIIT KOFaphl, MUQpIIay KbUIIAMIBIFBI JKOFapbl JKOHE OPTYpPIIi
KOCBIMIIIAJIApFa OHTANIBI €HT131TyMEH ThIFbI3 OaitnanbicThl. ¥ chinbuirad EM Chiper anroputmine
JKaH JKaKThl Tajujayiap >KYpri3imim, HOTWXKenepl 3eprrenereH. byn makamama anropurmre
muddepeHIManabl TaIaay KYPri3iIin HOTHXKENepl YCHIHBULABL. AJBIHFAH HOTHKeepre caii EM
Chiper anroputmi x)ofapsl nuddepeHImanFa Te31Mal eKeHIIr aiKpIHAaIAbl. ¥ chiHbuIFaH EM
Chiper anroputmin TLS/SSL, IPSec, VPN, Disk Encryption, Messaging apps (WhatsApp, Signal)
T.0. KayilCi3[ik XaTrraMalapblHIa SKOHE KYNHs — akmapartapAbl  pyKcaT — eTiIMEereH
naiijanaHyusliapaH CeHIMI1I KOpFay MakcaThlHAa KOJIAaHyFa 0omaibl.
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HCCJEIOBAHUE KPUIITOCTOUKOCTH AJITOPUTMA BJIOYHOT'O
HNPPOBAHUSA «<EM CHIPER»

Annomauyun. Cpedu Kpunmoepa@uueckux aiecopummos OJisi HAOEHCHOU 3auunmol
KOH@UOEHYUANbHOU UHDOpMAYUL Om HeCAHKYUOHUPOBAHHBIX NOAb308amenell UCNOIb3YVIOMCS
aneopummsl  6104H020 wWUGposanus. Bo MHoeux cmpawax YCmauosneHvl coOCMBEeHHble
CMaHoapmol aneopummos 0J104H020 WUpposanus. Imo, 8 8010 0uepeddb, N03680sem obecneyums
HaoéxcHyto 3awumy ungopmayuu. M smo npu mom, umo ¢ Kazaxcmamne He ymeepoicOoeHvl
cmanoapmsl Ha NOO0OHbLe aneopummbl 3aujumuol ungopmayuu. Cozoanue aneopummos 6J104H020
wiugposanus u ucciedo8anue ux KpunmozpagduyecKol cmouKkocmu 8ce20a A8NAI0mcs 0OHUMU U3
CaMbIX — AKMYalbHbIX — 80Npoco8. B Oamnoii  cmamve  npeocmagieHvl — pe3yabmamol
ouggepenyuanvHozo u cmamucmu4ecko2o analu3a areopumma o10uno2o wugposanus «EM
Chipery. OOHUM U3 OCHOBHBIX MEMOO08 UCCIeO08AHUS CIMOUKOCMU Al2OPUMMO8 OJI0YHO20
wupposanus ansemcs cmamucmuyeckuli anaius cmouxkocmu. Eciu 6 xooe npeobpazosanuii,
00bIYHO UCNONL3YEMbIX 8 OJIOUHBIX WUPDPAX, YCNeuHo pearu308aHo Xopoulee cCMeuusanue u
pacceuganue, mo MONCHO O00OUMbCS BbICOKO20 YPOBHA KpUnmozpaghuyeckou cmoukocmu
3awumul aneopumma. /s nposedenus Cmamucmu4ecko20 aHaiu3a aneopumm Oblil peaius08aH
NPOCPAMMHO U  NOJAYYeHbl wugpmexkcmol paznuunou Oaunvl. Co2lacHO NPoBedeHHbIM
UCCTe008AHUSIM  CIMAMUCIMUYECKULL AHAIU3 NPEONONCEHHO20 ANIOPUMMA  NOKA3AN  6bICOKUE
pesynvmamsi, mo ecms co2nacHo mpebosanusm, pekomernoyemvim NIST, 6vino onpedeneno, umo
3HaueHnus 6 cmoaoye A borvwe 3navernuii 6 C, a 3nauenusi 8 B 6onvute snauenuti 6 D. Pesynomamol
oughghepenyuanvro2o ananu3a NOKA3AIU, YMO NPEONONHCEHHbIU ANOPUMM 001a0aem blCOKOU
Kpunmoepaguueckotl cmouxkocmoio. To ecmv 8eposimHoOCmb HAX0NCOeHUsL Katoua u3 paynoa 16
cocmasnsem 27128 Kpome mozo, 6 cmamve npo6edén cpasHumenvuwlii aHanus pesyibmanos
ouggepenyuanvnozo ananuza aneopummos NOONUCU, U YCMAHOBIEHO, 4YMO OHU NOKA3aIU
conocmasumvle pesyiomamol ¢ uzeecmuvimu ancopummamu Camellia 128 u AES 128. B 6yoywux
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pabomax 6yOem NpPOBEOeHO KOMNIEKCHOE UCCIe008aHue KpPUnmozpaguyeckolu Cmoukocmu
Opyaux aneopummos, a pe3yibmamoi 6y0ym npeocmaeiensl 8 8ude Cmamoi.

Kniouesvie cnosa. Brnounviti wugp, wugp, kpunmoepaghus, xuou, oupgepenyuanbHolil
Kpunmoauanus, cmamucmuyeckuu anaius, EM Chiper, S-010k.

STUDY OF CRYPTOCURRENCY OF THE BLOCK CIPHER ALGORITHM «EM
CHIPER»

Abstract. Among cryptographic algorithms, block encryption algorithms are used to reliably
protect confidential information from unauthorized users. Many countries have established their
own standards for block encryption algorithms. This, in turn, ensures reliable protection of
information. And this is despite the fact that in Kazakhstan, standards for such information
protection algorithms have not been approved. There, the creation of block encryption algorithms
and the study of their cryptographic strength are always among the most pressing issues. This
article presents the results of differential and statistical analysis of the block encryption algorithm
«EM Chipery. One of the main methods for studying the strength of block encryption algorithms
is statistical analysis of strength. If good mixing and diffusion is successfully implemented during
the transformations commonly used in block ciphers, then a high level of cryptographic security
of the algorithm can be achieved. To conduct statistical analysis, the algorithm was implemented
in software and ciphertexts of various lengths were obtained. According to the conducted research,
the statistical analysis of the proposed algorithm showed high results, that is, according to the
requirements recommended by NIST, it was determined that the values in column A are greater
than the values in C, and the values in B are greater than the values in D. The results of the
differential analysis showed that the proposed algorithm has high cryptographic strength. That is,
the probability of finding the key from round 16 is 27126, In addition, the article conducted a
comparative analysis of the results of the differential analysis of signature algorithms, and found
that they showed comparable results with the well-known Camellia 128 and AES 128 algorithms.
In future works, a comprehensive study of the cryptographic strength of other algorithms will be
conducted, and the results will be presented in the form of an article.

Keywords. Block cipher, cipher, cryptography, key, differential cryptanalysis, statistical
analysis, EM Chiper, S-block.
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INPUMEHEHHUE TEKCTYPHOI'O AHAJIU3A ITPA KJTACCHOPUKALIUH
MEJUIWHCKUX U30BPA’KEHUU

Annomauyun. B cospemennou meouyune aHamu3 meKCmypHulX NPUHAKO8 U300padceHutl
ucpaem B8AJCHYI0 pOJb 8 OUACHOCMUKe pa3Iuduslx 3abonesanull. [lanHoe ucciedoganue
NOCBAWEHO MemOoOaM KIACCUDUKAYUU TEeKCMYPHBIX NPUSHAKOS U300PANCEHUTI 0HCO208bIX
nopaxscenuli, NO38ONANUWUM BblOeIAMb UHGOPMAMUBHBIE XAPAKMEPUCMUKU U  NOBbILUAMD
MOYHOCMb OuacHocmuku. Paccmompenvl coepemennvle ancopummbl MAWUHHO20 00yUeHUs,
npumeHsemvle 01 A8MOMAMUUPOBAHHO20 aHAIU3A uzoopaxcenull. Ilposeden cpasnumenvubiii
AHAU3 PA3TUYHBIX MEeMO008 Klaccugurkayuu, visgneHvl Haubonee s¢hgexmusnsvie nooxoobl K
0bpabomke meKcmypHuIX NpuUsHakos. Pe3yiomamsl ucciedo8anus mo2ym Oblmsb UCNOIb30BAHDL
0151 pa3pabomKu UHMENIeKMYalbHblX CUCHEM NOO00EPHCKU NPUHAMUS 8PpAUeOHbIX peuleHul. B
uccne0o8aHuu UCNONIb308aH HAbOp Oauubvlx, exmodarowutl 1500 uzobpasicenuti 04c0208b1X
noOpaxscenuli, NONYYEeHHbIX U3 OMKpblmulx ucmounuxkos Roboflow u Kaggle. [ina evioenenus
MEeKCMYPHbIX NPUSHAKO8 npumerena npozpamma MaZda, obecneuusarowas 0emanvHblil aHAIU3
usoopasicenuil. Mcxoonwlil maccus, cooepacawuti 279 npuznaxos, 061 ONMUMUUPOBAH NYmMeM
8vi00pa Haubonee UHDOPMAMUBHBIX XAPAKMEPUCTIUK C UCNOIb30BAHUEM WEeCTNU MemOoo08:
ANOVA, Fisher, Relief, SBS, SF'S u RFE, umo nossonuno cokpamums ux xoaudecmeo 00 21.
Ilposeden 0630p coepemeHHbIX N0OX0008 K ABMOMAMUIUPOBAHHOMY AHAIU3Y 0HCO208, BKIIOYASL
Memoobl 0Opabomru U300pasceHUull U MAUUHHO20 00VUeHUs, ONYOIUKOBAHHBIX 3d NOCIeOHUE
nams aem. Paboma demoncmpupyem nepcneKmu8HOCmMb NPUMEHEHUs MAUWUHHO20 00VUeHUs 8
Mmeouyune U HeoOXOOUMOCMb OAIbHEUUUX UCCAe008aAHULl Ol NOBbIUEeHUs MOYHOCIU
Kaaccuguxayuy u npaKxmuyecKo2o 6Heopenus pazpadomantbix a120pUmmos.

Knrouesvie cnosa: mexcmypHnvlie npusnaku, MaZda, asmomamu3uposanuvlii aHAIU3
021C0208, MEOUYUHCKASL OUACHOCIUKA, 00pabomKa u300paxcenull, KiacCupurkayus 0x4#co2os.

BBenenue.

COBpCMeHHBIe METOAbI JOUArHOCTHUKN 0XKOT' OB Tpe6y}0T BI)ICOKOI\/'I TOYHOCTH 158
O00BEKTUBHOCTH TPU OMPEACIICHUU CTETICHH TSHKECTH MOBPEXICHUN Koxku. BpaueOHas oreHKa,
OCHOBAHHAsA Ha BI/ISyaJ'II)HOM OCMOTpe, MOXET 6I)ITI) Cy6’BeKTI/IBHOI\/II U 3aBUCCTH OT OIIbITa
crieruanucTa. B cBS3M ¢ 3THM aKTyanbHOM 3a7aueil BIseTcs pa3padoTKa aBTOMAaTU3HPOBAHHBIX
I/IH(i)OpMaHI/IOHHI)IX CUCTEM, I/ICHOJ’IBSyIOHII/IX METOAbI KOMHBIOTepHOFO 3peH1/1;1 U MAIIMHHOTO
oOydeHus AN KIACCHU(PUKAIUU OXKOTOB. ABTOMATHUYECKOE PACIO3HABAHUE CTEMEHU TSHKECTH
OKOTrOB HA OCHOBE I/1306pa)KeHI/II71 IIO3BOJISACT ITOBBICUTH CKOpOCTL 1 TOYHOCTh JUAIrHOCTUKH, YTO
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0COOEHHO Ba)KHO JUIsI CBOEBPEMEHHOT'O BBIOOPA TAKTUKM JieueHUs. OHUM U3 MEPCIEeKTUBHBIX
HAIpPAaBJICHUH SIBISIETCS aHAIU3 TEKCTYPHBIX XapaKTEPUCTUK MOBPEKICHHBIX YYaCTKOB KOXKH,
MOCKOJIbKY TEKCTYpHBIE PU3HAKU HECYT 3HAUMMYIO HH(POPMALIMIO O CTPYKTYpE TKaHU U CTETIEHU
ee MOpakeHUs.

B nanHOM wuccienoBaHMM — paccMaTpHBaeTCsl  MOAXOA K aBTOMAaTH3MPOBAHHOM
KJIaccu(pUKaUKU 05KOTOB TI0 TPEM CTEIIEHIM TsDKECTH Ha OCHOBE aHAJIHM3a TeKCTYPHBIX ITPU3HAKOB,
BBIYHCIICHHBIX C HCTIOJIB30BaHKEM IIporpaMMHoro obdecriedeHuss MAZDA. Jlyist or6opa Hanbosee
UH(POPMATUBHBIX MPHU3HAKOB MpHuMeHsoTCs Metonsl ¢unbrpammu: ANOVA, Fisher, Relief, a
Taxke Metoasl ooonouku: SBS, SFS u RFE.

Llens wuccnenoBanusi — paspaboraTb W 000CHOBaTh JI(P(GEKTUBHBIA MOAXOJ K
ABTOMATHU3UPOBAHHOW JTMAarHOCTHKE OKOTOBBIX MOPAXKEHH Ha OCHOBE aHalIM3a TEKCTYPHBIX
NPU3HAKOB M300paXEHUH, UCIIONB3YS METOBI OTOOPA MPU3HAKOB JJISl MOBBIIICHUSI TOYHOCTH U
MHTEPIPETUPYEMOCTH Kiaccudukanuu. MccnenoBanue HanpaBieHO Ha oIpeneieHne Haubolee
UHPOPMATUBHBIX MPU3HAKOB JUIS KJIACCU(UKAIIMH OXOTOBBIX IOPAXKEHUH, CHIKCHHE
pPa3MEpHOCTH MPHU3HAKOBOTO MPOCTPAHCTBA M YIy4lIeHHE PabOThl AJIrOPUTMOB MAIIMHHOIO
0o0ydeHus B 3a/1a4axX MEAUIIMHCKON JUATHOCTUKH.

Hayuynasi HOBM3HA 3TOrO HCCJEIOBAHUS 3aKIIOYAETCs B afalTallud KOHPUTYypaluu H
THIIEPIIapaMEeTPOB MOJETH U aJTOPUTMOB MAIIMHHOTO OOYYEHUS JUIS ONpEeIICHUS] HAWTydIien
CTpaTeru KIacCU(UKALKUKA C LETbI0 TOBBIIIEHUS TOYHOCTH KIACCHU(UKAIUU OMKOTOBBIX
IIOPAKEHUM.

3a mocneiaHHE MATH JET OBLIO MPOBEACHO MHOXKECTBO MCCIEAOBAHUM, IMOCBSIICHHBIX
IPUMEHEHUIO METOJ0B MAIllMHHOTO OOyueHHUs B MEAMIMHCKOW TMAarHOCTHKE, BKJIIOYas aHaIu3
M300paxKeHH 05K0roB. PaccMOTprUM OCHOBHBIE HAIPaBIIEHUS, CBSI3aHHBIE C JAaHHOW TEMAaTUKOM.
MeTobl MalIMHHOTO OOYyY€HHUs U KOMIIBIOTEPHOI'O 3pEHMsI HaxOJAT IIMPOKOE NPUMEHEHUE B
MEAUIMHCKON BU3yallU3allu1, BKJIIOYas JUATHOCTUKY KOKHBIX 3a00JIeBaHUM, TAKUX KaK 0Koru. B
uccinenoBannu BenennueBa J[.A. paccmaTpuBaeTCs HMCIOJIB30BAHUE HEUPOHHBIX CETEH A
CerMEHTAIlMU M KJacCU(UKAUU KOXKHBIX MaTONOTUi Ha ocHoBe (oTorpaduii mamueHToB [1].
OpnHako HeHpOceTeBblE AITOPUTMbI TPEOYIOT 3HAYMTEIBHBIX OOBEMOB JAHHBIX M BBICOKHX
BBIUMCIUTENBHBIX MOIIHOCTEH, YTO 3aTPyIHSET MX HHTETPAlMI0 B KIMHUYECKYIO MPAKTUKY.
TexcTypHBIN aHaJIW3 aKTUBHO NMPUMEHSETCS JUIsl JUarHOCTUKHU KOXHBIX U IPYTUX 3a00JIeBaHUM.
OnHUM U3 pacpOCTPAaHEHHBIX HHCTPYMEHTOB Il paOOTHI C TEKCTYPHBIMU IPU3HAKAMU SBJISIETCS
nporpamma MAZDA, Bkitodaromas MIUPOKUNA CHEKTP METOJO0B CTATUCTHYECKOrO aHaiu3a
u3zo0paxxkenuii. B uccnenosannn Benneka FO.K. paccmarpuBaroTcst moaxonbl K CerMEHTaLUU
M300paXeHUH C UCIIOJIb30BAHUEM TEKCTYPHBIX XapaKTEPUCTUK, a TAK)Ke MPOBOJUTCS OLIEHKA UX
(P PEKTUBHOCTH Ha PEAIbHBIX MEIUIIMHCKUX JTaHHBIX [2].

B 3amawax MeAMIIMHCKOW JMAarHOCTMKK BAaXHYIO pOJIb HUIpaeT oTOOp Haubosee
UH(POPMATUBHBIX TPU3HAKOB, MO3BOJAIOIMIMNA H30ekaTh INepeoOyueHus mozenei. Meroabl
dbuneTparum, Takue kak ANOVA, Fisher u Relief, mo3BositoT BeIsIBUTH Hanbosiee 3HAYUMBIE TS
kiaccuukanuyn npuzHaku. B pabdote Hacrenko E. ananusupyercs ucrosb30BaHNE TEKCTYPHBIX
XapaKTepUCTHK B 33Jla4ax KJIAaCCU(PUKAUU MEIUIMHCKUX M300paKeHMI, a TaKkkKe HCCIeayeTCs
BJIIMSIHAE PA3JIMYHBIX METOJIOB 0TOOpa MPU3HAKOB Ha TOYHOCTh Mozenei [3]. MeTtoasl 00071049KH,
Bkitouast SBS, SFS u RFE, no3Bossior popmupoBaTh onTuManbHble TOJIMHOKECTBA TPU3HAKOB,
CIOCOOCTBYIOIIHME MOBBIIEHUIO 3P PEKTUBHOCTH KIacCU(UKAIIUH.

Crnenyromee uccnenaoBanue [4] mocBsAMIEHO pa3pabOTKe aBTOMATH3HUPOBAHHOW CHUCTEMBI
aHaliM3a OXOTOBBIX paH, BKIIIOYAIOIIEH TPH KIIOYEBBIX OdTama: CEerMEHTAlHI0 H300paKeHHiA,
U3BJICYEHHE MPU3HAKOB W Kiaccudukaiuio obiacTeil. ABTOpPH paccMaTpUBAIOT pa3IUYHbIE
METO/bI Ha KaXJIOM dTare, CTPeMsCh OINPeNeNIUTh UX ONTHUMaJIbHYI0 KoMOuHaimoo. B kauectBe
OJIHOTO U3 TOAXO0J0B Oblla NPUMEHEHAa CEeMaHTHYeCKas CerMEHTAllsi Ha OCHOBE IIyOOKOM
Heiipocetn SegNet. Pe3ynbraTbl 3KCIEPHUMEHTOB MOKa3aliM, 4TO HaubOosnee 3PPeKTUBHOM
KOMOMHAIMEe METO/J0B SBJISIETCS HCIOJB30BaHUE HEYETKOro alropuTMa c-means s
CErMEHTAllMl U MHOTOCJIOWHOM MCKYCCTBEHHOM HEMPOHHOM CETH NPSIMOr0 paclpOCTpaHEHUS,
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00y4eHHOI MEeTOJOM OO0paTHOTO pacHpOCTpaHEHUs, U Kiaccupukanuu. J{aHHBIA TOIXOJ
no3BONIUI  AocTUYb F-ouenku 74,28% mnpu aHanuse U300paKeHUil, TMOTYyYEHHBIX Oe3
CHEUHATBHOTO MPOTOKOJA. B TO ke BpeMs MeToJ TITyOMHHOTO OO0Y4YeHHUs MPOAEMOHCTPUPOBAT
HECKOJIbKO OoJsiee BBICOKYIO TOYHOCTh ¢ F-omnenkoit 80,50%. Takum oOpazom, mpensoKeHHBINH
ITOPUTM KJIacCU(UKAIIMKU OKA3aJICs COIMOCTAaBUMBIM C TNTyOOKHM OOyd€HHUEM, YTO JIelaeT ero
NEPCIIEKTUBHBIM JJI1 aBTOMATU3UPOBAHHOTO aHAJIN3a OKOTOBBIX IOPAKEHUH.

VYbpTpa3ByKkoBasi IMarHOCTUKA, SIBJISSICH HEMHBA3WBHBIM METO/IOM BU3YaJU3allid, IIUPOKO
NPUMEHSICTCS JUISL BBISBIICHUS TATOJOTHM IMeYeHW. BakHBIM HampaBiICHHEM HCCICIOBAHUI
ABIISIETCS] AaHAJIU3 TEKCTYPHBIX XapaKTEPUCTUK U KJIacCU(PUKaAIUs yIbTPa3ByKOBBIX H300pakeHU
nevyeHu. B nanHoM [5] uccienoBanuu aiis 00pabOTKH N300pakeHHI CHaYana Obljla UCIOJb30BaHa
MaTpHIla COBMECTHOTO BCTpeuaeMoro rpaaueHTta cepbix ypoBueid (GLGCM), a 3arem — matpuiia
COBMECTHOTO BcTpeuaeMoro ypoBHsi ceporo (GLCM). Dtu MeTombl NMO3BOJIWIM BBIACIUTE 22
MpuU3HaKa, U3 KOTOPHIX ObUIM OTOOpaHbl ceMb HauOosiee MH(POPMATUBHBIX IS JalbHEHIIEH
KJIacCH(UKALIUK C UCTIOJIb30BAaHUEM HEHPOHHOM CETH 00paTHOTrO pacipocTpaneHus ook (BP).
B pamkax uccienoBanus ¢uOpo3 nedeHn kinaccupuuupoBaics mo natu craausam (S0-S4), npu
3TOM TOYHOCTH Kiaccudukanuu coctaBmia 100% mns SO u S4, 90% ans S1 u S3, a Taxke 70%
s S2.

Uccnenosarenu Cirillo u ero xoseru [6] KMCIob30Baay CBEPTOYHbIE HEHMPOHHBIE CETH
(CNN) nns mpOorHO3MpOBaHHS MPOTPECCHPOBAHUS PaH M YIYYIICHUS PE3yJIbTaTOB JICUCHHUS
0x0roB. OHM IPOAHAIM3UPOBAIN MapaMEeTpPhbl LIBETOBOTO M300paKEHUS TPEX TUIOB INIYOOKHX
TEPMHUECKUX MOBPEXKJICHUH, MOITYYECHHBIE TyTeM OIICHKU H300paskeHUi 370pOBOH KOXKH U (pOHA.
[Tocne obyuenuss CNN cpenHsisi TOUHOCTh, YyBCTBUTEIBHOCTh M CIICHU(PUYHOCTD IS YE€TBIPEX
TUTIOB 0XO0roB cocTaBuian 90,54%, 74,35% u 94,25% coorBercTBeHHO. Takum o0OpazoM, B
HACTOALEM MCCIEI0BAaHUU JENAeTcsl aKIEHT Ha MCIOJIb30BaHUM TEKCTYPHBIX IPU3HAKOB,
OTOOpaHHBIX MeToAaMH (uiIbTpanuu, A OO0ydYeHHUsS TPAAMIMOHHBIX MOJENeH MAaIluHHOTO
00y4€eHHs1, 4TO MO3BOJISAET JOCTUYb BHICOKOM TOYHOCTH IPHU KIACCU(PUKALIUU OXKOTOB.

B pabore [7] IlletiHnHa © COaBTOPOB MPEJIOKEH IMMOAXOA K OOHAPYKCHHIO
3JI0KAYECTBEHHBIX ~HOBOOOpPA30BaHMU KOXM Ha OCHOBE aHalu3a JEPMOCKOIMYECKHX
M300paXeHHUI C MCIIONBb30BAHUEM METOJIOB TlTyOokoro oOyuenusi. PaspaboranHas apXuTeKTypa
IIIyOOKOM CBEpTOYHON HEMpPOHHOM ceTH Obljia MpuMEeHeHa K 00paboTKe AepMOCKOIMMYECKHX
M300paXEHHUI Pa3IMUHBIX MOBPEXKIEHUHN KOXKH, YTO 00€CIEeUnIO TOYHOCTh Ha TECTOBOM BBIOOPKE
94%.

Hcnonk3oBaHue Moienel Ty00KOro 00y4eH sl IPU PEIIeHUH BBILIEYITOMSIHYTHIX MPo0eMm,
CBSI3aHHBIX C 0JKOTaMH, TakXKe 00CYKJaeTcs B cieayromiend padore [8]. ABTOPBI pacCMaTpUBAIOT
MCIIONIb30BaHUE TIIYOOKUX CBEPTOUHBIX HEHpOHHBIX ceTedl (CNN) B MalIMHHOM OOYYeHHUH IS
ABTOMATUYECKOTO TPOTHO3UPOBAHUSA TIyOMHBI OXora. B wuccienoBaHMM HCIOJIB30BAIUCH
[[BETHBIE M300paKeHUsI YETBHIPEX TUIIOB TIYOMHBI OKOTOB, CHAThIe kamepod TiVi, U yeTwipe
Ipe/IBapUTENIbHO O0y4YCHHBIC TIyOOKHe CBepTOdHbIe HeiiponHble cetn: VGG-16, GoogleNet,
ResNet-50 u ResNet-101. Hawnyumme pe3ynbTaThl ObUIM AOCTMTHYTHI HPU HCHOJIb30BAHUH
mozaenu ResNet-101, koTopas mokaszana ToyHOCTh 81,66% W npyrue moka3areiu, TaKhe Kak
YYBCTBUTEIHHOCTh U CTIELU(PUIHOCTB.

OT0 Hccie10BaHUE MOATBEPKIAET, YTO UCKYCCTBEHHBIN MHTEIUIEKT MOKET OBbITh MOJIE3HBIM
WHCTPYMEHTOM Uil MPOTHO3WPOBAHHUS TIIYOMHBI OKOTOB M OKa3aHWS TOMOINM B TPUHSATUU
KIIMHUYECKUX PENICHHA W TIEPBUYHOM JICUCHHUU OXKOTOBBIX paH. AHAJIOTHYHBIM 00pa3om,
uccienoBanue [9] U3 HUTUPYEMO pabOThI MOKA3bIBAET, YTO TOHKAsE HACTPOWKA BCEX CIIOEB J1aeT
Jy4lllie pe3yNbTaThl, YeM TOHKas HACTPOWKA TOJBKO BEPXHHUX CIIOEB, M JOKa3aHO, YTO BpeMs,
HeoO0XoauMoe Uil TOHKOW HAcTpOWKM BCEX CJIOEB, Ha CaMOM JieJe MEHbIIE BpPEMEHH,
HEO0OXOAMMOT0 I TOHKOW HACTPOUKHU TOJBKO BEPXHHX CJIOEB. DTO OOBSICHSAETCS TEM, UTO MPHU
HACTpOIKE BCEX CJI0eB OBLIO BBIMOIHEHO Bcero 20 3mox, Torja Kak MpHU HACTPOUKE TOJIBKO
BEPXHUX CJIOEB KOJWYECTBO 3Mox cocTaBuio 30. Eciu Obl HacTpoiika BEPXHHUX CJIOEB HE ObLIa
3aBepiieHa B TedeHune 30 3MoX, JOCTUTHYTHIE pe3yIbTaThl ObUTH OBl HEYIOBIETBOPUTEIBHBIMH.
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OT1o HaONIIOJIEHHE TOBOPUT O TOM, 4TO Oojiee TiayOOKas HACTpoiKa BCe MOAETH HE TOJIBKO
obecrieunBaeT OoJjiee BBICOKOE KayecTBO KOHEYHOTO pe3ysibTaTa, HO M CIOCOOCTBYeT Ooiee
OBICTPOI CXOAMMOCTH MOJIEIH, YEM HACTPOMKA TOJILKO BEPXHUX CIIOEB.

OTH TOIXOABl  JEMOHCTPUPYIOT  3(PQPEKTHBHOCTh  HCIOJIb30BAaHUS  COBPEMEHHBIX
TEXHOJIOTUH, TAKUX KaK IITyOOKOe 00yueHHE U TEKCTYPHBIC aHATIM3bI METUIIMHCKUX U300paKeHNI
JUISL TUArHOCTUKU M OLEHKH TSDKECTH 0XKOTOB KOXKH, PAcIIUpPsisi BO3MOXKHOCTH MEIWLUHCKOU
JIMAarHOCTUKY M YITydllIasi pe3yJabTaThl JICUCHHUS NAlUEHTOB.

Marepuajibl H MeTO/AbI HCCIeI0BAHMA.

Jns oOydeHHs M TECTUPOBAHUS MOJENEH MCIOJIB30BAJICS HA0Op M300pakeHHH OXOTOB,
BKItovaronuit 1500 n3o0pakenuil, pa3neneHHsix Ha TpH Kiacca no S00 n300paskeHui B KaXKIOM.
N300pakeHust ObLTH MOTYYSHBI U3 OTKPBITHIX HCTOYHUKOB, BKIIIOYAsk MEAUIIMHCKNE 0a3bl JaHHBIX
U JIOCTYIIHbIE Hay4YHbIE MyOIMKAINY, YTO 00ECTIEUIO pa3HooOpa3ye JaHHBIX H UX COOTBETCTBUE
peanbHBIM KIMHHYECKUM YCIOBHSIM. [Ipy aHamM3e TEKCTYphI TKaHEH BaKHO CBECTH K MUHHUMYMY
IpoIeyphl TPEABAPUTEIBLHON 00pabOTKH, YTOOBI COXPAaHUTH ECTECTBEHHBIE OCOOCHHOCTHU
n3o0pakeHnid. Bce n300pakeHnst CTaHAAPTU3UPOBAHBI IO OCBEIICHUIO M YIIIy ChEMKH, YTOOBI
MUHHMH3HPOBATH BIMSHUE BHEITHUX (PaKTOPOB.

Knaccudukarust 05k0roB OCyIIeCTBISIIACHh IO TPEM CTENECHSM TSHKECTH, IIPEICTABICHHBIX B
tabmuue 1.

Tabmuna 1 — CreneHp TSHKECTH 0KOTOB M MX MPU3HAKH
Ne Crenenpb [Tpusnaku N3obpaxenue
TSKECTH
0KOT'OB
1 I crenens IIOBEPXHOCTHBIE 0’KOTH,
3aTparuBaroIIne TOJbKO HUIEPMUC

2 II crenenn MOpAXKEHUE DIUAECPMUCA U YACTUYHO
JepMBI

3 III crenens rny0OKHe O0XKOTHM, 3aTparuBarole
BCE CIIOM KOXH M IOAKOXKHYIO
KJIETYaTKY

TexkcTypHble NpHU3HAKK OBLIM BBIYMCICHBI C MCIONIB30BaHMEM mporpaMMmel MAZDA,
KOTOpasi MO3BOJISIET U3BJIEKAaTh CTATUCTUYECKHE XapaKTEPUCTUKH H300paxeHuil. Bcero Obuio
10JIy4eHo 279 npu3HaKoB, BKIIOYAOMNX: MaTpuily COBMECTHOM BCTPEYAEMOCTH YPOBHEHN CEPOTO
(GLCM) — mapaMeTpsl KOHTPACTHOCTH, OJHOPOJHOCTH, OJHTPONHMUA U  KOPPEISIHH;
CratucTuyeckue MOMEHTBHI TIEpBOTO U BTOpPOro Tmopsjaka; BeiiBner-npeobpa3zoBanue;
I'ucrorpammel pacnpenesieHus MHTEHCUBHOCTEN MTUKCEIEH.
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OOGnacti WHTEpeca BBIACISINCH IYTEM HAJIOKEHUs BHIOPAHHBIX BPYYHYIO I[BETHBIX
obyacTell Ha TOJYTOHOBOE M300pakeHue (cM. Tad. 1). MoxHo omnpeaenuts 10 16 npoduei
obnacreii MHTEpeca, UCTIOIb3Ys 16 YHUKAIBHBIX IBETOB. AHAIH3 C TOMOIIBIO TporpaMMbel MaZda
BBITMIOJIHSETCST B Tpenenax 3Tux obmacteil mHTepeca. Ilocnme mpumMeHeHuss MeToioB orbopa
MpU3HAKOB M3 279 mapameTpoB ObUM 0TOOpaHbl 21 Hambosiee MHPOPMATHBHBIX MPU3HAKOB,
o0ecTeynBaIIuX HAMIYYIIyI0 KIacCU(UKAIUIO. DTO MO3BOJIMIO CHU3UTHh BBIYMCIUTEIBHYIO
CIIO)KHOCTh U TOBBICHUTH TOYHOCTh MOJENEH MAamMHHOrO o0ydeHus. J[[ns cokpamieHus
pPa3sMEepHOCTH NMPU3HAKOBOTO MPOCTPAHCTBA MPUMEHSUIUCH IIECTh METOJIOB:

- MeToapl CTaTUCTUYECKOTO TECTUPOBAaHUS: Anova (IMCHEPCUOHHBIA aHaIN3) — aHAJIU3
3HAYMMOCTH Pa3u4yuii MeXIy kiaccamu; Fisher — olleHKa COOTHOIIECHHSI MEXKKJIACCOBON H
BHYTpHUKJIacCOBOM aucnepcuii; Relief — onieHka 3HaunMOCTH MPU3HAKOB Ha OCHOBE PACCTOSHUS
J10 OnMrKalIIMX cocenei.

- Meroasr obGonouku (wrapper methods): SBS (Sequential Backward Selection) —
MOCJIEI0BATEIbHOE yJAJeHUe HauMeHee 3HauumMblx mpu3HakoB; SFS (Sequential Forward
Selection) — mocnenoBarensHOe M00aBIcHUE Hanboee 3HaunMbIx mpusHakoB; RFE (Recursive
Feature Elimination) — pexkypcuBHOE yaajieHHE MPU3HAKOB HA OCHOBE UX BaKHOCTH, OLICHUBACMOI
C HUCIONB30BaHUWEM MOJIEIHM, YTO TOMOTaeT BBIIBUTH HamOojee HHPOPMATHBHBIC MPU3HAKU.
Cpennue 3Ha4CHHS TApaMETPOB PACCUUTAHBI JJIsl 00ydaromiet u TecToBoit BEIOOpOK. [Iporeaypa
CEJICKIIMH MPU3HAKOB OCYIIECTBIICHA C IPUMEHEHHEM IIECTH METO/I0B. Pe3ynbTaThl BbIJIEIIEHHBIX
MPU3HAKOB TPECTABJICHBI B TA0IHIIC 2

Tabmuna 2 — CpenHue 3HaYCHHS MApaMETPOB M PE3yJbTATHI CEIEKIMH MPHU3HAKOB IS
oOyuJaronei 1 TeCTOBOM BHIOOPOK

Oo0yuarouuii Hadop TecToBblii HAOOP
Ha3Banue Cpezmee JHAYCHUC Ha3Banue Cpeuﬂee 3JHAYCHUE
NpPU3HAKA NPU3HAKA NMPU3HAKA NPU3HAKA

Mean -0.000000061 Mean 0.016216035
Variance 0.000000005 Variance 0.012079924
Skewness 0.000000003 Skewness -0.023899715
Kurtosis 0.000000017 Kurtosis 0.018523313
Perc.01% -0.000000244 Perc.01% 0.000204855
S(1,0)AngScMom 0.000000026 S(1,0)AngScMom | -0.02420533
S(0,1)Contrast -0.000000029 S(0,1)Contrast -0.065411258
S(0,1)Correlat 0.000000005 S(0,1)Correlat 0.080724801
S(1,0)Contrast -0.000000003 S(1,0)Contrast -0.081832485
S(1,0)Correlat 0.000000003 S(1,0)Correlat 0.108972243
S(1,0)InvDfMom 0.000000014 S(1,0)InvDfMom 0.065677647
Horzl GLevNonU 0.000000017 Horzl GLevNonU | -0.079309261
Horzl LngREmph -0.000000009 Horzl LngREmph | -0.064593038
Vertl GLevNonU -0.000000022 Vertl GLevNonU | -0.036143453
Vertl LngREmph 0.000000018 Vertl LngREmph | -0.042272361
Tetal -0.000000041 Tetal 0.049204005
Teta2 0.000000065 Teta2 -0.013152038
Teta3 0.000000057 Teta3 -0.036801371
WavEnHH s-1 0.000000030 WavEnHH s-1 -0.0528722
WavEnHL s-4 -0.000000015 WavEnHL s-4 0.002418665
WavEnLH s-4 0.000000015 WavEnLH s-4 -0.042384786

OT60p IMIPHU3HAKOB IIO3BOJIMT YMCHBIINTH KOJIHMYECTBO MCIIOJIB3YEMBIX IIapaMETPOB,
ITOBBICHUB 3(1)(I)CKTI/IBHOCTB KJ'IaCCI/I(I)I/II(aL[I/II/I " CHHU3UB BECPOATHOCTD Hep606y‘{CHI/IH.
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[Iponenypa peanuzanuu kiaccuukanuu W300paKEHHUS TMPH OMKOTOBBIX MOPaKEHUH
IpeJCcTaBiIeHa Ha pUCYHKe 1.

L]

C6op AaHHBIX

l

‘CopTposka nsobpaxeHnit no knaccam |

| I

- -’
MpegobpaboTka ganHbIx 7
Train / Test
- - : Merogst etk
bineneHue nnTepecyiowet obnacty, §. bunbTpam:
KagpuposaHue
— | g *FISHER; - RE
o °
2 «ANOVA; - KNN
= nNpeobpasosarine usobpamermna RGB 5 o
nzobpareHne B OTTEHKaX ceporo *RELIEF - DT
MeTtoapbl o6onouek: o —
. .
—— Wsmenenne macwTaba AaHHbIX SFS;
*SBS;
L | 4 Train [ Test
D *RFE. set Ne§
MazDa

Pucynok 1 — Cxema mporienypbl peanu3anuy KiaccuGuKaui n300paKeHus mpu
07KOTOBBIX MTOPAKEHUSIX

OO0yuaronast Beibopka coctasisia 70% ot o0miero oobeMa JaHHBIX, a TectoBas - 30%.
[Ipouecc oOy4eHUs M TECTUPOBAHUS KIACCU(PHUKATOPOB BBIMOJHSICA JBAXIBI, MOCIE YEro
PacCcYMTHIBAJIOCH CPEIHEE 3HAYCHHE BCEX TECTOB B KAYECTBE UTOTOBOTO pe3yibTara. J{Js Kaxmoro
Ha0opa TaHHBIX (POPMHUPOBAIUCH J[BA 00YYAIOLIMX U JIBa TECTOBBIX MTOJHA00PA C UCTIOJIF30BaHUEM
MeTo/a CiydyalHOM BBIOOPKM C BO3BpalleHHeM. B uccienoBaHuu ObUIM 3aJCHCTBOBAHBI TPHU
IUPOKO MpuMeHsieMbIx MeTona oOyuenus: K-Nearest Neighbors (KNN) — meron Onmkaiimmx
coceqneil, paboTaronMii Ha OCHOBE BBIYMCIIEHUS PACCTOSHUI MeXAy oObekTamu; Discriminant
Analysis (DR) — MeToa TUCKPUMHHAHTHOTO aHAIHM3a, ONPEISIISIOINIA TPaHHIIbI KJaccoB; Random
Forest (RF) — ancamOIieBBIi METO/I HA OCHOBE JICPEBHEB PEIICHHI, IEMOHCTPUPYIOIIUI BEICOKYIO
YCTOMUYUBOCTB K IIyMY B JIaHHBIX. J[JIs1 OLlEHKM KayecTBa MOJEJIeH MCIOIb30BAINCH METPUKU:
Accuracy — TouHocTb (001ast 705 MPaBHWIBHO Kilaccu(UIMPOBaHHBIX 00bEKTOB); Precision —
[Tperu3noHHOCTh (J10J11 UCTUHHO MOJIOKUTENBHBIX MPEACKa3aHUN Cpeid BCeX MOJOKHUTEIbHbBIX
npenckazanuii); Recall — [TomHoTa (705 UCTUHHO MOJOKUTENBHBIX MPEICKa3aHUM cpean BCeX
(aKTHUECKUX MOJIOKUTEIBHBIX 00BEKTOB).

Pe3yabTaTsl H 00cy:K1eHME.

[Tocne npoBeneHust oOyyeHHMs M TECTUPOBAaHUS MoJieslell MalIMHHOTO OOYy4YeHHs Ha
N300paKEHMSIX O0XKOTOBBIX TMOPKEHUH OBLIM TOJMYYSHBl KOJIMYECTBEHHBIC IIOKA3aTeNd WX
s dexTUBHOCTH. B Tabnuie 3 npeacTaBieH cpaBHUTEIbHBIN aHAIN3 TOUHOCTH KJIacCU(UKALIUU
pa3IMYHBIX AITOPUTMOB Ha OCHOBE METPHK.

Tabmuia 3 — CpaBHUTENBHBIA aHAJIN3 TOYHOCTH KJIacCUPUKaIMu

Mopaeib Accuracy(%o) Precision(%o) Recall(%)
KNN 71.2 70.5 69.8
DR 73.5 72.8 73.2
RF 79.0 78.5 78.9

Mogens Random Forest (RF) nmokazana sHauBsiciryto TO9HOCTB (79%), 4TO 0OBSICHSAETCS €€
CIOCOOHOCTHIO AP HEKTUBHO PabOTaTh C BELICOKOPA3MEPHBIMH MPU3HAKOBLIMY ITPOCTPAHCTBAMHU U
YUYUTBIBATE CJIOXKHBIC 3aBUCUMOCTH B JaHHBIX.
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JJ1st TOBBIIIIEHUST TOYHOCTH KJIAaCCH(HUKAIIUU 0XKOTOB 110 CTETICHU TSKECTU HCIOJIb30Baach
HACTpOMKa rurepriapameTpoB ¢ npumeHeHneM meto10B Grid Search 1 Random Search Ha ocHOBe
5-kpaTHOW Kpocc-BaIUIAMU. PaccMOTpuM JeTanbHO, KaKue mapaMeTpbl U3MEHSUIHCh U KaKue
3HAYCHUS JaBajil HAWJIYYIIUE Pe3yJabTaThl. Pe3ysIbTaTel, MOJyYeHHBIC B MPOLIECCE ONTHMU3ANT
THIIepIIapaMeTPOB MOJIeIICH Ha OCHOBE OIICHOYHBIX METPHK, IIPEICTABIICHBI B TAOIUIIC 4.

Tabnuua 4 — Pe3ynpTaT nocjie HacTpauBaHUsI TUIEPHIapaMeTPOB METPUK

Ne MeToabl HacTpauBaemble nmapamMeTphbl: Pe3yabrar:

1 | Meron k- | Yucno coceneii (k): BappupoBanoch ot 3 1o 15 ¢ marom | be3  HacTpoku:
OmmKanIIIX 2. Tounocts ~67%
coceneit (K- | OntumansHoe 3Havyenue: k = 7 (6amanc wmexnay | I[locie
Nearest MepeoOy4YeHUEM U HeJI000YUCHUEM ). ONTUMU3AITUU
Neighbors, KNN) | Metpuka paccTOsSTHMS: THIIEPIIAPAMETPOB:

EBxmumoso (L2), Manxarrenckoe (L1), Munkosckoro | Tounocts ~72%
(p=3).

OnTuMmaneHBIA  BBIOOp:  EBKIIMIOBO  paccrosiHme

(ToKazano JydIIyro Ki1accu(UKaIuio).

Beca coceneii:

PaBHOMEpHBIE, o0paTHO MPOTOPLUOHATBEHBIE

PacCTOSHUIO.

OnTUMansHBIA BEIOOP: 00paTHBIE Beca (Iar0T OONBIIYIO

3HAYMMOCTh OJIMDKAHIIMM 00BEKTaM).

2 | llepero pemieHuii | MakcuManbHas riiyOruHa iepeBa: bez  mactpoiiku:
(Decision  Tree, | 3uavenus: ot 5 10 30 (¢ marom 5). Tounocts ~60%
DT) OntumaneHoe  3HaueHue: 15  (cOamancuposanHoe | ITocie

pasoucHue). ONTUMU3AIUU
Kputepuit pazouenmus: TUIIEPIapaMeTpOB:
Gini, DHTpOMHSI. Tounocts ~70%
OntumaneHbpld  BeIOOp: Gini  (maBanm  MEHBIIYIO

BapHAaTHBHOCTH B Pa30MEHUSAX).

MUHHIMAaJIBHOE KOJIMYECTBO OOBEKTOB B JIUCTE:

Ot 1 g0 10 (mar 2).

OnTumaibHOe 3HaYeHHe: 5 (ycTpaHseT nepeo0yueHue).

3 | Cnyuaiineiii  71ec | Yucno nepeBbeB B aHcambOIIe: bez  wnacTtpoliku:
(Random Forest, | Bapbuposanocs ot 50 10 500 ¢ marom 50. Tounocts ~72%
RF) OntumansHoe 3HaueHue: 300 nepeBbeB (Oananc mexay | Ilocne

CKOPOCTBIO U TOYHOCTBIO). ONITUMM3ALUI
MaxkcumManbHasi r1yOuHa JepeBbeB: TUIIEPIIapaMETPOB:
Ot 10 go 50 (mmar 5). Tounocts ~79%
OnTtumansHOE 3HaueHHue: 25 (nasibHeiliee yBenudeHue | (JIydriuii

HE J1aBaJIo IPUPOCTa TOUHOCTH). pe3yabTaT  cpenu
MaxkcuManbHOE YHCIIO IPU3HAKOB MPH Pa3OneHHN: BCEX MojesIei).
Bapuanter:  sqrt (kBagpaTHBIi KOpPeHb OT YHCIA

npu3HakoB), 1092, Bce mpu3HaKu.

OntumaneHbeld  BBIOOp:  SOrt  (OamaHc — MexIy

BBIYUCITUTEIBHOHN 3P PEKTHBHOCTHIO 1 TOUHOCTBIO).

Kpurepuii pazouenus:

Gini, DHTpONHSI.

OnrumanbHbi BeIOOP: GiNi (oka3as JIydIinyo TOYHOCTh

Ha KPOCC-BAJTUIAITIH).

BrIBoBI IO HACTPOIIKE THIIEPIIAPAMETPOB:
- Cnyuaiinsiii nec (RF) ¢ 300 nepeBbsimu 1 riyOnHOIM 25 moKa3an HauBBICHIYIO TOUHOCTh — 79%.
- Meroast KNN n DT noka3zanu yiy4lleHHe [10CIIe HACTPOUKH, HO He npes3ouuu RF.
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[TonGop runepmapameTpoB npoBoauics uepe3 Grid Search u Random Search Ha 5-xpatHoit
KpOCC-BaJIM/IalliM, 4YTO IOMOIJI0O HW30exaTh mepeoOydeHus. Bcero B pesynprare aHaimm3a
n300pakeHuii ObLIIO M3BJIEYEHO 279 NeCKpUNTOPOB TEKCTYp. 3aTEM YMEHBIIEHHE Pa3MEpHOCTH
OBUIO BBITMIOJIHEHO C WCIOJNB30BAHUEM METOAA BBIOOpA INIECTH NpHU3HAKOB. B Tabmmme 5
MPOIEMOHCTPUPOBAHBI JIYUIIHE PE3YIIbTATHI, TIOTYYCHHBIC KAXKIBIM METOIOM.

Tabauna 5 — Pe3ynbraT npuMeHeHHs] METOI0B KJIACCU(UKALIMU U OLIEHKU TOYHOCTH MOJIETIH

OnruMajbHoe
HasBanue mopenn Meron Meroz Ouenxa KOJIHYECTBO
oTdopa KJIacCH(puKAUMU | TOUYHOCTH
XapaKTePUCTHK

MODEL 19 FISHER RF RF 0.79 19

MODEL 7 FISHER KNN FISHER KNN 0.74 I

MODEL 7 FISHER DT DT 0.73 7
MODEL 13 ANOVA RF RF 0.78 13
MODEL_8 ANOVA KNN ANOVA KNN 0.74 8
MODEL 17 ANOVA DT DT 0.74 17
MODEL 18 RFE RF RF 0.78 18
MODEL 11 RFE KNN RFE KNN 0.75 11
MODEL 18 RFE DT DT 0.73 18
MODEL 20 RELIEF RF RF 0.79 20
MODEL 18 RELIEF KNN RELIEF KNN 0.75 18
MODEL 20 RELIEF DT DT 0.73 20
MODEL 20 SFS RF RF 0.79 20
MODEL 6 SFS KNN SFS KNN 0.74 6
MODEL 16 SFS DT DT 0.74 16
MODEL 18 SBS RF RF 0.79 18
MODEL 7 SBS KNN SBS KNN 0.75 7
MODEL 9 SBS DT DT 0.73 9

AHanu3 BAMSIHUSA METOI0B 0TOOpa NMpU3HAKOB MoKa3all, yTo npumeHenne ANOVA u Fisher
MO3BOJIUJIO MOBBICUTh TOYHOCTh Mojesiell Ha 3-5% 1o CpaBHEHHIO C MCIOJIb30BAaHUEM BCEX
npu3HakoB. Metoasl oOomoukn SBS u Relief nokazanu Haumydmumii GanaHc MExXIy
Pa3MEpHOCThIO NMPU3HAKOBOTO MPOCTPAHCTBA M TOYHOCTHIO KJIaCCH(UKALMM, YTO JAENAeT HX
HPEANOYTUTEILHBIMU J1JIs1 TaHHOH 3a/1auH.

3aki0ueHue.

B pamkxax paHHOro wuccienoBaHus OblT pa3paboTaH MOAXOJ M aBTOMaTHUYECKOU
KJIaCCU(pUKALIMU 05KOTOB 10 CTENIEHH TSKECTH HAa OCHOBE aHAJIN3a TEKCTYPHBIX TPU3HAKOB. B xo11e
UCCIIEIOBaHMUs OBLIM M3BJICUYEHBl TEKCTYPHbIE XapaKTEPUCTHUKU C NPUMEHEHHEM MpOrpamMMbl
MAZDA, 4TO NMO3BOJMJIO YYWUTHIBaTh XapaKTEPUCTUKU CTPYKTyphl TkaHeW. IIpoBeneH anamus
3(QPEKTUBHOCTH pPAa3JIMYHbIX METOJO0B OTOOpa NPU3HAKOB, IpPH KOTOPOM HAWIydllHMe U
OJIMHAKOBbIE pe3yibTaThl mnpoaeMmoHcTpupoBasin SBS u Relief. IloarBepkaena BbICOKas
pE3yJIBTaTUBHOCTh TEKCTYpPHOIO aHalIW3a B JUArHOCTHKE O0)KOIOB IIyTEM COIOCTaBIICHUS
MOJIyUEHHBIX JIAaHHBIX C pe3yJbTaTaMM APYTUX HCCIeOoBaHUN. OOydeHbI M MPOTECTHPOBAHBI TPH

monenn mammHHOTO o0ydenus (KNN, DR, RF), rne Random Forest mocTur MakcuManpHON TOYHOCTH
79%.

[TepcniekTUBBI MaTbHEUITUX WCCIIENOBAHUM 3aKJIFOYAIOTCS B HMHTETPAllUM CBEPTOUYHBIX
HeliponHbix cereid (CNN) ¢ TeKCTypHBIMH TpPHU3HAKaMH, pPACHIMPEHUH JaraceTa 3a Ccuer
BKJTFOUCHUS TAHHBIX U3 Pa3IUYHBIX UCTOYHUKOB, & TAK)KE IPUMEHEHUN METOIOB, TTOBBIIIAIOIINX
UHTEPIPETUPYEMOCTh MOJIENEH.
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MEJIUIUHAJIBIK BEHHEJEP/I KJIACCTAPFA KIKTEY/IE
TEKCTYPAJIBIK TAJLTIAY bl KOJIJAHY

AHnoamna. Ka3zipei 3amanebl MeOuyuHaoda KeckKiHOepOiy meKCcmypanvlK epeKulenikmepin
manoay apmypii aypyiapovbl OUdAeHOCMUKALAYO0d MAaHbl30bl pon amkapaovl. byn sepmmey
aKknapammulx CUNaGmmamanapobl AHbIKMAYyea MHcoHne OUdSHOCMUKANLIK 0270IKmi apmmulpyea
MYMKIHOIK Oepemin KYUIK dcapakammapuvl KeCKIHOEepiHiH MeKCmypanvlk epeKuenikmepin
Jcikmey a0icmepine apHanzan. Keckinoi asmomammanovipviiean manoay yuin KoJ0aHbLIAMbIH
Kaszipei 3aMaHebl MAWUHATLIK OKblMY al20pummoepi Kapacmuvlpvliadvl. Opmypai Jicikmey
a0icmepine CanblCmvlpMaibl Manday HCypeizinin, meKcmypauvly epexkuieiikmepin oyoeyoiy ey
muimoi macindepi anvlkmanovl. 3epmmey HaMudicenepin MeOUYUHANBIK WelliM KAObL10ayOvl
KON0ay YuliH UHMEeNNeKmyanovl xcyuenepoi azipaey yulin nauoanany2a 0onaovl. 3epmmeyoe
Roboflow, Kaggle awwix ke30epoen anvinean 1500 oana kyiiikmepoiy Keckinoepi (ap Klacc yuiin
500 oanaoan) nauodanansinovl. Opi Kapau sxcikmey yuin MaZda 6agoapramacsl apKwlivl alblHAH
MeKCmypanvlK epeKkuienikmep namuoaiansvliovl. bacmankeioa 279 epexuwienix anblkmaniobsl, OHblH
iwminoe 6 manoay adicmepin: ANOVA, @uwep, Perved, SBS, SFS sicone RFE Konoany apxviivl
21 mawuwizoel  epexwenik  manoanovi. Couavbl Oec  JCbLIOA  IHCAPUANLAHRAH — KYUIKMepOi
ABMOMAMMmMAaHObIPLLIZAH MAL0AYOblY 3AMAHAYU MICIIOEPiHe WOy HCACANObl, OHbIH [WiHOe
KeCKiHO0epOi 6HOey JcoHe MAUUHANLIK OKblmy 20icmepi. Kymvlc meouyunaoazvl MauuHaIbly
OKbIMYOblY d7eyemin JcoHe Klaccupukayus O0N0iciH  JicoHe 3ipieHeeH  aneopummoepoi
NPAKMUKANBIK eH2I3Y 01 dHcaKcapmy YuiH 00aH api 3epmmey Kadcemminiein kepcemeoi.

Tyiiin co3dep: mexcmypauvly epexkuwenikmepi, MaZda, asmomammanowipvlizan KyuiK
manoaywvl, MeOUYUHAIbIK OUACHOCINUKA, KeCKIHOI 6H0ey, KYUIK K1aCCUDUKAYUACHL.

APPLICATION OF TEXTURE ANALYSIS IN MEDICAL IMAGE
CLASSIFICATION

Abstract. In modern medicine, the analysis of texture features of images plays an important
role in the diagnosis of various diseases. This study is devoted to the methods of classifying texture
features of burn injury images, which allow identifying informative characteristics and increasing
the accuracy of diagnosis. Modern machine learning algorithms used for automated image
analysis are considered. A comparative analysis of various classification methods is carried out,
the most effective approaches to processing texture features are identified. The results of the study
can be used to develop intelligent systems to support medical decision-making. The study used
1,500 burn images (500 for each class) obtained from open sources Roboflow, Kaggle. Texture
features extracted using MaZda software were used for further classification. Initially, 279
features were extracted, from which 21 most significant features were selected using 6 selection
methods: ANOVA, Fisher, Relief, SBS, SFS and RFE. A review of current approaches to automated
burns analysis, including image processing and machine learning methods, published in the last
five years is performed. The work demonstrates the promising application of machine learning in
medicine and the need for further research to improve classification accuracy and practical
implementation of the developed algorithms.
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Keywords: texture features, MaZda, automated burn analysis, medical diagnosis, image
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APPLYING ARTIFICIAL INTELLIGENCE METHODS TO DETECT NETWORK
TRAFFIC ANOMALIES

Abstract. The development of information technology continues to highlight the importance
of ensuring the security of information resources. The increasing number of various types of
information threats complicates the detection of attacks. The objective of the study is to apply
artificial intelligence methods for attack detection while minimizing the number of traffic features
to achieve the required detection quality. To train Al, it is necessary to create a high-quality
dataset that allows for the accurate identification of attack features in network traffic. The
proposed approach uses Al trained on the UNSW-NB 15 dataset, which includes nine types of
network attacks: Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance,
Shellcode, and Worms. For implementation, Python is used with the Pytorch and Pandas libraries
for data processing. An analysis of the software module's performance was conducted, along with
the application of binary evaluation methods such as the Kappa Coefficient and the Jaccard Index.
The effectiveness of the proposed Al model is evaluated using classification metrics: Accuracy,
Precision, Recall, and F1 Score. Testing of the developed model with different sets of features
revealed that the model achieves high-quality prediction of anomalous traffic when using five
selected features. The performance of the Al model was assessed using the Kappa Coefficient and
the Jaccard Index. Effective classification thresholds were calculated based on the results,
improving the quality of anomalous traffic prediction. The evaluation results show that the
developed model, trained on the UNSW-NB 15 dataset, can accurately detect traffic anomalies,
thereby contributing to the information security of information resources.

Keywords: network traffic, artificial intelligence, neural networks, attack detection, dataset,
UNSW-NB, Kappa Coefficient, Jaccard Index.

Introduction

The application of information technologies is growing at a rapid pace today. This digital
transformation has led to a range of security issues. According to data from the State Technical
Service for the first quarter of the current year, over 16 million cyberattacks were blocked using
the Unified Internet Access Gateway (UIAG). Among the identified cases of malware distribution,
a total of 9,586 instances were registered and processed, with 2,795 in January, 1,317 in February,
and 5,474 in March [1].

Gartner has released a new report on technologies used in everyday information security
practices, showing that ITDR (ldentity Threat Detection and Response) has reached the peak of
inflated expectations in the Hype Cycle for Security Operations, 2024 [2].
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According to data from Positive Technologies, the number of incidents increased by 7% in
the first quarter of 2024 compared to the previous quarter. One of the most common outcomes of
successful cyberattacks was the leakage of confidential information, which accounted for 72% of
incidents involving individuals and 54% involving organizations. Additionally, cybersecurity
researchers from Secure Works observed a rise in domains registered with keywords related to
obituaries. Cybercriminals used artificially generated obituaries to attract potential victims. Their
targets included compromising the personal data of website visitors, stealing money under the
guise of donations for fictitious causes, and infecting devices with malware [3].

All these incidents are linked to the fact that modern attack scenarios are characterized by
high complexity, multi-stage processes, and automation. Attackers possess advanced technical
skills and actively employ artificial intelligence methods. The increasing frequency of attacks
necessitates a reassessment of protection strategies and the adoption of cutting-edge technologies
for network traffic analysis during the early stages of developing security solutions.

Materials and Methods.

Analyze the dataset

Analyzing network traffic for threat and anomaly detection requires processing large
volumes of data in real-time. One approach to addressing this challenge is the use of Artificial
Intelligence (Al). The network should incorporate various types of Al and be pre-trained for the
system's operation. These conditions will help mitigate the complexities associated with applying
Al for attack recognition in network traffic [4].

The paper aims to apply artificial intelligence methods for detecting attacks while
minimizing the number of traffic features to achieve the desired detection quality. To achieve this
goal, the following tasks need to be addressed: 1. Analyze the UNSW-NB 15 dataset [5] to identify
the most significant features that will aid in detecting anomalous traffic associated with various
attacks; 2. Determine the model parameters for constructing a neural network in accordance with
the selected training methodology and prepare the necessary software; 3. Test the developed
anomaly detection module for different sets of input features; 4. Evaluate the performance of the
software module, considering effective threshold selection and applying binary evaluation
methods such as the Kappa coefficient and the Jaccard index.

For training and testing the developed neural network model, the UNSW-NB 15 dataset was
used, which is freely accessible [5]. UNSW-NB 15 is a dataset of network traffic created using the
IXIA PerfectStorm tool in the Cyber Range laboratory of the Australian Centre for Cyber Security
(ACCS). This dataset includes both normal traffic and traffic associated with one of nine types of
network attacks: Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance,
Shellcode, and Worms. The dataset contains separate training and testing sets in *.csv format, with
171,716 and 82,331 records, respectively. For the classification task, a combined dataset was
created from the original training and testing sets, containing a total of 254,047 records. A snippet
of the UNSW-NB 15 dataset is shown in Figure 1.

dur proto service state spkis dpkts sbytes dbytes rate st duil sload dload sloss dloss  sinpkt dinpkt sjit djit swin stcpb dtcpb dwin tcprit synack ach

0.000011  udp - INT 496 90909.09020 254 0 1.803636e+08 00 L] 0.011 00 00 00 0 0 0.0 0.0

d

1

2 0000008 wudp - INT 1762 12500000030 254 8.810000e+08 00 0.008 00 00 00 0.0 0.0
3

0.000005  udp - INT 1068 20000000510 254 8.5440002+08 00 0.005 00 00 00 0o 0.0

4 0000006 wdp - INT 900 166666.66080 254 6,000000e+08 0.0 0.006 00 00 00 0.0 0.0

5 0.000010  udp - INT 2126 100000.00250 254 8.504000e+08 00 0.010 00 00 00 0.0 0.0

734 33333332150 254 1.045333e+09 00 0.003 00 00 00 0.0 0.0

o o o o o o
o o o o o o o

7 0000006 udp - INT 1960 166666.66080 254 1.3066672+09 00 0.006 00 00 00 0o 0.0

0
0
0
L]
0
0
8 0000028 udp - INT 1384 3571428522 254 0 1977143=+08 00 0 0 0.028 00 00 00 0.0 0.0
9 0.000000 arp - INT 46 0.00000 0 0 0.000000e+00 00 L] 0 60000.688 00 00 00 0.0 0.0

B L L I R R Y V)
o o o o o o o o o o

0
0
0
0
0
0
0
0
0
0

o o o o o o o o o o
o o & o o o o o o o

0
1
2
3
4
5 6 0000003 wdp - INT
6
7
8
9

o o 2 o o o o o o
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10 0.000000 arp - INT 48

Figure 1 — The source dataset UNSW-NB 15

0.00000 0 0 0.000000e+00 00 0 0 60000.712 00 00 00 00 0.0
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The UNSW-NB 15 dataset includes both numerical and categorical values. For the neural
network to function properly, all features must be represented in numerical format. Feature
selection, which is crucial for the binary classification task, plays a key role in ensuring the
performance and accuracy of the traffic anomaly detection model [6]. The UNSW-NB 15 dataset
contains 40 features, some of which are irrelevant, weakly correlated, or partially redundant,
potentially impacting the quality of the traffic anomaly detection model. To identify the most
informative features, a correlation matrix (Figure 2) was constructed based on Pearson correlation
coefficients [7], using the training dataset. The Pearson correlation coefficient is calculated as the
ratio of the covariance of two variables to the product of their standard deviations, where
covariance is defined as the expected value of the product of deviations of the variables from their
mean values (1).

cov(x,y) (=% yi=y)
rxy = = = ) (1)
55~ s mor

where X, y - are the mean values of the vectors x and y; s_x"2, s_y"2 - are the variances of the
vectors x and y.

The correlation coefficient can range from -1 to 1. The greater the absolute value of the
coefficient, the stronger the correlation between the variables. A value close to 0 indicates a weak
correlation. If the correlation coefficient is between 0 and 1, it signifies a positive correlation,
whereas a value between -1 and 0 indicates a negative correlation. A value of 1 means a perfect
positive correlation between two variables, -1 indicates a perfect negative correlation, and 0
denotes no correlation.

1o
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Figure 2 — The correlation matrix based on Pearson correlation coefficients for 40 features

As a result of using the correlation matrix, the 40 features were sorted in descending order
of their correlation coefficients and summarized in Table 1.
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Table 1 — Results of Traffic Feature Ranking

Ne | feature | Ne feature Ne feature Ne feature
1 dur 11 Dpkts 21 Djit 31 ct_flw_http_mthd
2 shytes 12 swin 22 Stime 32 is_ftp_login
3 dbytes 13 dwin 23 Ltime 33 ct ftp cmd
4 sttl 14 stcpb 24 Sintpkt 34 ct srv _src
5 dttl 15 dtcpb 25 Dintpkt 35 ct_srv_dst
6 sloss 16 smeansz 26 teprtt 36 ct_dst_Itm
7 dloss 17 dmeansz 27 synack 37 ct src_Itm
8 Sload 18 | trans depth | 28 ackdat 38 ct_src_dport_Itm
9 Dload 19 | res_bdy len | 29 is_smr_tisps_po 39 ct_dst_sport_Itm
10 Spkts 20 Sjit 30 ct_state ttl 40 ct dst src_Itm

Neural Network Model

The architecture of the created neural network is shown in Fig. 3. The neural network model
is implemented in Python using the PyTorch machine learning framework [9]. Data preprocessing
and metric calculations for classification quality evaluation were performed using the Scikit-learn
[10] and Pandas [11] libraries.

The development was carried out in the specialized online environment Kaggle [12].

The input layer consists of 3 neurons. Each neuron receives binary data (0 or 1) representing
various features of the input message, such as the presence of certain words or other characteristics
of the text. The hidden layer contains 3 neurons. Each neuron receives a linear combination of
input signals, which is weighted. After summing the signals, a sigmoid activation function is
applied, which limits the output value to a range from 0 to 1. The weights are changed during the
training process to improve the accuracy of predictions. The output layer consists of a single
neuron. This neuron takes values from the hidden layer and also uses the sigmoid activation
function. The implementation of the neural network model is calculated in the MS Excel program
(Figure 3).

el2=0,69928
§12= 0,14705

sum  fi2

0,84385 0,69928

x1 wlll= 0,62195 w211= 0,80588 w31l= 1,43062 ell= 0,07609 wll2= 0,51745
wnews= 0,62195 wnews= 0,80588 wnews= 1,43063 611= 0,01902 wnews= 0,46533
0,62185 0,80588 1,43063 0,51745

x2 wl2l= 0,8846 w221=0,6202 w321= 0,6833 e21= 0,03561 wl122=0,24214
0,8846 0,6202 0,6833 §21= 0,0089 wnew= 0,19067
0,8846 0,6202 0,6833 0,24214

Figure 3 — Proposed neural network architecture
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The neural network is trained using the backpropagation method. The purpose of training is
to minimize the error between the predicted result and the actual label. During training, the weights
of the neurons are adjusted to improve predictions. The main parameters of the model:

- The number of input neurons is 3;

- The number of neurons in the hidden layer is 3;

- Number of output neurons — 1;

- Activation function - sigmoid function;

- Learning algorithm - error propagation back;

- Learning rate (a): 0.7.

After completing the training, the neural network is able to accept new input data and make
predictions based on the trained weights.

Neural Network Models in Literature

The 1950s marked the beginning of artificial intelligence, and recent advancements in this
field have significantly driven manufacturing innovations. Despite the clear benefits of Al
technologies, their use has sparked debates over potential misuse [13]. Al is a branch of computer
science focused on developing theories, methods, technologies, and systems to model human
intelligence and integrate it into machines [14]. The primary goal of Al is to endow machines with
capabilities similar to human intelligence. Machine learning is a method of implementing Al
through algorithms that analyze data and learn from it. Deep learning, in turn, is a technology
within machine learning that enhances the scope of Al applications [15]. The essence of Al lies in
the idea that human intelligence can be precisely described, allowing its reproduction by machines
and software [16].

Bindra and Sood investigated six machine learning (ML) methods — LR, KNN, RF, NB,
linear SVM, and linear discriminant analysis (LDA) — to determine the most effective method for
detecting DDoS attacks [17]. Testing on the CIC IDS dataset revealed that the RF technique
achieved the best results with an accuracy of 96.5%, outperforming all other methods. Similarly,
Chavan et al. assessed the effectiveness of four ML methods — KNN, SVM, DT, and LR — for
detecting DDoS attacks [18]. Among these methods, LR achieved the highest accuracy of 90.4%,
surpassing the other techniques. Ensemble methods generally provide higher accuracy compared
to base classifiers. Consequently, Das, Saikat, et al. [19] proposed an ensemble model that
combines four base ML methods — Multilayer Perceptron (MLP), SVM, KNN, and DT.
Experiments conducted on the NSL-KDD dataset showed that the ensemble classifier
outperformed the individual classifiers used in the same study.

In [20] and [21], machine learning has been applied for classifying network traffic to detect
anomalies. The issue of non-binary network traffic classification during attack detection has also
been addressed. Authors [22] conducted a comprehensive evaluation of datasets using the CSE-
CIC-1DS2018 dataset and developed a generation model to create a reliable benchmark dataset for
IDS and IPS. Data corresponding to normal traffic as well as two types of attacks—DDOS and
Infiltration—were selected from this dataset. In the DDOS attack scenario, an attempt is made to
cause a denial of service by overwhelming the server with excessive load. In the Infiltration attack
scenario, the objective is to gain remote access to a workstation within the targeted network.

In the study [23], an Al algorithm for developing cyberattack detection systems in a Wireless
Sensor Network (WSN) is examined (Figure 4).
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Figure 4 — Data description [23]

The study also proposes several classification methods for detecting cyberattacks in WSN,
including Squirrel Search Optimized Probabilistic Neural Network (SSOPNN), Gaussian Naive
Bayes (Gaussian NB), K-Nearest Neighbors (KNN), and Random Forest (RF). A comparative
analysis of these methods is presented in the study, using metrics such as detection rate, false
positive rate, false negative rate, and average prediction time per sample.

Aslam, N. et al. [24] propose using machine learning (ML) and deep learning (DL) for
detecting DDoS attacks in Software-Defined Networking (SDN) in their research. The study
develops a taxonomy of solutions for protecting against DDoS attacks. Based on an analysis of
260 scientific articles, 132 papers were selected based on ML and DL solutions for detecting DDoS
attacks in SDN. The study suggests security challenges and the development of new protection
methods for SDN.

Bolshakov, A.S. et al. [8], an analysis of the dataset was conducted using Pearson correlation
coefficients, which allowed for the ranking of these coefficients. A neural network architecture
with a sigmoid activation function was developed, effectively addressing the binary classification
problem, and the choice of model parameters was justified. The performance of the neural network
model was evaluated using ROC and PR curves. Based on the area under the ROC curve (AUC-
ROC), optimal classification thresholds were determined, leading to an improvement in the quality
of traffic anomaly prediction.

Research Gap and Contribution

Existing studies predominantly rely on classical ML algorithms or isolated deep learning
models without systematically evaluating the impact of feature selection on performance.
Furthermore, comprehensive comparisons of state-of-the-art DL architectures on recent, high-
quality datasets such as UNSW-NB15 remain limited.

The present study addresses these limitations by implementing a hybrid approach that
combines correlation matrix-based feature selection with multiple deep learning models, including
CNN, LSTM, GRU, MLP, and RNN. The experimental results demonstrate that the CNN model
achieved the highest accuracy (99.21%), significantly surpassing the performance metrics reported
in prior studies. The use of UNSW-NB15, a dataset with more diverse and realistic traffic
scenarios, enhances the generalizability of the findings. Additionally, the study introduces
evaluation metrics such as the Kappa Coefficient and Jaccard Index, offering a more nuanced
assessment of model reliability. The highest F1-scores achieved were 0.97 (Kappa) and 0.95
(Jaccard), reinforcing the robustness of the proposed method in distinguishing normal and
anomalous traffic patterns.

Results.

The developed neural network model was tested with varying numbers of features as shown
in Table 1, using a learning rate of 0.001.
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The model was trained for 30 epochs. After training, the effectiveness of the neural network
was evaluated on a test dataset. The obtained confusion matrix results and their values - TP, TN,
FP, FN - formed the basis for calculating classification quality metrics [25].

True Positive (TP): The number of samples correctly predicted as anomalous.

True Negative (TN): The number of samples correctly predicted as normal.

False Positive (FP): The number of samples incorrectly predicted as anomalous.

False Negative (FN): The number of samples incorrectly predicted as normal.
Accuracy (%) - this metric represents the proportion of predictions that the

model made correctly relative to the total number of samples. This metric performs well only if
there is an equal number of samples belonging to each class.

Precision (TPTfFP) - this metric represents the proportion of predicted anomalous samples

that are indeed anomalous.
Recall (TPTFN) - this metric represents the proportion of anomalous samples detected by the

model.

F1 (2 * M) — this is a weighted average of accuracy and memorability. This
precision+recall

metric can tell you how accurate and reliable the model in question is [26, 27].

Using the given formulas, the metrics Accuracy, Precision, Recall, and F1 were calculated,
and the results are presented in the form of a histogram in Figure 5.
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Figure 5 — Performance Metrics Comparison

To enhance the model's performance, it was decided to compute the values of the Kappa
Coefficient and the Jaccard Index (table 2) [28].

The Kappa Coefficient provides valuable insight into the agreement between the model's
predictions and the true labels, accounting for random chance. This makes it useful for assessing
classification quality, comparing models, and evaluating clustering quality. The Kappa Coefficient
is a powerful tool for a more precise evaluation of model performance in Al tasks.

The Jaccard Index is a metric that measures the degree of similarity between two sets. In Al,
it is often used to assess the quality of binary classification, clustering, and anomaly detection. The
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Jaccard Index helps evaluate the accuracy of classifiers, especially when interested in positive
results, such as in rare events or anomaly detection tasks.

Table 2 - Results of the Metrics for Kappa Coefficient and Jaccard Index

Traffic Accuracy | Precision | Recall F1 Kappa Jaccard Index
Coefficient

Normal 0,9925 0,9925 0,9925 0,992503 | 0,984479 0,9843

Anomalous | 0,9925 0,9925 0,9960 0,9912 0,9633 0,9223

Thus, using the classification threshold determined by the Kappa Coefficient and Jaccard
Index metrics, the F1 scores achieved are 0.97 and 0.95, respectively, which represent the best-
obtained evaluation of the classification quality of the developed neural network model.

Discussion.

The study presents the results of testing five types of Al (MLP, GRU, LSTM, CNN, and
RNN) for binary classification tasks aimed at detecting attacks (Table 3).

Table 3 — Performance evaluation of Al

Accuracy Recall Precision Fi-5core time to train  time to predict total time

MLP {PyTorch) 94.95% 94.95% 94.95% 94.98%
GRU (PyTorch]) 96.34% 96.34% 96.34% 96.34%
L5TM (PyTorch) 96.32% 96.32% 96.32% 96.32%

CNN {Pytorch) 99.20% 99.20% 99.18%

RMMN (Pytorch]) 90.20% 90.20% 90.20% 1150.0 -

Table 3 presents a comparison of the effectiveness of four Al methods using four different
performance metrics.

The study employed supervised learning. After tuning the model parameters, an Al
architecture with a minimal number of layers was used. The configurable parameters were set to a
learning rate of 0.001 and a batch size of 2000 (Figure 6).
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Figure 6 — Training schedule for CNN (PyTorch)
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According to the results shown in Figure 6, the training process was stable and no overfitting
was observed. The model's accuracy was 0.9924, and the error loss was 0.0334.
Figure 7 displays the confusion matrix for the four Al models.
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Figure 7 — Confusion Matrix

Based on the data from Figure 6, the total number of correctly predicted instances for the
Normal class is 69,865, while the number of incorrect predictions is 969. The overall total number
of correctly predicted instances is 133,921, with incorrect predictions totaling 1,010, which
represents less than 1%.

Preprocessing and feature selection are crucial steps before implementing Al methods. The
preliminary implementation of data preprocessing and testing critical functions could improve
accuracy by approximately 47%. Thus, in this study, the proposed model demonstrated promising
results after selecting important and influential features and applying the appropriate Al model.

Conclusions.

The conducted research demonstrated that using a correlation matrix for feature selection
and applying a neural network enables the development of an effective system for attack detection.
With the selected number of features, the classification scores achieved, according to the Kappa
Coefficient and Jaccard Index metrics, were F1=0.97 and F1=0.95, respectively, marking the
highest classification quality for the developed neural network model.

The UNSW-NB 15 dataset used in this study was divided into 80% for training the models
and 20% for testing. The effectiveness of the four methods was compared on only 31 instances
from the selected dataset using a sample selection method. Among the models tested, CNN
achieved the highest accuracy at 99.21%, surpassing all other models. The LSTM model ranked
second with an accuracy of 96.33%, followed by the GRU model with an accuracy of 95.90%. The
MLP model was in fourth place with an accuracy of 94.76%, while the RNN method achieved the
lowest accuracy at 90.15%.
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Exploring various types of Al, and analyzing and comparing them, will further aid in
optimizing neural network parameters, thereby reducing computational resource costs for the
system. The evaluation of the Al model's performance using the Kappa Coefficient and Jaccard
Index demonstrated effective classification threshold results, which enhanced the accuracy of
anomaly detection in network traffic.

Having an intelligent system capable of detecting intrusions significantly contributes to
ensuring user privacy and security. Future work could focus on classifying different types of
attacks on cybersecurity systems. Additionally, classification accuracy could be improved by
employing integrated methods that combine multiple individual classifiers.
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KEJIVIIK TPAOUK AHOMAJIUAJIAPBIH AHBIKTAY YIIIH ’KACAH/IbI
HUHTEJVIEKT 9AICTEPIH KOJIIAHY

AHnoamna. Axnapammoul MexHONOSUANAPObIY OAMYbl  AKNAPAMMBIK  pecypcmapobly
Kayincizoicin Kammamacsls emyoiy Manybl30bLIblablH Kepcemyodi caneacmulpyod. Aknapammuolx
Kayinmepoiy apmypiai mypaepiHiy Kebewi wabyvlioapovl amblKmayovl —KUblHOAmMaobi.
3epmmeyodiy makcamel manan emilemin AaHLIKMAY CANACLIHA KON JHCEeMKI3y YuliH mpagux
97leMeHMMeEPIHIY CAHbIH a3aumy Ke3iHoe wadyblioapobl AHbIKMAY YUWIH HCACAHObL UHMENTIeKM
adicmepin Kondawy O6onvin madwvliadel. Al yipemy ywin owceninik mpagukmeei wabyvli
MYMKIHOIKMEpPIH 0271 aHbIKMAl alamvlH HCOAPLL CANAIbl 0EPeKmep HCUbIHMBIZbIH JHCACAY
Kaosicem. UNSW-NB 15 Oepexmep dHCUHA2LIHOA OKbIMBLIZAH HCACAHObL UHMELIeKmmi Ko10aHa
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OMBIPLIN  YCHIHBLNRAH MACIL HCENNK wadybli0apovly moevl3 mypin Kammumbsin: Fuzzers,
Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode oicone Worms.
Hepexmepoi enoey yuin Pytorch sicone Pandas kimanxananapol 6ap Python mini naiioanansiios.
bazoapramanvix mo0yavoiy ewnimoinicine manday owcacanovl, Kappa xosghguyuenmi dicone
Kakkap umnoekci cusakmol exinik 6Oazanay a0icmepi KoIOaHuLIObl. Ycvinbliean Al mooeniniy
muimoiniei scikmey Kopcemkiwmepi apkwlivl bazananaosi: Accuracy, Precision, Recall scone F1
Score. Opmypai MyMKIHOIKmMeP HCUBIHMbIELIMEH 23IPTIeHeeH M00eab0i mecminey bec mayoaiam
MYMKIHOIKMI Nauoaniamy kesziHoe MOO0enbOiH KAIbINMAaH Mblc Mpapukmi dHco2apvl candaivl
bondicayea Ko dicemkizyee MYMKIHOIK Oepeminin kopcemmi. Al mooeniniy ewnimoiniei Kanna
Koa(ppuyuenmi men Kaxkap umoexci apkviivl 6aeananovl. Anvinzan Hamudicenep OO0UbIHULA
KaaccupuxkayusHovly muimoi wiekmepi ecenmenoi, Oyl KalblNMaH MulC mpagukmi 0Ooaicay
canacvln Jcakcapmmul. basanay mamuowcenepi kepcemxenoet, UNSW-NB 15 oepexmep
JHCUHARLIHOA d3IpNeHeeH MOoOelb MpagpuKk aybimKyIapblH 021 AHLIKMAN aldaodvl, OCbLIAUWA
aKnapammuix pecypcmapovly aknapammolk Kayincizoieine biKnai emeoi.

Tyuiin ce30ep: oiceninik mpaguk, HcACaHObl UHMENLIEKM, HEeUPOHObIK Jiceninep,
wabyvlioapovl anvikmay, oepexmep cunazvl, UNSW-NB, Kappa xosgguyuenmi, Kaxxkapo
UHOEKCI.

INPUMEHEHHUE METOJOB UCKYCCTBEHHOI'O UHTEJIVIEKTA JJISA
OBHAPYKEHUS AHOMAJIMMA CETEBOI'O TPA®HUKA

Annomayusn. Pazsumue ungopmayuonuvix mexHono2ul npoooadcaem 6vlosucams Ha
nepaulil NIAH 8ANCHOCMb 0OecnederHus: Oe30nacHOCmu UHMOPMAYUOHHBIX pecypcos. Pacmywee
KOIUYeCmE0 PA3IUUHbIX U008 UHPOPMAYUOHHBIX Y2PO3 YCI0AHCHAem 0OHapydceHue amak. Llens
UCCeO08AHUSL — NPUMEHEHUE MeNO0O08 UCKYCCMBEEHHO20 UHMELLeKmMAa OJisk OOHAPYI’CEHUST AMaK
APU MUHUMUBAYUU KOTUYECTNBA DTIEMEHMO8 MpapuKa 015 00CMUdiCeHus mpeoyemoco Kaiecmea
obnapyoicenus. [[na ooyuenus U HeobOX00umo co30amov 6b1COKOKAYECMBEHHDI HAOOP OAHHbIX,
NO360AI0WULL MOYHO BbIAGNIAMb 0COOEHHOCMU amakKu 8 cemesom mpaguxe. B npednacaemom
no0Xo0e UCNONb3Yemcs UCKYCCMEeH bl unmeniekm, ooyuennvitl Ha oamaceme UNSW-NB 15,
KOmMopulil 6Katouaem 6 cebs dessimvs munoe cemesvix amax. Fuzzers, Analysis, Backdoors, DoS,
Exploits, Generic, Reconnaissance, Shellcode u Worms. /{rs peanuzayuu ucnoavsyemces Python ¢
oubruomexamu Pytorch u Pandas oas  ob6pabomku Oaunvix. Buln  nposeden ananus
NPOU3800UMENLHOCIIU NPOSPAMMHOZ0 MOOYIS, A MAKIHCE NPUMEHEHbL MEMOObl 080UYHOU OYEHKU,
maxue kax koagguyuenm Kanna u unoexc Kaxxapa. Igghexmusnocmv npedioxirceHHou mooenu
HU oyenusaemcs ¢ nomowpio mempuk kraccugpuxkayuu: Accuracy, Precision, Recall, F1 Score.
Tecmupoeanue pazpabomanHol MOOenu ¢ pasiudHbIMU HAOOpaMu NPU3HAKO8 NOKA3AN0, 4MO
MOOeNb N0360Jislem 00CMUdb 8bICOKO20 KAYeCmEd NPOSHOZUPOSAHUSL AHOMATLHO20 MpaguKa npu
UCNONB308AHUU NAMU 8bIOPAHHBIX NPU3HAK08. [IpouzeooumenvHocms modenu MU oyenusanace ¢
nomowvio koappuyuenma Kanna u undexca JKaxxapa. Ha ocnoee nonyueHHuIX pe3yibmamos
OvLiu  paccuumanvl  dPpekmuenvie nopocu  Kiaccuukayuu, Ymo NOBbICUNO KA4ecmeo
NPOCHO3UPOBAHUSL  AHOMANLHO20 mpaguka. Pesyrbmamvl  oyeHxku nokaszviearom, umo
paspabomannas mooenn, odoyuennas Ha nabope oannvix UNSW-NB 15, moocem mouno evisignsime
anomanuu mpaguxa, mem camvlmM cnOCOOCMEYs 6€30NACHOCMU UHPOPMAYUOHHBIX PECYPCOB.

Knwouesvie cnoea: cemesoil mpaghux, UCKYCCMEEHHbII UHMENLEKN, HEeUpOHHble Cemu,
obHnapyicenue amax, Haoop dannvlx, UNSW-NB, xosgpdpuyuenm Kanna, unoexc Kakkapoa.
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NPUMEHEHUE LLM B KUBEPBE3OIIACHOCTH: OB30P INPUJIOKEHU U
VSI3BUMOCTEM LLM

Aunomauusn. B >mom Ooxymenme npedcmaeien 8cecmopoHHUUl 0030p 0yOywezo
Kubepbezonacnocmu ¢ noMowbio 601bUUX 361K08bIX MoOdenel (LLM). Mvi npeocmasnsem 00630p
asoaroyuu LLM u ee mexywjeeo cocmosnus, yoensisi 0coboe GHUMAHUE OOCMUNCEHUIM 8 MAKUX
mooensx, kak GPT-4, GPT-3.5, BERT, Falcon2 u LLaMA. Haw ananuz pacnpocmpansemcs Ha
yazeumocmu LLM, makue kak Ovicmpoe 6HeOpeHue, Hebe30onacHas o06pabomka 6bIXOOHbIX
Ooanmbvix, ompasieHue oannvlx, DDoS-amaxu u cocmsazamenvhvie uncmpyxyuu. Mot noopobHo
paccmMompum cmpame2uu CMae4eHusi nocie0Cmsaull 0 3auumsl dMux mooenet, npedocmasus
8cecmoporHuULl 0630p NOMEHYUATbHBIX CYEeHapues amax U Memooo8 ux npedomspaujerus. Imu
ananumuyecKue OaHHvle HANPAasieHbl HA YIyUUeHUe 3auumsl 0m Kubepoe30nacHocmu 6 pexcume
PeabH020 8peMeHU U Nosbluerue CLoACHOCmuU npunodicenuti LLM ons ob6napycenus yepo3 u
peacuposanus Ha HUX. B nawem doxymenme npedcmagneno ochosononazaroujee NOHUMAaHUe U
cmpamezuueckoe HanpasieHue unmezpayuu LLM 6 6yoywue cucmemul kubepbezonachocmu 0is
3auumol Om paseuBaUUxXcs Kubepyepos.

Knrouesvie cnosa: LLM, xubepbezonacnocms, Oonvbulue A3b1K0ble MOOEU, SA3bIKOBOE
Mmooenuposarnue, mawurnnoe ooyuenue, NLP, oopabomxa ecmecmeennoco szvixa.

Beenenue.

Kunbepbe30macHOCTh — 3TO MOCTOSHHO pa3BUBAIOIIasAcs 00JacTh, B KOTOPOW YIpo3bl
CTaHOBSTCS Bce 00Jiee M30MIPEHHBIMU U CIOKHBIMH. [10CKONIBKY OpraHu3alnyuy M 4YacTHbBIE JIMLA
[OJIaraloTcsl Ha IUQPOBBIE TEXHOJOTMU JJS CBSI3M, KOMMEpPLUUM U KPUTUYECKH BaXKHOMH
UH(PaCTPYKTYpPHl, TOTPEOHOCTH B HAJIEXKHBIX Mepax K 65432n6epOe30nacHOCTH HUKOT/1a He Oblia
ctonb Benuka [1]. Macmrab u pazHooOpa3zue KHOEpyrpo3 CTaBAT Iepe]l CEeNUaTUCTaMu I10
0€30MacHOCTH CJIOXKHYIO 33/1auy MO UX 3(PPEKTUBHOMY BBISIBIICHUIO, 0OHAPYKEHUIO U 3aIUTE OT
HuX. B 3TOM KkoHTekcTe Oonbiiue s3pikoBble Moaenu (LLM) cramu TexHomoruei, MeHsomen
NpaBUjIa UTPBI U CIIOCOOHOW 3HAYHMTENBHO YIIYUIIIHTh METO b Knbepoesonacuoctu [2, 3, 4, 5, 6].
OTU MOAENH, OCHOBaHHbIE Ha MepenoBbiXx MeTogax NLP u mammuHoro oOyuenuss (ML),
OTKPBIBAIOT HOBBIN pyOexk B 00pbbe ¢ knbepyrpo3amu [7, 8]. B 3T0i cTaThe HCCIEAYIOTCS MOTHBBI
u npumenenue LLM B kubepbe30nacHOCTH.

CrneuuanucraMm 1o KuOepOE30macHOCTH YacTO MPUXOJIUTCS TPOCEUBATH OTPOMHOE
KOJINYECTBO TEKCTOBBIX JAaHHBIX, BKIOYas MpPeayNpexaeHuss Oe30ImacHOCTH, OTYeThl 00
MHIUCHTAX, JICHTbl YTPO3 U HCCIEA0BaTeNbCKUE pabOThl, YTOOBI ONEpeXaTh pa3BUBAIOIIKECS
yrpo3bl. LLM, Takue kak Falcon [9], 061anaroT BO3SMOXKHOCTSIMU paclio3HABAHUSI €CTECTBEHHOTO
A3bIKa,  KOTOpbIE  TO3BOJIAIOT MM S(QQEeKTUBHO  aHaAIU3UpoBaTh, 0000maTh U
KOHTEKCTyaau3upoBaTh 3Ty uHpopmarmio [10, 11], OBICTPO  BBISBIATH  PEJICBAHTHYIO
uH(popMalMio 00 yrpo3ax, 4TO IO3BOJIIET AHAIUTHKAM IMPUHUMATh Oosiee OOOCHOBaHHbBIE

118


mailto:kurasbek.a.140@mail.ru*

Ne3(38) AAA XKAPLbICHI

pElIEHUsT M PacCTaBISITh INPUOPUTETHI B OTBETHBIX Mepax [12]. LLM Moryr mpeycners B
pa3In4HbIX obacTsax kubepoesonacuoctu [13, 14].

Marepunajbl M1 MeTOABI HCCJICOBAHMS.

B Tabnune cpaBHuMBaroTCs oOUIME OOJbIIME S3bIKOBBIE MOJAEIH, OCHOBaHHbBIE Ha
npeoOpa3oBanusax. Mozaenun LLM o00b14HO 00y4daroTcss Ha pa3sHOOOPA3HBIX M HIMPOKHUX JAHHbIX,
4T00BI 00ECIEUYNUTh OTHOCUTENILHO TOJIHOE MOHMMaHHe. OHU MOTYT BBIIOJHATH pa3IMYHbIC
A3BIKOBBIE 33/1a4M, TAKHE KaK MepeBOj, 0000IIEeHNe U OTBETHl Ha BOMPOCHL. B oTinnuune oT HuX,
LLM, cneunduynbie A5 KOAA, MPEICTABIAIOT COO0 Criennann3upoBaHHbIE MOJIENN, 00yueHHbIE
B OCHOBHOM Ha S3bIKaxX IPOrpaMMHMPOBAHUS U COOTBETCTBYIOLEH TEXHUYECKOU JINTEPATYPE, UYTO
JIeJIaeT X OCHOBHYIO pOJIb B IOHUMAaHUM U CO3/IaHUU IPOIPAaMMHOI0 KOJa XOPOIIO NOAXOAAIIEeH
JUId TakMX 3aJad, Kak aBTOMaTH4yecKas IeHepalus KoJa, 3aBeplieHHEe KoJa U OOHapyX eHHe

omunboK.

Tabmuua 1 - CpaBHeHHE OOJIBIINX S3BIKOBBIX MOJIENICH

Mopaeas | Illpeasaputed | lIpuinoxen IMpumepsi Cxema OcHOBHBIE
bHasA ui HCII0JIb30BAHMSA B | 00y4YeHHA TeXHUKH
NOATOTOBKA kudepOe3onacHoc o0y4eHHUs
™
GPT-3 Kuury, Be6- | fA3bikoBoe | OOHapykeHue [IpenBapute | ABTOpErpeccCuoHH
TEKCT, MOJICJIUPO- | BPEIOHOCHBIX JbHOE oe o0y4eHue,
Buxkunenus, BaHUE, [IpOrpamm, oOyuenue, |Macmrabupyemsl
OO0uwmii 006xo0/ |3aBepleHHE |aHAIWTUKA Yyrpo3, |KoHTekcTHO |e nmorepu
TEKCTOB, oOHapyxeHHe € 00y4yeHue |IepeKpecTHOU
KOHTPOJb | COLIMAIbHOM SHTPOIINH,
KayecTBa WHXEHEpUU Ob6patHoe
pacrpocTpaHeHHe
OIIUOKH U
TpaluCHTHBIN
cnyck, O0yuenue
CMELIaHHOMN
TOYHOCTH.
GPT-4 Be6-nannble, |S3bikoBoe | OOHapyxeHHE IIpentpe- | ABTOperpeccuoHH
JInneHsupoBaH | MOJENIUPO- |BPEIOHOCHBIX HUPOBOY-  |0€ OOydeHue
Hbl€ IaHHbIE  |BaHUe, porpamM, Hast
TPETHUX JIULl  |3aBEpILECHUE |aHAIWTUKA YTPO3, |MOATOTOBKA,
TEKCTOB, oOHapyxeHHe PJIXD
KOHTPOJIb COLIMAIBHON
KayecTBa MH)KEHEPUHU
TS C4, Beb-Tekcr, | AA3bikoBoe | OOHapyxeHHE [IpenoGy- |CtpykTypa
Buxunenus MOJIEJIUPO- | BPEJOHOCHBIX YeHHUE, npeoOpa3oBaHuUs
BaHUeE, Iporpamm, Tonkast TEKCTa B TEKCT,
00o0111eHne, |aHAIMTHKA YTPO3, |HACTpOiKa |MpelBapUTEIbHOE
NepeBo] oOHapyXeHHe oOyueHue Ha
COLIMAJIbHOU OCHOBE
WH)XCHEPUHU JICHOTaIluU
BERT BooksCorpus, |S3bikoBoe | OOHapykeHHE IIpenBapute | MackupoBaHHBII
AHTIIMIICKasT | MOJENHPO- |BPEAOHOCHBIX ThHAS LM(MLM),
Bukunenus BaHMUeE, porpamm, MOJrOTOBKA |IIPOTHO3
KJlacCU(pu- |aHaJIUTHKA YIPpo3, CJIETYIOIIETO
Kanus, QA, |oOHapyxeHHe IPEJI0OKEHUS
NER BTOP)KCHUH, (NSP)
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oOHapyxeHHe
¢dumuHra
ALBERT |BooksCorpus, |f3bikoBoe | OOHapyxeHHE [Ipeasapute | DakTOpU30BaHHAS
AHIIIMiAcKass | MOJENIHUPO- |BPEAOHOCHBIX JbHAs napaMeTpu3aIus
Buxunenus BaHUE, porpamm, MOJTOTOBKA |BCTPAMBAHWS,
KJlaccCu(pu- |aHaJIUTHKA YIPO3, COBMECTHOE
KaIus oOHapyxeHHe UCTIOJIb30BaHHE
BTOP)KEHUH, MEKYPOBHEBBIX
oOHapyX eHHe apaMeTpoB,
¢bummnra oTeps CBA3ZHOCTH
MEXITY
PeJI0KEHUSIMH,
POTHO3MPOBAHNE
nopsiIKa
MPEI0KEHU I
(CoI)
RoBERTa |BooksCorpus, |S3bikoBoe |OOHapyxeHue [IpenBapure | Ilunamuueckoe
AHrIMiickas  |MOJENIHUPO- |BPEAOHOCHBIX JbHAs MacCKHPOBaHHUE,
Bukuneus BaHUE, Iporpamm, MOJITOTOBKA | IOJTHBIE
KJaccuu- |aHaJIUTHKA YTPO3, npeioxeHus 6e3
kauus, QA, |oOHapykeHue norepu NSP,
NER BTOP)KCHHH, 0OJIbIITE MUHU-
oOHapyXeHHE MaKeThl, OOJIBIITNE
¢dumuHra BPE Ha ypoBHE
OaiiToB
XLNet Amnrnuiickas | fI3pikoBoe | OOHapykeHue IIpeasapure |[lepectanoBKa
Bukumnenus MOJICIIUPO- | BPEIOHOCHBIX JbHAS LM(PLM),
BaHUeE, porpamm, MOJTOTOBKA | ABYXIIOTOKOBOE
KJaccupu- |aHATMTHKA YTPO3, CaMOBHHMMaHHE,
Kallus, oOHapyXeHHe PEKYPPEHTHOCTD
KOHTPOJIb | BTOPXKEHUH, CETMEHTOB H
KauecTBa oOHapyXeHHe OTHOCHUTEJIbHOE
¢dummHra KOJMPOBaHUE
ProphetN |Be6-mgannbie, |SI3bikoBOoe | OTYETHOCTH 11O [Ipenody- |['eneparmus
et Kuurun MOJIETINPO- |KNOepOe30MacHOCT | YeHHE, MacCKHpPOBAHHOMN
BaHUe, U, aHAJTUTHKA Tonkas MOCIeI0BATEIHHO
TeHEpalus |yrpos HAaCTpOMKa |CTH,
BOIIPOCOB, ABTOpErpeccuoHH
000011IeH1E oe o0yueHue,
Iens
aBTOPHKOJIEPA C
IIYMOTIOIaBJICHUE
M, O0mme
napaMmeTpsl
MEXTY
9HKOJIEPOM U
TIEKOJIEPOM,
Onenka
MaKCHMaJIbHOTO

120




Ne3(38) AAA XKAPLLBICHI
IPaBAONOI00US
(MLE)
Falcon Be6-nannpie | f3pikoBoe | OOHapyskeHHE IIpenBapute | ABTOpErpecCuoHH
MOJIETIUPO- | BPEJOHOCHBIX JbHAs oe o0yueHue,
BaHUE, porpamm, noaroroska |FlashAttention,
3aBepIICHHE |aHAJIUTHKA YIpo3, MO3UI[MOHHOE
TEKCTOB, oOHapyXeHHe KOAMPOBAHUE
KOHTPOJIb COLMATIBHOMN ALIiBi
KauecTBa WHXCHEPUU
Reformer |Be6-mannbie | SI3pikoBoe | OOHapy:keHHE [Ipeasapute | JlokanbHO-
MOJICTTPO-  |BPEAOHOCHBIX TBHAsS YyBCTBHTEIHLHOEC
BaHue, porpamm, MOJATOTOBKA |XEIIMPOBAaHUE
KIacCU(pu- |aHAJIUTHKA YTPO3, (LSH) BHUMaHuUeE,
Kalus oOHapyx eHHe dbparmeHTHpPOBAH
BTOP)KEHUH, Hast 00paboTKa,
oOHapyX eHHe TOJIOBKHU
¢ummHra BHUMAaHUs
Shared-QK,
o0paTuMBbIe CJIOU
PaLM Be6- S3bikoBOoe | AHanuTuKa yrpos, |lIpensapure | AkTuBanus
CTpaHUIIBI, MOJICIIUPO- | CO3/IaHUE MOJUTHUK |JIbHAS SwiGLU,
Bukunenus, |BaHue, Oe3omacHoCTH MOJATOTOBKA |MapaJuieNbHbIe
HOBOCTHBIC KOHTPOJTb YPOBHH,
CTaTbH, KHWUTH, |KAa4eCTBa, MHOT03aIPOCHOE
UCXOJHBIN KO/, | IEPEBOJT BHUMaHUE
00CY)XIICHUS B (MQA),
COIMAITLHBIX BCTPaMBAaHKE
cersax, GitHub ROPE,
BCTPaWBaHKE
00IIHUX BXOHOB-
BBIX0JIOB
PaLM2  |Be0- S3pikoBOoe | AHaninTuKa yrpos, |IIpensapute | Beruncnenue
JIOKYMEHTBI, | MOJICIIUPO- |CO3JAaHHE MOJIUTUK |JThHAS ONTHMAJILHOTO
KHUTH, KO/, Banue, QA, |0Ge3omacHOCTH MOJATOTOBKA |MacIITaOMpOBaHU
matemaruka, |Cymmapu- A,
pa3roBOpHBIE | 3alus MOCIeI0BATEIHHO
JTAaHHBIC CTH MapKepoB
Canary, MapKepsl
YIIPABICHUS TS
BBIBOJIA
LLaMA |CommonCrawl | SI3pikoBoe | AHamutrka yrpos, |[Ipensapure |[IpeasapurtenbHas
, C4, GitHub, |monenupo- |oOHapyxeHue JIbHAS HOpMaJIn3anus,
Buknnenus, BaHMUE, BpenonocHoro [1O |moaroToBka |yHKIHS
Kuury, arXiv, |3aBepiieHue aKTUBAILIUU
StackExchange | Tekctos, SwiGLU,
KOHTPOJIb pOTalOHHOE
KadecTBa BCTPaWBaHHE,
MOJICTTUPOBAHUE U
apajuIeu3M
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IIOCJIEZIOBATEIBHO
crei

LLaMAZ2 |Coueranue S3pikoBoe | AHasiutuka yrpos, |IIpenrpenu- |OnTumMu3zupoBaHH
NyJIUAaIbHO | MOJENIUPO- |OOHApyXKeHHe POBOYHBIH, |O€
JOCTYIIHBIX BaHUE, BpenoHocHoro 110 | Tonkas aBTOPErPECCUOHH
JTAHHBIX 3aBEpILCHHE HACTpoiika, |oe oOyueHue,
TEKCTOB, PJIXD CTPYNIIMPOBAHHOE
KOHTpPOJIb BHUMAaHUE K
KauecTBa 3anpocy (GQA)
Yi-34B  |HabGop ngannbix | SI3sik0oBOe | AHanuThKa yrpo3, |IIpemody- |NA
Ha KUTalCKOM |MOJIENUpPO- |O0OHapyKXeHue YeHHUeE,
W aQHTJIMICKOM |BaHUE, ¢umunHra, onenka | ToHkas
SA3BIKAX OTBETHl HA | yA3BUMOCTEH HacCTpOWKa
BOITPOCHI

KpyroBass nmuarpamma oOTpa)kaeT paclpelelieHue S3bIKOBBIX MOJCICH TI0 TUIaM
apxutekTypel: Decoder-only, Encoder-only, Encoder-decoder u NA (m1s wmozgeneir c
OTCYTCTBYIOIIICH WH(pOpPMALMEH O THIIE apXHUTEKTypbl, Kak Yi-34B). Jluarpamma HarisjaHo
MOKa3bIBaeT Npeobiaganne mojeneld ¢ apxurektypoir Decoder-only, 4To CBUAETEILCTBYET O
HOMYJISIPHOCTH ATOTO MOJX0/1a B pa3paboTke coBpeMeHHbIX LLM. MeHblyro J0JII0 3aHUMAIOT
monenu Encoder-only m Encoder-decoder, kaxmass M3 KOTOPBIX NPHUMEHSETCS U PELICHUS
crenuduyeckux 3aaa4 B 001acTH 00pabOTKH €CTECTBEHHOTO SI3bIKA.

Jlosiu MojeJieii o THIIAM APXUTEKTYP

W Decoder-only
B Encoder-only
B Encoder-decoder

NA

Huarpamma 1 — Jloau Mozenei o TUIaM apXUTEKTYp

Jluarpamma paccestHust IEMOHCTPUPYET 00bEMBI KOPITYCOB PA3IUUHBIX SA3BIKOBBIX MOJIEINEH.
[To ocu X mpeacTaBieHbl Ha3BaHUS MOJIeTIeH, IO Och Y — 00BEM HCIIONB3YEMBIX ISl O0yICHUS
JaHHbBIX. Monienu, JUIst KOTOPhIX 00bEM KOpIyca U3BECTEH, OTMEUEHbl CHHUMU MapKepaMu, TOT/1a
KaKk Mojenu ¢ orcyrcrBytomeil nndopmanuein (NA) BblelIeHbl KPaCHBIMH MapKepamu. JTa
BU3yalIM3allisl HAarJSAHO TIOKA3bIBa€T 3HAUMTENIbHBIE pa3iMuusi B MaciiTabax JaHHBIX,
UCIONIB3YEMBIX MpU OOyYeHUH, M MOTYEPKHUBAET MPOOENbl B JOCTYIMHON HHPOpMAIMHU IO
HEKOTOPBIM MOJIETISIM.
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Huarpamma 2 — O0BEM KopItyca Mojieneit

GPT-3 (tperbs Bepcus cepum Generative Pre-trained Transformer ot OpenAl) Obur
pa3paboTaH, uyTOOBI JOKa3aTh, YTO MAcCIITAOMpPOBAHHE S3BIKOBBIX MOJEJCH CYIIECTBEHHO
yIydIIaeT UX MPOU3BOAUTEIBHOCTh, HE 3aBUCANIYI0 OT 3aaaud, [15]. OcHoOBaHHBIA Ha
apxutekType Tpanchopmaropa, GPT-3 umeer Bocemb BaprnaHToB napameTpoB ot 125M no 175B,
Bce oHM 00y4eHbI st TokeHOB 300B 13 takux HabopoB ganHbIX, kKak Common Crawl, WebText,
Books u Wikipedia. Kpome Toro, moaenu 6butn o6y4uensl Ha rpadudeckom mporeccope V100 ¢
UCTIOJIF30BAaHUEM TAKUX METOJIOB, KaK aBTOPETPECCHOHHOE 00yUeHHEe, MacIITabupyemMble OTepr
Kpocc-3HTporniuu U apyrue. GPT-3, ocobenHo ero Haumbosnee wmomHas Bepcus 175B,
MIPOAEMOHCTPUPOBAJl BBICOKYIO MPOHM3BOAUTEIBHOCT, BO MHOTrMX 3agadax NLP B pa3numuHbIx
yCIOBUAX (T.€. HYJIEBOM BBICTPET, OJUH BBICTPEN U HECKOJBKO BBICTPENIOB), YTO MO3BOJISET
MPEIOJIOKUTh, YTO OH MOXET 3HAYMTEJIbHO YIYUIINUTh MPHJIOKEHUS KHOepOe30MacHOCTH MPHU
COOTBETCTBYIOLIIEH TOHKOW HacTpoike. OTO MOXKET IpHBeCTH K Oonee 3PPpeKTUBHOMY
OoOHapyXeHHIO (PUILMHIA 32 CUET TOYHOI'O aHaju3a si3blka, 0ojee OBICTPOro pearupoBaHMs Ha
WHIUACHTBI W JPYTMX KPUTUYECKHM BAKHBIX TMPUIOKEHUN Uid yCWIeHHs Mep udpoBoit
0€30MacHOCTH.

B 2023 roxy OpenAl BeimycTuia Moaens Ha ocHoBe TpaHcpopmaropa GPT-4 B kauecTBe
MepBOMl  KpymHOMAcIITaOHOW  MYJIbTUMOJAIBHOW  MOJENH,  MPOAEMOHCTPUPOBABIIECH
OecIpeLleICHTHYI0 MPOU3BOAUTENIBHOCTE B Pa3NUUHBIX OeHuMapkaX. CrnocoOHOCTh MoJenu
o0OpabaTbIBaTh BXOJHbIE JaHHbIE M300paKEHUH M TEKCTa BbIBEJIa MapaUrMy HCKYCCTBEHHOTO
UHTEJJICKTa Ha HOBBIM YPOBEHb, BBIIA 3a paMKku Tpamuimonnoro NLP. [16] 3asBui, uro GPT-4
ObUT 00YUEH C MCII0JIb30BaHHEM OOIIMPHOI0 KOpITyca BeO-1aHHBIX U IaHHBIX, JIULEH3UPOBAHHbIX
U3 CTOPOHHUX MCTOYHHUKOB C TIOMOIIbIO METOJIOB aBTOPErPECCUH U 00YUEHHUs C MOJKPETIIEHUEM
Ha ocHOBe 00paTHOil cBs3u uenoBeka (RLHF). Onnako apyrue nmoapoOHOCTH, Takue Kak pasmep
MOJIeJIM, 00bEeM JaHHBIX U MOAPOOHBIE CBeleHUs 00 OO0y4YeHHH, OCTAIOTCS HEPACKPHITHIMU.
Hecmotps Ha To, uTo GPT-4 moTeHManbHO MOKET OBITh UCIIOJIb30BAaH KHOEPIPECTYMTHUKAMH JUIS
HIMPOKOTO CIIEKTpa aTak, TAaKUX KaK COLMalIbHAs MH)XXEHEPUS, IPU CTPATErMueCcKOM MPUMEHEHUN
OH TaK)X€ MOXET IIOMOYb CHU3UTh BEPOATHOCTH TOT'0, YTO OT/AEIbHBIE JTULIA U OPTraHU3aL[UHN CTAHYT
UX JKEpPTBAMH.

BroxHoBneHHble TEHJEHUMEH npuMeHeHus TpaHchepHoro oOyuenus s NLP,
uccnenosarenu Google npencraswiu TS [17], Monens Ha OcHOBE Kojepa-AeKoJepa, KoTopas
paboTaeT B paMKax €JUHON CTPYKTyphl text-to-text. Heckonbko BapuantoB TS5 ¢ pasnuyHbIMH
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pasmepamu — ot 220M npo 11B mapamerpoB — ObIM pa3paboTaHbl A PACHIMPEHHS
9KCIIEPUMEHTANILHOM 00acTH M O0y4eHbl Ha OrPOMHBIX OOBbEMax HJaHHBIX W3 Pa3TUYHBIX
UCTOYHUKOB, BKItouas C4, Web Text u Wikipedia. OCHOBBIBasiCh Ha 3TUX PA3IMYHBIX pazMepax
Mojiesiei 1 60raThbIX MCTOUHHUKAX JAaHHBIX, ObUIM U3YYEeHBI U 00CYK/IEHBI pa3InYHbIC MTOJXO0/IbI U
pa3inyHble HACTPOMKHU ISl MPEABAPUTEIBHOIO OOyYeHUsI U TOHKOW HACTPOWMKH, B pe3yibTare
4ero Oblia JOCTUTHYTA MIPOU3BOIUTEIBHOCTb, KOTOPAsi IOUYTH COOTBETCTBOBAJA YEIOBEUECKOMY
YPOBHIO B OJHOM M3 KOHTPOJBHBIX IIOKa3aTejied. YUMUTHIBAas 3TO, IMOTEHUMAl MOJIEIH B
NpUIOKEHUsAX KubepbezonmacHocTH ocobeHHo MHoroobemaromuii. Hampumep, TS5 wmoxHO
MCIIOJIb30BATh JIJISl aHAJN3a YIpo3, U3BJIEKask KPUTUUYECKU BaXKHYI0 MH(POPMAIUIO U3 OOMIUPHBIX
JIOKYMEHTOB TI0 O€30MaCHOCTH, a 3aTeM 0000I1ast ¥ CUCTEMATH3UPOBAB Ty WH()OPMAIIHIO.

Knwura «Bidirectional Encoder Representations from Transformers», mmupoko u3BecTHas Kak
BERT, Obu1a npezacrasiena B [18] amst yimyuiieHus moaxo10B, OCHOBAaHHBIX Ha TOHKOM HACTPOHKE
B NLP. On noctynen B aAByx Bepcusix: BERT-Base, ¢ 110 mun mapamerpos, u BERT-Large, ¢ 340
MJTH TTapaMeTpoB, 00y4ueHHbIN Ha 126 I'b nannbix u3 BooksCorpus u anrnwmiickoii Bukunenuu. Ha
sTtane npeasapurensHoro ooyuenus BERT ucnonp3oBai aBa KIH0YEBBIX METO/1a: MOACITUPOBAHKE
3amMackupoBaHHOro s3bika (MLM) u mporrosupoBaHue cienyromiero mnpeniaoxeHus (NSP).
OcCHOBBIBasACH Ha TUX IMOAXO0/aX, TOHKOM HACTPOIIKEe M METO/aX, OCHOBAHHBIX Ha (PYHKIMSIX, B
yactHocTH, BERT-Large no0unack KOHKYpPEHTOCIIOCOOHBIX pe3ynabTaToB. [lockosbky Mopenu,
UCIIOJB3YIOUIME TOJIBKO KOAUPOBIIMKHM, Takue kak BERT, wu3BeCTHBI CBOMM HAaJI€KHBIM
NOHMMAHUEM KOHTEKCTa, NPUMEHEHHUE TaKuUX MOJEJeH UIsl Takux 3a7ad, Kak OoOHapyX eHHe
BPEIOHOCHBIX MPOTpamMM M YA3BUMOCTEH MPOTrPaAMMHOIO 00eCleUYeHHs, MOXKET ObITh OYeHb
a¢dekTHBHBIM B 001acTH KHOEpOE30MacHOCTH.

Crtpemsch ycTpaHUTh orpaHuueHusi, cBszaHHble ¢ mamatbio GPU/TPU u Bpemenem
oOydeHus B 001bIMX s36IKOBBIX Mojelsx (LLM), uccnenoBarenu Google paspaboramu A Lite
BERT (ALBERT), mogudunupoBannyto Bepcuto BERT co 3HaunTENsHO MEHBIIIUM KOJTMYECTBOM
napametpo [19]. U, kak u npyrue LLM, ALBERT Obu1 npe/icTaBlieH B pa3IMYHbIX pa3mepax, ¢
napamerpamu oT 12 10 235 MUIIIMOHOB, U Bce OHU oOyuyanuch Ha JaHHBIX U3 BooksCorpus u
anrnuiickoil Bukunenuu. Ha stane npenaputesbHOro o0yueHus: OblIM pa3BEPHYTHI pa3IndHbIe
METOJbl W TEXHHKH, B TOM 4YHCIE TMapamerpusanus (aKTOPU30BAHHOTO BCTpAaUBaHUS,
MEXYPOBHEBOE€ COBMECTHOE HCIOJb30BAaHUE MAapaMETPOB, IMOTEPS CBSI3BHOCTH  MEXIY
NpPEeUIOKEHUSIMM U TIPOTHO3MpOBaHue nopsaka npemnoxenuit (SOP). B pesynbrate, onHa u3
moxenen (T.e. ALBERT-xxlarge) npes3onuia BERT-Large, HecMoTpsi Ha MeHbIIee KOJIHYECTBO
napamerpoB. Takum oOpazom, ucnoab3zoBanne ALBERT B npunokeHusx knubep6e30nacHOCTH,
TaKUX Kak OOHapyXeHHe (UIIMHTa U KIAaCCU(PUKAIUs BPEIOHOCHBIX MIPOrpaMM, MOXKET BHECTU
3HAYUTEJbHBIN BKJIAJ] B pa3BUTHE HHPPACTPYKTYpPbI KHOEpOE30MacHOCTH.

RoBERTa, npennoxxennsiit Meta, mpencrapiiser co00i ONTUMU3UPOBAHHYIO PETUIMKAITUIO
BERT, koTopast JeMOHCTPHPYET, KaK BHIOOpP THUIIEPIIapaMeTPOB MOXKET CYIIECTBEHHO MOBIIHUATh
Ha npousBoauTeabHOCTh Mojenu [20]. RoBERTa umeer Tonbko oaHy Bepcuio ¢ 355 mutH
apaMeTpoB, HO OHa 00y4YeHa U MPOTECTUPOBAHA B PA3IMUHBIX 00bEMax JaHHBIX U Ha PA3TUYHbIX
sranax o0ydeHusi. Kak u B ciiyqae ¢ BERT, obyvatonue nannpie ObutM B3aTHl 13 KHMKHOTO
KopIyca U aHrmiickod Bukunenuun. Tem He MeHee, KIr04YEeBbIE ONTUMHU3ALUU B 3TOH MOJAEIU
3aKJII0YAJIUCh B METOJaX 00yUeHus, KOTOpbIe BKIIIOUAIH B ce0sl HECKOJIBKO METO/I0B, TAKMX Kak
JUHAMUYeCKas MAacKHUpOBKa, OOydeHHE Ha TOJHBIX NpeUIoKeHusXx ©6e3 morepb NSP,
HCIIOJIb30BaHNE OONBIINX MHHU-TIAKETOB U Hcnonb3oBaHue BPE Gonbiiero 6aiiToBoro ypoBHS.
Takum o6pazom, ROBERTa nocturna cambIX COBpPEMEHHBIX pE3YJIbTaTOB B HEKOTOPBIX
Oenumapkax. [lpum mnpaBunmbHON TOHKOW HacTpoiike crmocoOHocTh ROBERTa monumarts,
UHTEPIIPETUPOBATh U TE€HEPUPOBATH TEKCT, MOXOKUH HA YEJIOBEYECKHM, HCHOIBb3yeTCd A
aBTOMATU3AINH U YIYUYIIEeHHs pa3IUYHbIX 33]1a4 B 00J1aCTH KHOepOEe301MacHOCTH.

Hoctmwxkenust u orpannuenus Masked Language Modeling (MLM) B nByHarpaBieHHBIX
KOJMPOBIIMKAX U aBTOPETPECCHOHHOM MOJIEIMPOBAHUH SI3bIKA BJIOXHOBUJIM UCCIenoBaTeNnel 13
CMU u Google Al na pazpabotky XLNet [21]. OcnoBannas Ha moaenu Transformer-XL, XLNet
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coyeraeT B ce0e acmeKThl 000X MOAX0/I0B, MTO3BOJISAS U3Y4aTh JIBYHAIIPABICHHBIE KOHTEKCTHI U
pewas obue mnpobisembl MLM, Takume Kak NpeHeOpe)eHHe 3aBUCHUMOCTSIMHU MEXIY
3aMacKHPOBAaHHBIMH MO3UIUSIMHU U HECOOTBETCTBUE MEXKIY (ha3aMu MmpeBapuTeIbHOTO 00yIeHHUs
u ToHkoW Hactpoiiku. C 340 mmaH mapamerpoB XLNet Obur mpeaBapHTEelIbHO OOyYeH C
UCIIOJIb30BAaHUEM JIaHHBIX U3 aHIIMICKONW Bukuneauu u ¢ UCrosib30BaHUEM TaKUX METOJI0OB, Kak
MOJICJIMpOBaHUE si3blka TmepecTtaHOBOK (PLM), AByXIOTOKOBOE BHUMaHUE, MOBTOPEHUE
CErMEHTOB U OTHOCUTENIbHOE KOAUpoBaHue. biaronaps TiaresabHOMY IPOEKTUPOBAHUIO MOJEIIN
U CTPATErMYECKUM METOJaM IpeaBapuTesibHoro oOyuenus, XLNet AOCTHIIa 3HAYUTENBHBIX
PEe3yIbTATOB IO CPABHEHUIO C IPYTUMHU MOIMYJIApHBIMU MoziessiMu, Takumu kak BERT, uro nenaer
€e — TIOCJE€ COOTBETCTBYIOIIEH TOHKONW HACTPOMKHM — CHOCOOHBIM HMHCTPYMEHTOM IS
YIYYIIEHUS pa3IMYHBIX aCIEKTOB 001acTH KNOepOe30macHOCTH.

ProphetNet LLM, npemioxennas Microsoft, mpezacraBiser coOOd MNpeaBapUTEIBHO
OOy4eHHYI0 MOJIeJIb OT IOCJIEIOBATENbHOCTH K II0CIEI0BATEIbHOCTH, HANpaBIECHHYIO Ha
penieHre npodyieMbl MepeoOydeHUsT Ha CHIIBHBIX JIOKAIBHBIX KOPPEISLUSAX C MCIOIb30BaHHEM
JIByX HOBBIX METOJIOB, a HMEHHO: MpeACKa3aHus Oyaylero n-rpaMM M N-TIOTOKOBOTO
camoBHUMaHus [22]. [locTpoeHHBII Ha apXUTEKTYpe KoJepa-IeKo/iepa u 00ydeHHbI Ha 6a30BOM
macmrabe 16 I'b u 6onpmnx Habopax naHHbix 160 I'b, momyyeHHBIX W3 BeO-IAHHBIX U KHUT,
ProphetNet ¢ ero mapameTrpamu 550 MITH JOCTHT HOBBIX COBPEMEHHBIX PE3YJIHTaTOB B HECKOIBKUX
Tecrax. Mozenb Takke Oblla TOHKO HAcTpoeHa I JIBYX IOCIeayrolux 3amad, Question
Generation u Text Summarization, rae oHa JOCTHIIA HAWIYYIICH MPOU3BOJUTEIHLHOCTH. Takum
oOpa3oMm, wucnosnb3oBanue ProphetNet B 3amauax kuOepOe30macCHOCTHM, TaKuUX  Kak
ABTOMATH3UPOBAaHHOE 00O0OIIEHUE MHIMICHTOB O€30MacHOCTH, MOXET 3HAYUTEIBHO MOBBICHTH
3 pexTuBHOCTD U 3HPEKTUBHOCTD MPUHATHS PEIICHHUH.

Falcon LLM, mocTpoeHHBIi Ha apXUTEKType, OCHOBAHHOW TOJBKO Ha JEKoaepe, ObLI
npezncrasieH MHctutyroMm texHonorndeckux uuHHoBauui (TII) B kauecTBe pokazaresbcTBa
KOHIICTIIIUH, COTJIACHO KOTOPOHW MOBBIIIEHUE KAYECTBAa JAHHBIX MOXKET 3HAUYUTEIFHO YIyUYIIUTh
npou3BoauTeNbHOCT, LLM fake npu MCHOIb30BAHUY JJAHHBIX, MOJYYE€HHBIX UCKIFOUUTEIIBHO U3
BeO-MCTOYHUKOB [23]. DTO MOHMMAaHUE CTAHOBUTCS BCE OoJiee aKTyalbHBIM, IOCKOJBKY
macwtabupoBanue B LLM, koTopoe cTaHOBUTCS Bce 00Jiee pacipoCTpaHEeHHbBIM, TpeOyeT 0oibIiie
JNAHHBIX 1711 00paboTku. Monens umeer Tpu Bepcuu (T.e. 7B, 40B, 180B), mpeaBaputenbHO
oOyueHHble Ha Habope naHHbIX "RefinedWeb", npeanoxennom TII. Komnanus RefinedWeb,
MOJIydeHHAs! HCKIIOYUTENBHO W3 BeO-IaHHBIX, OblIa IOABEPTHYTA pPAa3IUYHBIM METOJaM
GuIbTpauy W JeAYIUTUKAUK 11 00eCledeHUs] BBICOKOTO KadecTBa. ABTOPETPECCHOHHOE
obyuyenue, Flash Attention wu mno3unuonHoe komupoBanue ALiBi Obum  Meromamu,
UCITIOJIb3YEeMBIMH JJIS1 IpeABapuTeNbHOro o0yuenus. bnaronaps nanbHeiel TOHKOM HacTpoiike
Falcon moxet yny4mmth KnOepOe30nacHOCTh, 0COOCHHO B 00JIACTH pa3BE/IKK U aHAJM3a yrPo3.

CrpeMsich yYCTpaHHThb pacHpocTpaHeHHble orpaHuueHuss mnamsatdi B LLM, Google
npeanoxuia Reformer, koaupoBiuk-nexoep, 3¢dpexruBubiil B mamsata LLM [24]. Umes 1o 6 b
napameTpoB, Reformer Obu1 npeBapuTeabHO 00yueH Ha BeO-TaHHBIX C UCIOJIb30BAHUEM TaKHX
metonoB, Kak Locality-Sensitive Hashing (LSH) Attention, Chunked Processing, Shared-QK
Attention Heads u Reversible layers. bbuio noka3zaHo, 4To 53TH METOABI OKa3bIBAIOT
HE3HAYUTEJIbHOE BIUSHUE Ha Ipolecc 00y4eHHsl [0 CpaBHEHUIO cO cTaHaapTHbIM Transformer,
Tak kak Reformer moctur pe3ynbTraToB, KOTOpble COOTBETCTBOBAIM NojHOMY Transformer, HO ¢
ropazio Oosiee ObICTpoit 00paboTKOW W yyumield 3(pPeKTUBHOCThIO TamMsATH. BmocnmencTsuu,
ucnonb3oBanue Reformer ans takux 3amad, Kak KpymHOMacIITaOHBIA aHAIN3 JaHHBIX, MOXET
NOCITYKUTh o0OsiacTu kubepbe3onacHocTH, obecrieunBas Oosee 3PPeKTUBHYIO 00pabOTKy H
aHau3 OOIIMPHBIX HAOOPOB JJAHHBIX.

JBukuMasi pa3BUTHEM MAIIMHHOTO O0OydYeHHs M OOpaOOTKM €CTECTBEHHOIO SI3bIKa,
kommanuss Google paspaborana PaLM ans m3ydeHus BAMSHHUA MacmiTaba Ha MajocepuitHOe
o0yuenue [25]. PaLM, mOCTpOeHHBI Ha apXUTEKType TOJIbKO C JCKOAEepOM, ObLI OOy4eH ¢
napamerpamu 540B ¢ wucnonb3oBanuem Pathways, HOBOH cucTeMbl, KOTOpash HCHOJb3YyeT
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BbICOKO3()(hekTHBHOE 00yueHue Ha Heckonbkux Moaynax TPU. Monens Obuta oOyuena Ha 2 Th
JAHHBIX U3 HECKOJIbKUX MCTOYHHMKOB, BKJIKOYAasi HOBOCTHBIE CTaThU, BUKUIIEINIO, HCXOIHBIN KO
u 1. A SwiGLU Activation, Parallel Layers m napyrue meroabl ObuIM pa3BEpHYTHI s
MIpEABAPHUTEIILHOTO OOYYECHHS TPEX pPa3auYHbIX IIKajl mapameTpoB: 8B, 62B u 540B, uToOsI
Jdyd4llle TOHATh IMOBeAeHHE MacmTtadupoBanua. Halmronaemoe mnpepbIBUCTOE —YiIydllIeHHE
1oKasajo, 4To mo Mepe toro, kak LLM nocturaror ompenereHHOro ypoBHs MmacmTaba, OHU
MPOSBISIIOT HOBBIE crocoOHOcTH. Kpome TOro, 3TM HOBbIE BO3MOKHOCTH IPOJOJIKAIOT
pa3sBUBATHCA M CTAHOBSTCS OUEBUAHBIMH JIaXKe 32 MpeAeaMi MaclITaboB, KOTOPbIE ObUIM paHee
HCCIIEIOBaHbl M 33JI0OKyMEHTHpOBaHbl. BriocneactBun PalLM coBepiivii mpophiB, MPEeB30MIA
TOYHO HACTPOECHHOI'O COBPEMEHHOI'O U CPEJIHEro YeJOBEKAa B HEKOTOPBIX TECTax, J10Ka3aB, YTO,
KOrjla MacIITaOUpOBaHUE COYETACTCS C LIETIOYKOM IMOJCKA30K, 0a3oBasi OLIEHKA HECKOJbKUX
BBICTPEJIOB MOXET CPAaBHSTHCS WIH IPEB30MTH IPOU3BOJUTEIBHOCTb TOHKO HAaCTPOEHHBIX
COBPEMEHHBIX MOJIeJIel B IIUPOKOM CIIEKTpe 3a7au paccyxaeHus. O6nagas TaKUMH HIUPOKUMU
BO3MOXKHOCTSIMH, UCIIOb30BaHue PalLM 1s Takux 3a/a4, KaKk CO3JaHUE ITOJIUTUK 0€30I1aCHOCTH
UM aBTOMATHU3alUsl pearupoBaHUs HA MHIMJIEHTHI, MOXXET TIOBBICUTh 3(PQPEKTUBHOCTb U
PE3YJIBTATUBHOCTH OTEpAlU IO 00ECIICYCHUIO KHOepOE30IMacHOCTH.

PalLM2 siBnisiercs yCOBEpLIEHCTBOBAHHBIM BapuaHTOM Mozenu PalLM, koTopelil sBisieTcst
6oee 3 HEKTUBHBIM C TOYKH 3PSHUS BBIYMCIICHUI, XOTS U MPEIaraeT JIyqIlie MHOTOsI3bIYHbIE
U UHTEJUICKTYaJbHbIC BO3MOXHOCTH [26]. OCHOBHBIMH YIIYUIICHHSIMHA B MOJEIH SBJISIOTCS
yJlydllleHHble HAOOpbl JAHHBIX, ONTHUMAJbHOE MAcCIITaOMpPOBAaHUE JUISI BBHIYMCICHHUH, a TaKxke
ApXUTEKTYpHBIE U OOBEKTUBHBIC yiyullleHus. BaxxHbie pe3ynbTarsl onieHku PaLM?2 yka3piBatoT
Ha TO, YTO IIOMUMO MacIITaOMpPOBaHUS MOXKHO ObLIO Obl pa3paboTaTh pa3iMyYHbIE MOIXOIbI K
YCOBEPIICHCTBOBAHUIO MOJENHU, TaKHEe KaK THIATeNbHBIM OTOOp MaHHBIX U A(PQeKTUBHAsS
apxuTektypa/nenu. boiee Toro, ToT ¢akt, yto PaLM2 mpe3omen npenmecrBeranka PalLM,
HECMOTpSI Ha €ro 3HAYUTEJIbHO MEHBILUN pa3Mep, TOKa3bIBAET, UTO KAUECTBO MOJIEIIA OKA3bIBAET
Oosbllee BIMSHUE Ha MPOU3BOAUTEIBHOCTh, YEM pa3MEp MOJENH, IOCKOJIbKY 3TO MOXET
obOecrieunTh Gomnee 3(pPeKTUBHBIN BBHIBOJ, CHUXKAS 3aTpaThl HA OOCIYKUBAHHE W TOTEHIIUAIBHO
obecrieunBast 60s1ee IMUPOKUE MPHIIOKEHHS U IOCTYITHOCTD JIJIsl OOJIBILIETO YKCIIa MOJIb30BATEIICH.

[Ipennoxennas Meta monens LLaMA, cocrosimasi TOJBKO W3 JE€KOJIEPOB, SBIACTCS
JI0Ka3aTeNbCTBOM TOTO, YTO MOKHO JOCTHYb COBPEMEHHON MPOM3BOJUTENBHOCTH, 00ydasch
UCKITFOUMTENIFHO Ha O0IIEeJOCTYMHBIX AaHHBIX [27]. LLaMA ¢ HEeCKOIbKMMH BapUaHTaMH OT 7 JI0
65 MuMapIoB mapaMeTpoB Obl1a oOydeHa Ha 1400 muips TOKEHOB OOIIETOCTYITHBIX HAOOPOB
naHHbix, Bkimouas CommonCrawl, C4, arXiv u gpyrue. VHTepecHO, UYTO METOJBI,
UCIIOJIb30BaHHbIE IS OOy4eHHUsT MOJENH, ObUIM BJOXHOBJIEHBl HECKOJIBKUMH MOMYISIPHBIMU
MoensimMu, Takumu kak GPT-3 (mpenBapurensHas HopManuzaius), PaLM (dbyHKIMS akTHBaluu
SwiGLU) u GPTNeo (Rotary Embedding). B pe3ynbTate sToro Brimouenust LLaMA-13B cmorna
npes3oiiti GPT-3 (175B) B GonbLIIMHCTBE TECTOB, HECMOTPS Ha TO, YTO OHA ObLIa OoJiee YeM B
JecsTh pa3 MeHbllle, B To BpeMsa kak LLaMA-65B mnokazana KOHKYypEHTOCIIOCOOHOCTH C
Chinchilla-70B 1 PalLM-540B. VYuyuTbeiBasi €ro OTHOCHUTEIBHO HEOONBIION pasMep W
MIPEBOCXOIHYIO TPOU3BOIUTEIHLHOCTh, TOHKAsl HacTpoitka LLaMA niist 3a1a4 aHaim3a Kuoepyrpos
MOYKET 3HaYUTEIbHO MOBBICUTH 0€30MaCHOCTh MepUPEPUNHBIX YCTPOHCTB.

LLaMA2 — sto ontumusupoBanHas Bepcust LLaMA, pa3paboTtannas kommanueii Meta, u
Ha0Op mpeaBapUTEeNbHO OOYYEHHBIX M TOYHO HacTpoeHHBIX LLM c pasmepamu ot 7 no 70B
napameTpoB [28]. B xome mpeaBapurenbHOro oO0ydeHUs ObLla  HCIOJIb30BaHA CMeECh
0O0IIEeIOCTYIHBIX JaHHBIX Ui noiydeHus a0 2000 mapa oOydaronux TokeHoB. Kpome Toro, B
npenmectseHHUKEe LLaMA HCnonb30BaIOCh HECKOJIBKO METOMIOB, TAKUX KaK MpeIBapUTEIbHAS
HopMmanu3anus, ¢yHkuus aktuBauuu SwiGLU M poTanmoHHBIE MO3MIMOHHBIE BCTPaMBAaHUS.
Takxe ObUIM HMCHOJB30BaHbI [1Ba JOMOJIHHUTEIbHBIX METOJd, & MUMEHHO YBEIMYEHUE JUIMHBI
KOHTEKCTa W BHHUMaHue rpynmnoBoro 3ampoca (GQA). Ilocne mnpeaBapuTenbHOro 00y4eHUs
BapuaHThl Mojenu (Hampumep, LLaMA2-Chat) ObUIM ONTUMH3UPOBAHBI JUISL JUAIOTOBBIX
CIICHapHEB MCIIOJIB30BAaHMUS C MOMOUIbI0 KOHTPOJIMPYEMOW TOHKOW HACTPOWKH M OOYy4eHHUs C
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MOJIKperIieHneM ¢ oOpaTHOW cBsi3pio oT uenoBeka (RLHF). Onenka mopenu, kotopas ObLia
COCpeIoTOueHa Ha TMOJEe3HOCTH M 0Oe30MacHOCTH, IoKa3anda MPEeBOCXOACTBO Haa APYTUMU
MOJIENIIMU C OTKPBITBIM HCXOAHBIM KOJOM M KOHKYPEHTOCIIOCOOHOCTH IO CpPaBHEHHIO C
HEKOTOPBIMU MOJEJISIMU C 3aKPBITBIM UCXOJHBIM KOJIOM.

Henasuo Bemmymennbiii LLM Yi-34B, pa3pabotannsiii 01.Al, mpuBiekaeT BHUMaHHE KakK
omuH U3 Jnydmux LLM ¢ OTKpBITBIM HCXOAHBIM KOJOM [29]. VuuThiBas HEJaBHUU BBIITYCK
MOJIeTIM, €€ TEXHMYECKUH JIOKYMEHT ellle HE OIyOJUKOBaH; CIEeJA0BaTeIbHO, JOCTYIHAs
uHpopManus orpaHudeHa. Mojenb UMeeT HEeCKOJIbKO BapHaHTOB: 0a30Bast M YaTOBas MOJEINH,
HEKOTOpble KBaHTOBaHbI. Bce BapuaHThl 00yyaroTcs Ha HaOOpe NAaHHBIX, COJEPIKaIeM TOJIBKO
KUTAMUCKUN U aHTVIMMCKUN A3BIKH, @ BEPCUM YaTa MPOLILIN KOHTPOJIUPYEMYIO TOHKYIO HACTPOMKY,
4yTO mpHBENo K Oonee 3(p(EeKTUBHBIM MOIENSIM JJs MOCIenyroImuX 3anad. basoBas Mopaens
npeB3olia MHOTHE OTKpbIThie LLM B onpezeneHHbIX OeHUMapKax, BKJIIOYast TAKHE U3BECTHBIE,
kak LLaMA2-70B wu Falcon-180B. Jlaxke KBaHTOBaHHBIE BEPCHUU IPOJEMOHCTPUPOBAIIN
BIICYATIISAIOLIYIO IMPOM3BOAMTEIBHOCTh, YTO OTKPBIBAET IYTh K HUX pa3BEpThIBAHUIO B
MPWIOKEHUAX KHOepOEe30MacHOCTH, TAKUX KaK pPelIeHus s 0e30MacHOCTH Ha epudepun.

Pe3yabTaThl U HX 00CyKAeHHe.

B stom pasmene paccmarpuaercs npoekt OWASP Top 10 for LLM Applications [30],
KOMIUIEKCHasl MHUIMATHBA, HAlPaBJICHHAsl HAa MOBBIIIEHUE OCBEIOMIIEHHOCTH 00 YSA3BHUMOCTAX
6e3omacHocTi LLM. DTOT nmpoeKT HalleleH Ha IMHUPOKYI0 ayAUTOPHIO, BKIIOYas pa3pabOTUHKOB,
JM3aiiHEPOB, apXUTEKTOPOB, MEHEIPKEPOB U OPTaHU3ALUU, KOTOPbIE Pa3BEPTHIBAIOT U YIIPABISIOT
LLM. B ero ocHoBHOM mpoaykre mepeurcieHbl 10 Hanboyiee KPUTHUECKUX YSI3BHUMOCTEH
0e30MmacHOCTH, 00BIYHO BeTpeuaroluxcst B npuioxkeHusx LLM. Kpome Toro, Mbl BKIHOUMIN
npyrue yszsumoctd LLM, He BitoueHHble B mpoekT OWASP, xak npencraBieHo B Tabiule.

Tabnuua 2 - O630p ysazsuMocteil LLM 1 ux ycrpaneHue

Ysa3Bumble Xapakrep IIpumepsl Crparernun [HorenumnaabH
MecTa YA3BHMOCTH CMSATYeHUst ble CLICHAPHH
MOCJIeACTBUIA arak
beicTpas ManunynupoBanue | CKpbITbIe e Okcrmyaraiiuon | e CocTsi3aTenbH
UHBEKLUS LLM c noMompto | MOJACKA3KU HA | HblE OTPAaHUYEHUS | bl HHBEKLIUN Ha
c(haOpUKOBaHHBIX BeO-cTpanuiax | e Cormnacue calTax
BXOJIHBIX JAHHBIX, | JIOKyMEHTHI, nosib3oBarens Ha | o CKpBITHIE
pUBOJALIEE K BBOJISIINE B KOH(QUIEHIMAIBH | MOJCKAa3KU B
HECAaHKIIMOHUPOBAH | 3a0yKaAeHUe b€ OIEepaluu JNOKYMEHTax
HOMY WNHcTpykun o YCTaHOBJIEHUE o [Ipsamoe
MCII0JIb30BaHUIO o pabore ¢ JIOBEPUTENBHBIX yIpaBieHUE
WM PaCKPBITUIO MOILIEHHUYECKH | TPaHMUIL 10JIb30BaTEIEM
KOH(HJIEHIIMAJIBHO | M BeO- C IIOMOILBIO
178 IJIarMHOM CIELIMAIIBHO
pa3paboTaHHBIX
BXOJIHBIX
JAHHBIX
HeGe3omacna | Cnenoe noBepue k| o [Ipsimas e Bamunanus e OtBetsl LLM
s o0pabotka | pesynbratam LLM | ob6pabotka pesyapraTtoB LLM | mist ynpasneHus
BBIBOJIA npuBOIUT K puckam | JavaScript unu | « KogupoBanue BHYTPEHHUMU
0€30I1aCHOCTH, Markdown, BBIXOJIHBIX byHKIUAMU
TaKUM Kak XSS, CTE€HEpPUPOBAH | JAHHBIX 0 TOTO, o ['enepanus
CSRF, SSRFuT. n. | Horo LLM KaK OHU TONagyT | HEIPOBEPEHHBIX
K KOHCYHBIM SQL-3anpocos
10JIb30BATENSIM e Co3nanue
BPEIOHOCHBIX
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I0JIE3HBIX
IaHHBIX XSS
OtpaBnenune | Ckpeoitas e YcioBus, o CucreMbl e Manunynupos
JaHHBIX AKTHUBALIUS OCHOBaHHBIEC HA | MOHUTOPHUHIA U aHue OTBETaMHU
JIOTUYECKOIO | BPEIOHOCHBIX JUMUTaX oOHapyKeHUs B YCIIOBUSX
BBIBOJIA OTBETOB B BBIBOJIA aHOMaJINii, OTrpaHUYEHUHN
OIIpEEIEHHBIX TOKEHOB B CHeualIbHO TOKEHOB,
pabouux yciaoBUAX, | HACTPOMKAX pa3paboTaHHbIE IPUBOALICE K
TaKHX KaKk II0JIB30BATENS | JUISl YCIIOBHBIX ne3uHpopMauu
OrpaHuyYeHHBIA 10 | « CKpbITOE BBIBOJIOB e lnnnnnpoBan
TOKEHaM BBIBOJI. W3MEHEHHUE e Perynsipublii HOE
BBIXOJIOB IIPU ayJuUT BBIXOJIOB C | BPEIOHOCHOE
BKJIFOUEHUU pa3IMYHbIMU IIOBE/ICHUE B
HDKOHOMHYHBIX | OrPAaHUYCHHUAMHU cpenax,
PEXKUMOB TOKEHOB YYBCTBUTEJIbHBI
X K 3aTparam
Coctszarens | [Iporpammusie Anroputm Pacmmpennas CoznaHHble
HBIE LLM co3znarot DeceptPrompt, | Bamumamus koaa MOJICKAa3KH,
MHCTPYKUUU | QYHKIHMOHAJIBHO CO3JA0IINN Oo6yuenune LLM BEAyLIUE K KOLY
Ha TOYHBIN KOJI CO BBOJSIINE B Ha C YA3BUMOCTSIMU
€CTECTBEHHO | CKPBITBIMU 3a0myx/1eHue COCTA3aTENbHbIX Hecankuuonupo
M SI3BIKE YSI3BUMOCTSIMHU M3- | HHCTPYKLUU puMepax BaH-HBIN JJOCTYII
3a COCTSI3aTEJIbHbIX [TocTrosiHHBIE WIH
MHCTPYKLHUH. OOHOBJICHUS U KOMITPOMETAIUs
WCIIPABJICHUS CUCTEMBI
0e30macHOCTH
Atomaruuec | ABromarusupoBan | Co3nanue PazpaboTka O6xo01 Mep 1o
KO€ CO3/IaHUE | HbIE METO/BI crneuu(UyYecky | yCOBEpILIEHCTBOBA | BBIPAaBHUBAHUIO,
COCTS3aTeNbH | TEHEpaluu X cypduxcos HHBIX aJIFOPUTMOB | IPUBOJSAIINH K
BIX 3aIPOCOB | MOJCKAa30K B 00X0J] | JUIs FeHEepaluy | FOCTUPOBKU CO3/IaHHUIO
Mep BbIpAaBHUBAHUS | HEKelaTeabHOr | MOHUTOPUHT B HeXKeJaTeJIbHOT
LLM. 0 KOHTEHTa pexXUMe O KOHTEHTa
pealbHOTO
BPEMEHU
OO6yuatomue
MOJIETN C HOBBIMH
COCTA3aTeNbHBIMU
IpuMepamMu
OtpaBnenue | ManunynupoBaHue | « Buenpenue o [IpoBepka e BRogsmue B
TPEHUPOBOUH | O0yYarOIUMHU IIPEIB3ATBIX HCTOYHUKOB 3a0IyKIeHne
bIX JAHHBIX JAHHBIMU 15 WM BPEIHBIX JTAHHBIX BBIBO/IbI,
UCKaXCHUS JAaHHBIX B o lcionb3oBaHue | paclpoCTpaHsIo
obyuenust LLM, obOyyJaromue CTMICIIUATIU3UPOBAH | IIIHE
BHECEHUE Ha0OpBI HBIX MOJIeNen IIPEB3AThIE
peayoe K ICHHI o [lecounmuiia, MHEHUS
WIH YSI3BUMOCTEM. BXOJIHBIE (PUILTPHI | « BHEpeHue
o KoHTpoms 3a JIOKHBIX
IIpU3HaKaMu JaHHBIX B
OTpaBJICHUS o0OyueHue
Hebe3zonacH | Ysa3BUMOCTH B e Henocraroun | e Ctporas e DKCIUTyaTalus
bl€ IJIaTMHbl | AW3aiiHe IJIATMHOB | asi BAIMJAIMS | TPOBEpKa ySI3BUMOCTEM
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Y B3aUMOJAECUCTBUU | BXOJHBIX BBOJMMBIX 00paboTku
C BHEIIHUMU JTAHHBIX JTAHHBIX BBOJA
CHUCTEMaMU WJIN o CepxmpuBmi | e CoOnrofcHme e [Inarunei ¢
UCTOYHUKAMU €-TUPOBAHHBII | MUHHUMAJIbHBIX U30BITOYHBIMU
JTAaHHBIX. JOCTYTI IIPUBUIIETUI IPUBWIETUSIMU
e HeGe3onacunl | e bezonacubie JUISL TIOBBILLICHUS
e METOABI paboTHI C | IPUBUIIETHI
B3auMoeictsu | API e SQL-
s ¢ API o Perymsipuslie UHBEKLUH
ayJIUThI
0e30macHOCTH
Artaka tuna | [lonbiTku caenate | ¢ MaccoBble e OrpanuyeHue e [Ieperpyska
«OTKa3 B CUCTEMY aTaku CKOPOCTH CEpBEPOB
oOCITy’)KMBaH | HEJOCTYITHOM e ATaku Ha e Hagexnas e Hapyienue
un» (DoS) IIyTEM MEPErPy3KH | IPOTOKOII UHPPACTPYKTYpa | KOMMYHUKAIHH
ee TpaduKOM WU e ATaku Ha » HenpepbiBHBIN MEXITY
CIPOBOLIMPOBAHUS | MPUKIIATHOM MOHHUTOPHHT U 10JIb30BATEISAM
cboes. yYpOBHE ObICTpOE U U cIy)0amu
pearupoBaHue e Harpy3ka Ha
CUCTEMHBbIE
pecypcehl

OnepaTtuBHOE BHEAPEHUE — 3TO yrpo3a KubepOe30macHOCTH, MPH KOTOPO 00paboTaHHbIE
BXOJIHBIC JaHHBIC MAHUNYIUPYIOT mnoBeneHueM LLM, 4TO MOXXET NpPHUBECTH K PACKPBITHIO
KOH(MUICHIMANBHBIX JaHHBIX WJIM HECAHKIMOHUPOBAHHBIM JeHCTBHSM. MeToabl aTaku
BKJIIOUYAIOT BHEJPEHUE CKPBITHIX MMOACKA30K Ha BEO-CTpaHMIIAX WM B JOKYMEHTAX U YIpaBJIeHUE
MOJIEISIMU  JUIS  pacKpbelTus KoHuaeHuuandpbHoW wuHpopmanmu. CTpaTeruu CMsIrdeHus
MOCJIC/ICTBUIM  BKJIOYAIOT OrpaHU4YeHHe Bo3MoxkHocter LLM, TpeboBanue coriacus
MOJIb30BaTeNsl Ha KOH(HUACHIMAIbHBIC OMNEpPallid W YCTAHOBJICHHME TPAaHUIl JIOBEpUS IS
IPEIOTBPALCHHS UCTIOIb30BaHMUS.

Hebe3omacHas 00paboTKa BBIXOJHBIX JaHHBIX BO3HHKAET, KOTJA MPHUIIOKEHUS TOBEPSIOT
KOHTEHTY, co3ganHomy LLM, 6e3 Hajiexanei mpoBepKU, YTO TPUBOIUT K CEPbE3HBIM PUCKaM,
takuM kak XSS, CSRF, SSRF, nosilieHue npuBUIeTuil U y1aJ€HHOE BBINOIHEHUE Kona. Ecimu
BbIXoAHble naHHble LLM (Hanmpumep, JavaScript wim SQL) oOpabaTbiBatoTcss HaIpsSIMylO, OHU
MOTYT CIIPOBOLIMPOBATh BPEIOHOCHBIE AEUCTBU. J{JIst peA0TBpalleHus: 3TOro TpedyeTcs cTporas
MpOBEpKa W KOJMPOBAHHWE BBIXOJHBIX JaHHBIX, 4YTOOBI W30€XaTh HEMpPeIHAMEPEHHOTO
BBITIOJIHEHHS M YTE€UKHU JaHHBIX.

DeceptPrompt packpsiBaeT ysizBumocth Code LLM 1151 UCTIOB30BaHMS TPOTUBOPEUUBBIX
S3BIKOBBIX JAHHBIX, KOT/a KaXyluecss Oe300MAHBIMU HHCTPYKIIMU MPUBOASAT K CO3JIaHUIO
(GyHKIIMOHAIBHO KOPPEKTHOI O, HO HeOe30macHoro koaa. [l npenoTBpalleHus 3Toro Tpedyercs
pacuiipeHHasl TpoBepka Koaa, OOydeHHe MpuMepaM, CBA3aHHBIM C MPOTHUBOACHCTBHEM, U
peryisipHble OOHOBJIEHUS! CUCTEMBI 0€30MaCHOCTH. 3JI0YMBIIIJIEHHUKHA MOTYT UCIIOJIb30BaTh 3TOT
HEJOCTATOK JUIsl CO3/IaHUs YSI3BUMOTO KOJIa, PUCKYS YTEUKOW JaHHBIX M KOMIIpOMETaluen
CUCTEMBI, UTO MOAYEPKUBAET HEOOXOAUMOCTh MOBbIIIeHNs Oe3onmacHocTH B Code LLM.

30y ¥ JAp. mpeanararT pa3paboTaTh IeleBble CYy(QHUKCH, KOTOpbIE OOXOIAT MEphl 110
BbIpaBHUBaHMI LLM, 4TO mpHBOAWUT K BpeAHBIM pe3yibTaraM. /[is mpeaoTBpameHus 3TOro
TpeOyIOTCS YCOBEPIIICHCTBOBAHHBIE aJITOPUTMbI BHIPABHHUBAHHS, MOHHUTOPUHT B PEXHUME
peaIbHOTO BpEMEHH, IIOCTOSIHHAs TMEPEeNoAroTOBKAa MOJeNeld M  aJalTHUBHBIE CHUCTEMBI
pearupoBanus. ClieHapuH aTak BKIIOYAIOT KPYMTHOMACIITAOHOE MaHUMYIHPOBAHUE KOHTEHTOM,
[EJICHAIIPaBJIICHHOE YKJIOHEHUE OT MOJUTHKU U TMHAMUYECKHE aTaKu C MCIOIb30BaHHUEM HOBBIX
YSI3BUMOCTEH, UTO NMOAYEPKUBAET HEOOXOJMMOCTD ITOCTOSIHHOTO COBEPIIIEHCTBOBAHUS 3AIUTHI.
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DTO MPOUCXOIUT, KOT/Ia 37I0YMBIIINIEHHUKHA MAaHUITYTUPYIOT 00yJaromuMu qaHHeIMUA LLM,
BHEPSs OMIMOKH, O3KAO0PHI WIIM BPEAOHOCHBIE HHCTPYKIUH, KOTOPbIE HAPYLIAIOT I[EJIOCTHOCTh U
HaJeXKHOCTb Monenu. IlpepgorBpaimieHue  BKIIOYAaeT IPOBEPKY HCTOYHHMKOB  JAHHBIX,
M30JIMPOBAHHYIO cpeay, (GUIbTPALMIO BXOAHBIX JAHHBIX U MOHUTOPHUHI aHOManuil. CTpareruu
3alIUTHl BKJIIOYAIOT (PUIBTPALMIO TMOJO3PUTENbHBIX JIaHHBIX Iepe] OOyuYeHHEM U TOYHYIO
HACTPOWKY Ha OCHOBE YHCTHIX HAOOpOB MAaHHBIX MOcjie OOydeHUs. PUCKM aTrak BKIIOYAIOT
MpeNB3SAThIC PE3YNbTAThl, Ie3UH(DOPMALIHIO U BPE O0ILIECTBY, UTO MOTYEPKUBAET HEOOXOAUMOCTh
HAJIC)KHOW 3alUThI JaHHBIX.

Orta araka MaHUNYJIUPYeT BXOIHbIMM AaHHbIMM LLM Bo Bpemsi paboOThl, BBI3BIBAS
BPEIOHOCHOE TOBeJeHHE 0e3 M3MEeHeHUs caMmoil Mojenu. OHa 4acTo UCIONb3YyeT YIyIIEeHHbIS
HACTPOMKHM, TakMe€ KaK OrpaHWYEeHHs Ha BBIBOJ TOKEHOB, YTO 3aTpylIHSAET OOHapyKeHHe.
[IpenoTBpamieHne BKIIOYAeT OOHAPYKEHHE aHOMAJUil, ayJAUT pearupoBaHus M Oojee CTPOrui
KOHTPOJIb BBOJIA. PUCKM aTak BKIIIOYAIOT B ce0s MPEaB3ITYI0 HHPOPMAIHIO, Ae3UH(OPMALIUIO U
yiep0 penyTaiuu, 9To Mo J4epKuBacT He0OXOAMMOCTh 00eCTIeYeHHUs OIUTENbHON 6€30MacCHOCTH
npu pazBepTbiBanuu LLM.

Heb6e3onacuble muarunel B LLM co371atoT ys3BUMOCTH M3-3a IJIOXOW NPOBEPKU BBOJA,
JoCTyna ¢ U30BITOYHBIMHM MPUBHIIETHAMH U HeOe3omacHoro B3aumojeictBus ¢ API, Bkimouas
Takue pucku, kak BHeapeHue SQL. Crpareruum mnpenoTBpalieHUs BKIIOYAIOT TIIATEIbHYIO
MPOBEPKY BBOJA, JOCTYNl C HAaUMEHBIIMMU MpUBWIETHsIMHU, Oe3omacHeie MeTonbl APl u
peryisipHble npoBepku Oe3zonacHocTH. lloTeHIualbHbIE aTaku BapbUPYIOTCS OT HM3BJICUEHUS
JAHHBIX U TOBBIIICHUS MPUBHIETHHA 10 B3ioMa 0a3 JaHHBIX M AKCIUTyaTallMM CHUCTEMBI, 4TO
NOJYEPKUBAET HEOOXOAMMOCTh MPUMEHEHUS HAJEKHBIX IPOTOKOJIOB OE30MacHOCTH IpU
pa3paboTKe U pa3BepThIBAHUU IIIATUHOB.

DoS-araka Hapymaer (yHKIMOHAIBHOCTh CHCTEMBI, Ieperpyxas ee¢ H30bITOYHBIM
TpapuKOM WM CIOXHBIMU 3anpocamu. CiyxObl LLM crankuBaroTcsi ¢ aTakaMd Ha OCHOBE
o0bema (IepeHachIlllEHUE I0JIOCHl MPOMYCKaHUs), aTakaMHh Ha MPOTOKOJBI (MCIIOJIb30BAHUE
Cna0bIX MECT CETH) W aTakaMH Ha MPHUKJIAJHOM ypOBHE (HCTOIIEHHE PECYpCOB C MOMOIIBIO
CIOXHBIX 3ampocoB). IIpodunaktuka BkiIrodaeT B ceOsl OrpaHUYEHHE CKOPOCTH, HAJIEKHYIO
UHPPACTPYKTYPY C MACIITAOUPYEMBIMU CEPBEPAMU U HEMPEPBHIBHBI MOHUTOPUHT 7151 OBICTPOTO
OOHapyXeHHs U YCTpaHEHUS OCIEICTBUM.

Obecneuenne Oe3omacHocTH LLM wuMeeT BakHOE 3HAueHHE U3-3a TNPUCYHIEH UM
BOCITPUUMYHUBOCTH K TPAJAUIIMOHHBIM YSI3BUMOCTSIM ITPOTPAMMHOTO 00€CTIeueHUs U YHUKATIbHBIM
pHUCKaM, CBSI3aHHBIM C UX KOHCTPYKIMEH u mMeTroaamu paboTsl. B wactHoctr, LLM CKIIOHHBI K
OBICTPOMY B3JIOMY, KOTJla TAKHME METOJIbI, KaKk ObICTpOE BHEJPEHUE, MOTYT MCHOIb30BaTHCS IS
MaHUITYJIMPOBAHUS PEAKUUSIMU MOJENH, YTEYKa IOACKa30K, KOTOpas MOKET MPUBECTH K
PacKpBITHIO 00YYaIOIIMX JaHHBIX, U JKEHIOpelk, npeaHasHaueHHbIH JUIsl 00X04a BCTPOCHHBIX
MEXaHU3MOB 0€30MaCHOCTH. DTH KOHKPETHBIE Yrpo3bl TPEOYIOT NMPHUHITUS KOMILJIEKCHBIX Mep
0€30MacHOCTH, KOTOpPBIE HAIIPSIMYIO PEIIAIOT YHUKaJIbHbIE Tpo0seMbl, cBsi3aHHble ¢ LLM. Kpome
TOTO, BHEZPEHHE OAKAOPOB BO BpeMsi 00yueHHs, OyJb TO OTpaBJIeHUE TaHHBIX MM BCTpaUBaHUE
CEKPETHBIX TPUITEPOB, MOXKET 3HAYUTEIBHO U3MEHUTH MIOBEICHUE MOJIEJIA BO BPEMS BBIBOJIA, YTO
CO3J1a€T CEPbE3HBIE PUCKU JJI LIEIOCTHOCTH JAaHHBIX U HAaJIEKHOCTH MOJENH.

Kax oGcyxnanock B pazzene mpenbiaymieM, s 3QpGEeKTHBHOTO YCTPAaHEHUSI 3TUX YIPO3
OpraHu3aly JIOJDKHBl MPUMEHSTh CTPOTHME CTPATEeruu 3allUuThl, PEKOMEHJOBAHHBIE B
KOHTpoJIbHOM crnucke Oe3omacHocth OWASP LLM. Orto BritouaeT B cedsl TECTUPOBaHUE
npunoxkeHnid LLM Ha W3BECTHBIE YS3BHUMOCTH C HCIOJIb30BaHHEM TaKUX METONOB, Kak red
teaming, ¥ CHEelHaJbHBIX WHCTPYMEHTOB, TaKUX Kak garak, JUisi BBISIBICHHUS M YCTpaHEHUs
He/oCcTaTKoB Oe3zomacHocTu. Kpome Toro, BHeApeHHE CHCTEM HENPEPhIBHOIO MOHHUTOPHHTA,
Takux Kak langfuse, B IpOM3BOJCTBEHHBIX Cpefax IMOMOraeT OOHApyXHBaThb M HUCIPABIATH
AHOMAJIBHOE ITOBEICHUE WJIM NOTEHUHAIbHBIE HAPYIIEHUS B PEKUME pPEATbHOrO BpeMeHHU. B
KoHTposibHOM nepeune OWASP taxoke noguepkuBaercs BaXKHOCTh CUCTEM YIIPaBJICHUSI, KOTOPbIE
o0ecreynBaroT 3TUYHBIN 0TOOP M 00pabOTKY JaHHBIX, UCIIOIB3YEMbIX NPH 00YYEHUH, COXPaHSI
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MPO3PAYHOCTh UICTOYHUKOB JJAHHBIX M TUIIOBBIX METOAMK 00yueHus. Takol CTpyKTypHUpPOBaHHBIN

MOJIX0] K 0€30MaCHOCTH M YIIPABJICHUIO TapaHTUPYET OTBETCTBEHHOE HcMoiab30Banue LLM u ux

3aIIUTY OT OOBIYHBIX KHOEPYTPO3 U KHOSPYTpO3, YHUKAIBHBIX TI0 CBOCH OIEPAIIMIOHHON MIPUPOIC.
3akJiroueHue.

B oroit craThe MBI TPEACTaBUIM BCECTOPOHHUNA U TIYyOOKH 0030p Oymymiero
kubepOe3onacHocTy uepe3 npusmMy reaeparuBHoro MU u Gonmbmmx sS361k0BBIX Moaeneit (LLM).
Hame wuccnenoBanue oOXBaThIBAJIO MIIMPOKUH crekTp mnpuioxkennit LLM B obOmactu
KnOepOe30MacHOCTH, BKIIOYasi O€30MacHOCTh NMPOEKTUPOBAHUS 000OpyIOBaHUS, OOHapyKeHUE
BTOPXKEHUI, pa3pabOTKy NPOrpaMMHOr0O 0OecleyeHusl, MPOBEPKY MPOEKTa, aHAIUTUKY
Kkubepyrpo3, obHapyxkeHue BpemoHocHoro 10, a Takke oOHapykeHHe (QHUIIMHTAa U Crama,
WJUTFOCTPHUPYS MHUPOKHH moteHnran LLM B pa3nuuHbIX 001acTsX.

MpbI 10IpoOHO U3YYHIIU SBOJIIOIMIO U TeKylee coctossHue LLM, BBIIETUB TOCTHKEHUS B
15 koHkpeTHBIX Monensx, Takux kak GPT-4, GPT-3.5, BERT, Falcon u LLaMA. Ham ananu3
BKJIIOYAJ B ce0sl yriryOJeHHbIM aHaIu3 ysS3BUMOCTEH, cBa3aHHbIX ¢ LLM, Takux kak ObicTpoe
BHeJpeHue, Hebe3zonacHas oOpaboTKa BBIXOJIHBIX JTaHHBIX, OTpaBJICHHE TaHHBIX OOy4eHUS U
BbIBOJIa, DDOS-artaku U coCTsI3aTeNIbHbIE MHCTPYKIIMU Ha €CTECTBEHHOM S3bIKe. MBI 00CyIuIn
CTpaTeruu CMArYeHus MOCIEICTBUM JIJIs 3aLIUThI 3TUX MOJIENEH, IPEJI0KUB [TOJTHOE TOHUMAaHUE
MOTEHIIUATBHBIX CIIEHAPHEB aTaK U METOO0B MX MPEIOTBPAICHUSI.

Hamm pe3ynbTaThl MOJYEpPKUBAIOT 3HAYUTENbHBIN moTeHmuan LLM B Tpancdopmarmu
npakTuk kuobepoezonacuoctu. Uurerpupys LLM B Oynymiue cucteMbl KHOepOe301acHOCTH, MbI
CMO’KEM HCIOJIb30BaTh UX BO3MOKHOCTH ISl pa3pabOoTKu 0oJiee HAJCKHBIX U CIOXKHBIX CPEICTB
3alIUTHl OT pa3BUBAIOUIMXCS KHOepyrpo3. CTpaTernueckoe HalpaBlIeHHE, H3JI0KEHHOE B 3TOM
JTOKYMEHTE, HalpaBlIeHO Ha PYKOBOJICTBO OYAYIIMMH HCCIEIOBAaHUSMU U Pa3BEPTHIBAHUEM,
MOTYEPKHUBAS BAXKHOCTh HHHOBAIIMK M YCTOWYUBOCTH IS 3aIIUTHI TU(POBBIX HHPPACTPYKTYP.
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LLM-AI KUBEPKAYIHICI3AIKTE KOJJAHY: LLM KOCBIMIIIAJIAPBI MEH
OCAJIIBIKTAPBIHA IOJIY

Anoamna.byn xyocam yaken mindik mooenvoep (LLM) apkwviier Kubepkayincizoikmin
bonawazvina sxean-scakmol wony xcacauowt. biz GPT-4, GPT-3.5, BERT, Falcon?2 ocone LLaMA
CcusIKmul Mooenvoepoeai scemicmikmepee Hazap ayoapa omovipvin, LLM ssonoyuscer men onviy
Kaszipei ocazoaiivina wony sxacaumols. bizoiy mandayvimers LLM ocandvixkmapein kammuost,
Mbleanvl, Hewvlioam icke acolpy, kayincis [llvievic oyoey, oepexmepmen yrarny, DDOS wabywviioapvl
JHcoHe Kapcwvlaacy nyckayaapwel. biz vikmuman wabyein cyenapuiinepi men onapovly anoblh Ay
a0icmepine JHCAH-JICAKMbL  WIOLY JHCACAll OMBIPLIN, 0Cbl  YA2iNepoi Kopaayovly —a3aumy
cmpameusanapvin  e2xceli-mezxcelii Kapacmuolpamsiz. byn ananumukanvix oepexkmep Haxmol
Vakwimmazvl KUOEpKayincizoikmeH Kopaayovl HakKcapmyaa JHcaHe Kayinmepoi amblKmay HcoHe
onapea osicayan oepy ywin LLM konoanbanapvineiy xypoeninicin apmmulpyza 6agbimmanean.
bi30iy xyorcam oamwin xene sicamxan kubepkayincizoikmepoen Kopeay ywin LLM-0i 6onrawax
Kubepkayincizoixk oicylienepine OIpikmipyoiy Heeizei myciHiei Men cmpameusiivlK Oa2blmblH
YCbIHAOWL.

Tyiiin ce3dep: LLM, kubepkayincizoix, yaxken mindik moodenvoep, mindik Mooervoey,
Mawunanvix oxermy, NLP, mabusu mindi eyoey.

THE USE OF LLM IN CYBERSECURITY: OVERVIEW OF LLM APPLICATIONS
AND VULNERABILITIES

Abstract. This document provides a comprehensive overview of the future of cybersecurity
through Large Language Models (LLM). We present an overview of the evolution of LLM and its
current state, focusing on advances in models such as GPT-4, GPT-3.5, BERT, Falcon2, and
LLaMA. Our analysis extends to LLM vulnerabilities such as rapid deployment, insecure output
processing, data poisoning, DDoS attacks, and adversarial instructions. We will take a detailed
look at mitigation strategies to protect these models, providing a comprehensive overview of
potential attack scenarios and methods to prevent them. This analytical data is aimed at improving
real-time cybersecurity protection and increasing the complexity of LLM applications for threat
detection and response. Our document provides a fundamental understanding and strategic
direction for integrating LLM into future cybersecurity systems to protect against evolving cyber
threats.

Keywords: LLM, cybersecurity, large language models, language modeling, machine
learning, NLP, natural language processing.
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MODELING SEMANTIC RELATIONSHIPS OF AVIATION TERMS: VECTOR
SPACES AND LANGUAGE MODELS

Abstract. The proposed article examines methods for modeling semantic relationships of
aviation terms using the BERT and RoBERTa language models. The relevance of the study lies in
the use of a pre-prepared and annotated corpus of aviation terms that align with international
practice and are drawn from documents of international regulatory bodies. The developed
language corpus provides the basis necessary for assessing the semantics of aviation terminology
in the context of real aircraft operation. The research methodology involves fine-tuning language
models trained on an aviation corpus of terms using cosine similarity, rank correlation, and cluster
metrics of measurements. The experiments demonstrate the main differences between the two
models in tracking synonyms, variability, and shifts in aviation discourse. The results of the study
demonstrate that fine-tuning the models enhances their ability to cluster related terms, distinguish
closely related but distinct concepts, and align the results with expert judgments. These results
provide a methodological basis for the development of aviation terminology resources, enabling
the application of lexicography transformer models and ontology construction.

Keywords: semantic proximity, aviation terminology, language models, corpus linguistics,
transformers, embedding, natural language processing.

Introduction.

Today, one of the primary tasks of natural language is modeling the semantic similarity of
terms, and a substantial number of studies aim to address this problem. The problem of assessing
the semantic similarity of terms arises in various practical applications, including automatic text
translation, search for relevant information, intelligent search, ontology construction, and text
analysis and processing for specific subject areas [1]. In a highly technical field and specialized
industry like aviation, the accuracy of terminology is a crucial aspect, as the correctness of
language structures directly determines professional international communication and document
flow, which is closely related to ensuring flight safety.

Historically, the first approaches to modeling semantic relationships between terms were
based on statistical methods, such as TF-IDF, which account for the frequency of a particular term
without analyzing its content [2]. The next step in developing these methods is the use of
distributed representations, such as Word2Vec and GloVe [3], which provide a representation of
words in the form of vector spaces that capture semantic patterns through contextual co-occurrence
in texts. However, such models assigned words a fixed vector, which did not allow for effective
processing of polysemy and domain-specific meanings.

The next key step in the development of natural language processing is the use of
contextualized language models, such as ELMo, BERT, and RoBERTa. These models are trained
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on a large language corpus using an attention function that provides context-sensitive embeddings
to distinguish the synonymous meanings of terms [4]. These models yield fairly good results in
natural language processing; however, their effective application in specialized areas depends on
the adaptation of the corpus used, which is specific to each subject area. A feature of applications
in the aviation industry is the complex technical terminology, multilingualism, and the use of
various semantic changes depending on the content being processed [5]. The relevance of the topic
is confirmed by the importance of accurate terminology modeling in ensuring the safe operation
of aviation equipment, as well as lexicography and knowledge management. Existing research is
primarily focused on the use of universal pre-trained models, which often fail to accurately reflect
the semantic structure of aviation terminology [6, 7].

The aim of this study is to address the issue of utilizing language models in the aviation
industry by developing and training a model on a new corpus of terminology directly related to
aviation. The corpus of terms formed in this study comprises regulatory documents from
international aviation authorities, technical manuals for aircraft operation, and training materials
[8]. As part of the study, the authors manually annotated the corpus to establish semantic
relationships, hierarchies between terms, and synonymous variations [9].

The main problem facing this study was the lack of a comprehensive corpus of terms with
multilevel annotations. This complicates the comparison of language models, which negatively
affects the development of lexicographic resources. This study aims to address this research gap
by creating a specialized corpus of aviation terms from international regulatory documents,
detailing the term annotation scheme, determining their quality, and comparing standard models
with those trained on the developed language corpus.

As part of the study, the ability to reflect semantic proximity in aviation communication is
assessed by fine-tuning the BERT and RoBERTa models on the collected corpus and comparing
their performance with that of versions in the general subject area [10].

The objectives of this study are:

To create a corpus of aviation terminology and describe the methodology for its annotation;

To evaluate the effectiveness of the BERT and RoBETRa models for modeling the semantic
similarity of aviation terms;

To compare the models using quantitative metrics (cosine similarity, rank correlation,
clustering indices);

To visualize the semantic space using dimensionality reduction methods for accurate
interpretation of terms.

The scientific novelty of the study lies in the combination of transformer approaches with
the use of a subject-oriented annotated language corpus, which enables the utilization of the
semantic behavior of terminology in a real professional context. The practical significance lies in
the application of the results in the construction of an aviation thesaurus, ontologies, and the
development of an intelligent linguistic support system for aviation industry specialists.

Materials and methods.

Formation of the aviation terminology corpus

To conduct the study and enhance the reliability of the experimental results, the authors
created a specialized corpus of aviation terms. The material for the corpus was collected from
authoritative industry sources, including ICAO Annexes, EASA and FAA regulations and
guidelines, IATA operational standards, Airbus and Boeing aircraft operating manuals, aviation
textbooks, and scientific articles. The corpus of words comprises 100,000 unique tokens, ensuring
comprehensive coverage of all key subdomains within the aviation industry. The tokens include
terms from the time period 2000 to 2025. The breakdown of tokens by subdomains is presented in
Table 1.

Table 1 — Corpus statistics by aviation subdomains
| Subdomain |  Documents | Tokens | %ofcorpus | Unique terms
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Navigations 420 20000 20 2 600
Flight operations 350 18 000 18 2 200
Safety and 310 16 000 16 2 000
emergency

Maintenance and 300 15000 15 1900
emergency

Airworthiness 240 12 000 12 1500
and regulations

Aircraft 210 10 000 10 1300
structures  and

parts

Air traffic 170 9000 9 1100
control and

communication

Total 2 000 100 000 100 12 600

The terminology set was selected to be well-balanced across all aviation subdomains. This
proportional division reflects the practical importance of each area in aviation communication.
The corpus also includes additional terminology, such as maintenance, regulatory language, and
phraseology used in air traffic control, which are also important for ensuring flight safety.

The pre-processing process includes tokenization, text cleaning, and normalization, after
which the text is annotated at multiple levels. The first level includes morphological markup to
ensure the participatory nature of the information and lemmatization. The second level includes
terminological markup with the assignment of labels according to aviation subdomains
(navigation, safety, etc.). The third level introduces semantic relations such as synonymy,
hypernymy, and the part-whole relation, which allows the corpus to reflect the full complexity of
professional aviation terminology. The dataset is verified by aviation linguists to ensure
terminological accuracy. The process flow diagram for creating and annotating the aviation
terminology language corpus is shown in Figure 1.

An‘ialinndmunentH Preprocessing H Annotation H Validated corpus

Figure 1 — Scheme of corpus construction and annotation

To demonstrate the term annotation protocol and ensure transparency, Table 2 presents
examples of term annotations. Each entry represents the term's canonical form, subdomain,
semantic relationship type, representation variants, and example of the term's use in a sentence.
This display format demonstrates the multilevel annotation scheme and the encoding of linguistic
and semantic information for model training and evaluation.

Table 2 — Examples of annotated aviation terms

Term Canonical form | Subdomain | Relation Variants Example

Briefing Briefing Safety Synonymy Preflight | The crew
briefing conducted a safety
briefing prior to
engine start
Altitude Altitude Navigation | Hypernymy | Flight Maintain  altitude
level 3500 feet until
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cleared for
approach
Autopilot | Autopilot Operations | Associative Flight The autopilot was

direction | engaged during
climb to reduce
pilot workload

Fuselage Fuselage Structures Meronymy Airframe | The fuselage
inspection revealed
minor  structural

damage
GPWS Ground Safety Abbreviation | - The GPWS alert
proximity required an
warning immediate go-
system around

Table 2 shows that the annotation incorporates both the lexical and semantic aspects of
aviation terminology. In the dataset, "briefing” is associated with synonyms in the safety
subdomain, while "fuselage," with its part-whole relationship, belongs to the structure subdomain.
The abbreviations and multiword variants of terms are explicitly recorded to ensure the model's
ability to clearly recognize equivalences. Examples of term usage in sentences provide a contextual
basis, and are necessary for expert verification.

Model fine-tubing

Two-stage model fine-tuning and training parameters for universal models were adapted for
aviation crops. The first optimization step is domain adaptation using masked language modeling
(MLM), which helps models learn the distributional semantics of tokens to predict a randomly
masked term from the context:

1 -
Lym = — 5 ZiL1 logP(wi|W;, 8), 1)

where w; — original token, Ww; — masked version of the token, 6 — set of model parameters.

The second step is contrastive learning with triplet loss, which generates a triplet of "anchor-
positive-negative" terms based on the annotated complex. This configuration ensures a semantic
relationship between the anchor and positive terms while assigning negative terms to a different
subdomain. This procedure helps to separate related but conceptually different terms, increasing
the robustness of term embedding in professional contexts.

For the MLM, dynamic masking with a probability of 15% was used to ensure a variety of
training scenarios. The retraining process was controlled using validation-perplexity-based
stopping. Model evaluation was conducted using the MLM and MLM-+triplet configurations,
allowing for the quantitative evaluation of each stage to be examined. The training settings for the
experiment included the following parameters: learning rate MLM (5x107), learning rate triplet
(2x107), batch size — 32, epochs — 20, warmup ratio — 10%, weight decay — 0.01, optimizer —
AdamW, validation — 10%, random seed — 42 and hardware — 24 gb vram.

These parameters ensure a balance between the computational efficiency and convergence.
The stability of fine-tuning was ensured using warmup learning and parameter weight reduction,
while reproducibility was achieved using a fixed initial value. Triplet loss improves the separation
of semantically related terms, as reflected in the ablation results.

Semantic similarity estimation

To effectively evaluate the relationships between aviation terms, embeddings were extracted
from the proposed models using the SentenceTransformers framework. The embeddings from the
models have dimensions of 384 for BERT and 768 for ROBERTa, which provides a detailed
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representation of the semantic space. The main similarity measure used in this paper is cosine
similarity, which helps estimate the proximity of term vectors in space without relying on absolute
values. The similarity between two terms t1 and t2 is determined using the formula:

sim(ty, t,) = —B2 (2)

lvea ll-llvezIl’

where the numerator is presented as a scalar product of vectors and the denominator normalizes
the values by the Euclidean norm.

The convergence coefficient ranges from -1 to 1, where a higher value indicates stronger
semantic similarity. To illustrate this approach, Figure 2 was prepared, which shows an example
of calculating similarity using cosine similarity for a pair of aviation terms. The term "vectors" is
presented in a two-dimensional coordinate space, where the angle between the vectors corresponds
to the strength of semantic similarity.

[
>

Figure 2 — Example of cosine similarity calculation between aviation term pairs

Semantic evaluations were conducted using internal and external tests to ensure the
quantitative reliability and professional validity. For internal evaluation, a dataset of 500 paired
terms was created and evenly balanced across four relationship types: synonymy, hypernymy,
meromyny (part-whole), and disjoint (contrast) pairs. Each pair of terms was rated by aviation
linguists and industry experts and assigned a score from 0 to 4. The annotators' agreement was
estimated at 0.82, indicating a high level of agreement. Each model was evaluated using cosine
similarity between term vectors, and the correlation between expert assessments was measured
using Spearman’s rho. Robustness was ensured by resampling 1000 times using the bootstrap
method (95% confidence interval). Differences between the models were assessed using Fisher's
z-transform. The clustering quality was assessed based on the annotated subdomains. Silhoutte
and Davies-Bouldin indices were calculated for this assessment. Stochastic effects were accounted
for by averaging 10 random initial values. External tests addressed two practical issues. The first
was the automatic matching of terms with external thesuri using precision and recall assessments.
The second was predicting the correct assignment of meanings for polysemantic terms assessed
using expert annotations. In addition to the numerical model indicators, experts manually verified
the model's results. This multilevel approach ensured the stochastic and linguistic validity of the
results.

Visualization of semantic spaces

Domain-adapted embeddings structure aviation terminology by projecting multidimensional
vectors onto two dimensions using t-SNE and UMAP. T-SNE is used to identify compact groups
of terms that are closely related. The stochastic nature of the model is controlled by introducing a
fixed seed, the perplexity is tuned to a moderate range to balance local granularity and global
readability, and the number of iterations is set high enough to ensure convergence. The resulting
t-SNE maps from the study are presented in Figure 3, where semantically consistent clusters (e.qg.,
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aircraft components, navigation, safety) are highlighted, and subtle differences within the clusters
themselves (e.g., control surfaces and structural nodes) are often obscured in quantitative values.
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Figure 3 — t-SNE projection of aviation embeddings

In addition, UMAP is used for analysis to examine the local and global structure of diversity,
employing a graph approach that ensures the preservation of inter-cluster geometry. Cosine
distance is used for the angular nature of similarity in space, which helps to avoid database
overflow and preserve intra-class relationships. The projections presented in Figure 4 show a
consistent macrostructure for both models, making the inter-cluster separation more obvious
compared to t-SNE, which helps capture category leakage (i.e., the shift of exploitable terms
towards safety).
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Figure 4 — UMAP projection of aviation embeddings

These plots provide complementary evidence across domains. When fine-tuned on a corpus
of aviation terms, BERT produces tight, discrete clusters with sharp boundaries, which is useful
in tasks that require clear class separation. ROBERTa has smoother transitions between adjacent
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subdomains, which is useful in cases where graded similarity is needed. Both models use a fixed
seed, hyperparameters, and term set, which is necessary to allow direct comparisons between them.
The limitation of 2D projections is that they discard information and introduce layout artifacts,
which is addressed in this paper by using quantitative metrics that provide openness and
interpretability in the geometry of aviation terminology.

Evaluation protocol

The semantic similarity of terms is assessed using a combination of quantitative metrics and
qualitative expert assessment by linguistic teachers. The verification process is designed to assess
the mathematical consistency of the results and their compliance with professional linguistic
terminology in the aviation industry. The quantitative assessment of the vector proximity measure
was determined using cosine similarity. A reference dataset is used to verify the calculated values.
This dataset comprises carefully selected pairs of terms that have been independently annotated
by linguists and experts from aviation enterprises. The correlation between similarity estimates
obtained using the models and expert assessments is calculated using Spearman's rank correlation
coefficient to assess the monotonicity of the relationship between similarities.

In addition to pairwise similarity, the quality of clustering is investigated to determine the
quality of reflection of the high-level structure of aviation terminology. The silhouette index and
Davis-Bouldin are used to evaluate grouping into semantic clusters, which provides a
representation of intra-cluster coherence and inter-cluster separation. These metrics complement
the overall assessment, which is based on similarity, tracking, subgroup identification consistency,
and domain specificity.

Linguistic experts assessed the representativeness of a subset of the model results. This
expert assessment is crucial for confirming the practical significance of the results, as some
semantic relationships may not be fully reflected when evaluating statistical indicators. The
assessment of the model's ability to accurately represent aviation terminology is achieved by
integrating clustering indicators, expert assessment, and a protocol to ensure the
multidimensionality and reproducibility of the assessment. Such an integrated approach ensures
methodological sustainability and practical significance of the results of lexicographic and
terminological applications in the aviation industry.

Results and discussion.

Pairwise semantic similarity

The key method for assessing the effectiveness of semantic models is the comparison of
pairwise similarity scores between aviation terms. The cosine convergence coefficient is used to
assess the degree of correspondence of the selected term pairs in the semantic space. The term
pairs are selected taking into account typical relationships adopted in the aviation industry: near-
synonyms (aircraft-plane), functional relatedness (autopilot-flight director), contextual similarity
(safety-inspection), and semantic similarities (cockpit-fuselage). Table 3 presents the similarity
scores for the term pairs described above. The results are presented for the universal versions of
BERT and RoBERTa, as well as optimized versions of these models trained on the aviation
terminology corpus.

Table 3 — Cosine similarity scores for selected aviation term pairs under general and fine-
tuned models

Term pair General Fine-tuned General Fine-tuned
BERT BERT RoBERTa RoBERTa
Aircraft-plane 0.62 0.89 0.65 0.91
Runway-airstrip 0.58 0.87 0.60 0.85
Autopilot-flight director 0.49 0.76 0.55 0.82
Turbulence-disturbance 0.44 0.72 0.47 0.75
Cokpit-fuselage 0.33 0.64 0.35 0.61
Safety-inspection 0.39 0.70 0.42 0.73
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The obtained results demonstrate that fine-tuning improves the consistency of vectors and
expert judgment in the aviation industry. For example, for the pair of terms “airstrip” and
“runway”, the similarity score after fine-tuning the BERT model increased from 0.58 to 0.87, and
for the RoBERTa model from 0.60 to 0.85, which means that they are used synonymously.
Additionally, terms with functional or procedural overlap also increased the convergence rate after
fine-tuning the models, a finding confirmed by expert judgment.

An interesting difference is demonstrated between the two models on pairs containing
functional differences. For example, the ROBERTa model shows high stability for similar pairs,
indicating high sensitivity to graded similarity. In contrast, the BERT model shows a sharp
increase in convergence on synonymous words, indicating a strength in forming discrete
equivalence classes. Overall, when analyzing pairwise convergence, we can conclude that both
models improve their performance after fine-tuning, with complementary strengths.

Table 4 presents the performance differences between the methods (TF-IDF, Word2Vec,
GloVe, and FastText) and the transformer-based models (BERT and RoBERTa) in the baseline
settings and with fine-tuning for aviation terminology. The results were presented as Spearman
correlations and clustering metrics.

Table 4 — Comparison of baseline and transformer models

Model Spearman Silhoutte Davies-Bouldin
TF-IDF 0.41 0.28 1.92
Word2Vec 0.53 0.36 1.65
GloVve 0.55 0.38 1.59
FastText 0.59 0.42 1.48
BERT 0.62 0.44 1.37
BERT (aviation) 0.83 0.61 1.01
RoBERTa 0.65 0.46 1.35
RoBERTa (aviation) 0.81 0.58 1.08

The results demonstrated three key findings. First, both transformer models outperformed
the classical baseline models, confirming the superiority of the contextual models. Fine-tuning
enables the capture of subtle semantic relationships. Second, the models are domain-adaptable;
fine-tuned models demonstrate a 0.2-point increase in Spearman coefficient compared to their
generic counterparts, and two other metrics demonstrate effectiveness, demonstrating the
formation of coherent clusters. Third, both transformer architectures have mutually exclusive
advantages: fine-tuned BERT produces clear and discrete clusters, enabling effective ontologies
and dictionary development, whereas ROBERTa produces smooth semantic gradients between
terms, which facilitates term similarity search.

Visualization of semantic spaces

To provide a qualitative check of the structuring of aviation terminology, the authors
examined Figure 3 by dividing it into subdomains using a color scheme to better demonstrate the
differences. Adaptation to the domains yields clusters that align with the experts’ expectations. In
Figure 5(a), the clusters have a denser and more discrete grouping structure. This geometry is
consistent with the BERT model’s tendency to have clear decision boundaries, often related to
tasks such as terminological labeling and dictionary meaning assignment.
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Figure 5 — Scatter plot for both models with consistent color subdomains coding

In Figure 5(b), the clusters remain stable and show smooth gradients along their boundaries,
for example the term ™autopilot” in this model is closer to the operational sample, while
maintaining its distance from the structural lexicon subdomain, while "briefing" still belongs to
the safety cluster, but shows a move towards operational, due to its use in pre-flight procedures.
Such smooth transitions make the ROBERTa model a valuable tool for synonym search and
expansion of the aviation lexicon, where nuances of proximity are more effective than rigid
partitioning.

Using a uniform color scheme and term lists allows for a visual comparison of true
differences in term embeddings. Random seeds and identical dimensionality reduction settings are
fixed for both models to ensure reproducibility. Two-dimensional projections compress
information and may distort long-term relationships, but the observed patterns confirm the results
obtained in the previous two subsections. Based on the analysis, we can conclude that fine-tuning
enhances intra-cluster connectivity and improves inter-cluster separation. The BERT model
ensures separability, while ROBERTa captures semantic gradients.

Expert validation

The previously proposed quantitative metrics provide mechanisms for assessing semantic
models, but for specific domains such as aviation, it is necessary to rely on expert understanding
of terminology. To achieve this, a group of linguists and representatives of aviation enterprises
was involved in the study, who examined subsets of the model results and compared them with
semantic expectations. The experts confirmed that the fine-tuned model better matched
professional interpretations of aviation terms. The generic model often associates terms with every
day or general language, which often differs from the specialized use of these terms in aviation. In
contrast, the fine-tuned proposed models effectively reinforced context-dependent and aviation-
specific relationships. A brief example of the comparison between expert assessments and the base
model's judgments is presented in Table 5.

Table 4 — Case-study examples of expert validation

Term Closet term in | Closet term in | Expert Expert comment
general model fine-tuned judgement (general  model/fine-
model tuned model
Briefing communication | inspection Safety context | General talk/Safety
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Altitude height approach Navigation Everyday
synonym/Aviation
specific role
Autopilot robotics Flight director | Operations Robotics/Cockpit
system
Airframe Construction Fuselage Aircraft Construction/Structural
components vocabulary
Takeoff Departure Runway Flight Travel
operation synonym/Operational
aviation context
Turbulence chaos safety Safety Abstract
procedures notion/Procedural and
safety term

These examples demonstrate the importance of creating domain-specific term corpora. Basic
models often linked technical aviation terms to a broad everyday context. Fine-tuned models align
terms with professional usage, ensuring that clusters and convergence rates match authentic
linguistic practice. Conformity to expert assessment demonstrates the methodological soundness
and practical value of this approach, especially in cases of lexicographic databases, training
materials, and safety documentation.

Implications and limitations

The results obtained in this study demonstrate the strengths and weaknesses of applying the
transformer-based models to the aviation terminology domain. Fine-tuning the models shows
improvements in semantic similarity, clustering quality, and expert judgment. These achievements
demonstrate the practical importance of adapting models to a specific domain, which helps avoid
distorting the meaning of technical terms when comparing them with everyday synonyms or
unrelated concepts. The creation of a specialized aviation corpus helps to create a reliable
terminology resource for curriculum improvement and intelligent search in the aviation context.

In addition to the advantages, this study has several limitations in its results. First, the corpus
used for fine-tuning the models remains small in size, which limits the representativeness of the
training material and increases the risk of overfitting the model on specific subsets of aviation
subdomains. Second, the annotation process is limited by the resources of the academic institution
and does not reach the level of coverage typical of large-scale corpus linguistics projects. Another
methodological limitation is the use of two-dimensional projection as an interpretation tool, which
compress multivariate relationships and may obscure the boundaries of some clusters. Therefore,
the insights gained from scatterplots should always be considered in conjunction with quantitative
metrics. Although fine-tuning resulted in measurable improvements, the results exhibit model-
specific biases: BERT favors crisp and discrete clusters, leading to the simplification of semantic
continua, while the ROBERTa model exhibits smooth gradients that may blur distinctions critical
for aviation safety terminology. These limitations underscore the importance of careful model
selection and the ability to combine models based on the task they are intended to perform.

Based on the limitations described, it can be concluded that this study, while developing a
specific subject area and offering a replicable assessment system, represents only the first step in
creating a comprehensive dictionary of aviation terms. Future work involves expanding the corpus
of terms to include multilingual data reflecting the identity of each state, as well as participants in
international organizations. Additionally, it involves introducing advanced assessment methods
that take into account pragmatic and discursive phenomena beyond pairwise similarity or
clustering.

Conclusion.

The main objective of this study was to evaluate the transformer-based language models for
aviation terminology by creating a specialized corpus and fine-tuning the BERT and RoBERTa
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models. The obtained results demonstrate that domain-specific adaptation increases the semantic
accuracy of vector representations, improves the quality of the clustering process, and ensures
accurate compliance with expert assessments. These results demonstrate the need for a specialized
corpus in the aviation industry and indicate the potential application in databases, training
materials, and decision support systems. At the same time, the study reveals critical limitations: to
date, the corpus does not have a high level of scale and depth of annotation, the methods of
visualization of results are useful for analytics, but certain structural properties of the embedding
space cannot be taken from it, and specific distortions characteristic of these models indicate the
need for a hybrid solution for processing aviation linguistics.

This study represents the first step in creating a comprehensive dictionary of aviation terms.
The primary contribution of this study is to confirm the hypothesis that we need to build our own
language corpus and fine-tune it to the specific needs of the aviation industry. For aviation
linguistics and applied natural language processing, the results underscore the need for further
research on developing a large, multilingual, and systematically annotated language corpus, as
well as hybrid methods for evaluating model performance. With continued efforts, it is possible to
provide reliable, reproducible, and practically applicable tools for terminology, lexicography, and
security of communication.
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TEPMUHIEPIIH CEMAHTHUKAJIBIK BAUJAHBICTAPBIH MOJIEJIBJEY:
BEKTOPJIBIK KEHICTIKTEP K9HE TIUIIK MOJAEJIBJIEP

Anoamna.  ¥cvinbliean —Makanada — ABUAYUALLIK — MEPMUHOEPOIH — CeMAHMUKAbIK
KamulHacmapviih mooenvoeyoiy a0icmepi BERT owcone RoBERTa mindix mooenvoepin Koroauy
apKbLIbL  KApACMuIpuliaovl.  3epmmeyliy — 63eKkminiei  andblH ana OaublHOANEAH — JHCIHE
AHHOMAYUSIAHRAH ABUAYUSLTILIK MEPMUHOED KOPNYCMAPLIH NAUOANAHYMEH AUKbIHOAIAObL, O1ap
Xanvlkapanvlk madicipubeze calikec Keneoi JHCIHe XANbIKAPANbIK pemmeyuli opeaHoapobiy
KYoicammapwinan anvinean. Kypacmuipviizan mindik xopnyc ywakmapowvl HaKmvl NatiodiaHy
HCAROAUBIHOA ABUAYUATBIK MEPMUHON0SUS CEMAHMUKACLIH 0a2anay YuwiH Kaxcemmi He2i30i
Kammamacwls emeoi. 3epmmey 20iCHAMACHL ABUAYUSILIK MEPMUHOEP KOPNYCbIHOA AN0bIH Ald
yupemineen mindix mooenv0epdi Katma 6anmayovl (fine-tuning) Kammuowvl HcaHe 01 KOCUHYCHIbIK
YKCACMbIK, PAHSIIiK KOppenayus MeH KIACMepaiK Mempukanapobl ojueyee Heci30enceH.
OKcnepumenm Hamudicenepi exki Mo0envboiy CUHOHUMOEpOi Kaddazanay, 6apuamuemiilik neH
ABUAYUSTILIK, OUCKYPCIAZbl MASLIHALBIK bleblCyO0azbl He2i3el aublpMAUbLIbIKMAPLIH KOPCemmii.
3epmmey Homuodicenepi moodenvoepdi Kauma Oanmay oaapobly OAUIaHbICMbL MePMUHOEPOL
monmacmulpy Kabiiemin apmmulpamulHbIH, 63apa YKCAc, Oipak apmypii Yebimoapobl axicblpama
QAAMBIHGIH ~ JCOHE  Hamudicenepol  capanubliapobly — 0a2aiapblMeH  CUKeCmeHOIpemiHin
Oanendeudi. Byn wHomudicenep asuayusanblk MePMUHONOSUSAILIK pecypcmapovl  0amvlmya
a0icmemenik He2i3 YCblHAObl, MPAHCPHOpMED MOOeNbOepil IeKCUKOSpaAPuaoa JHeane OHMONO2US
KYpyoa KOn0aHyea MyMKiHOIK bepedi.

Tyiin co30ep: ceMaHMUKANbIK —JHCAKBIHOLIK, ABUAYUALLIK —MEPMUHONO2USA, MINOIK
Mooenvoep, KOPNyc TUHSBUCIUKACHL, MpaHchopmepiiep, Imbedourne, maduu mindepoi 6Hoey.

MOJIEJUPOBAHUE CEMAHTUYECKHUX OTHOIIEHUW TEPMHUHOB:
BEKTOPHBIE TPOCTPAHCTBA U MOJIEJIA A3BIKA

Annomayusn. Ilpednacaemas cmamvs paccmampusaem Memoobl MOOEIUPOBAHUs
CEMAHMUYECKUX OMHOULCHUL ABUAYUOHHBIX MEPMUHOS8 C UCNONb308AHUEM S3bIKOGLIX MOOeNell
BERT u RoOBERTa. Axmyanvnocme uccnedosanus 3axnovaemcsi 6 HpuMeHeHUU 3apauee
NOO20MOGIEHHO20 U  AHHOMUPOBAHHO20 KOPNYCAd — ABUAYUOHHLIX —MEPMUHO8, KOMOPbIll
coomeemcmeayem MedHCOYHAPOOHOU Npakmuke U cQOpMUpO8aH HA OCHOBE OOKYMEHMO8
MEJNCOVHAPOOHBIX — pe2yaupylowux  opeanusayuti.  Pazpabomannvlii  s1361K080U  KOpNyc
obecneyusaem Heo0OXOOUMYIO OCHOBY Ol OYEHKU CeMAHMUKU ABUAYUOHHOU MEPMUHONOSUU 8
KOHMeEKCme PeaibHOl IKCHAYAMayuu 6030YUWHbIX cy008. Memoodonozust ucciedo8anus 6Kouaen
000byuenue (fine-tuning) szvikoebix MoOenell Ha KOpnyce AGUAYUOHHLIX MEPMUHOE C
UCNONB308AHUEM KOCUHYCHO20 CXOOCMBA, PAH20B80U KOPPEeIAyuUu U KIACMEPHbIX MEmpPUK.
IKcnepumenmsl  NPOOEMOHCMPUPOBANU OCHOBHbBLE PAZIUYUSL  MeHCOY O08YMs MOOECIAMU 8
OMCAEHCUBAHUY CUHOHUMOB, BAPUATMUBHOCMU U CEMAHMUYECKUX COBU208 8 ABUAYUOHHOM
ouckypce. Pezynomamer uccredosanusi noxkazaiu, umo 0000yueHue Mooenell Nosvluldem ux
CNOCOOHOCMb KIACMEPU308AMb CEA3AHHbIE MEPMUHDL, PA3IU4amy OIuU3KUe, HO OMAUYAIOWUECcs
NOHAMUS, A MAKJHCEe CO2NACOBbIBAMb De3VIbMamvl ¢ IKCHepmHbiMu oyenkamu. I[lonyuennvie
OaHHble 0becneyusaronm Memoooa02U4ecKyl0 OCHO8Y 0 pa3pabomKu pecypcos asUuayuoHHOU
MEPMUHONIO2UY, YMO NO3BOJSAEN NPUMEHAMb MPAHCHOpMepHble MoOenu 8 JeKcukoespaguu u
HOCMPOEeHUY OHMOIO2UI.
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Knwouesvie cnosa: cemanmuyeckas 6aU30cmyv, ABUAYUOHHAS MEPMUHOLOUSA, A3bIKOBbIE
MoOenu, KOPNyCcHAs AUHESBUCTUKA, MPAHCGHopmepbl, dIMOed0uHe, 0opabomka ecmecmeeHH020
AZBIKA.
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INTELLIGENT COMPETENCE AND LEARNING OUTCOMES MANAGEMENT
SYSTEM: ADAPTING EDUCATIONAL PROGRAMS TO THE LABOR MARKET

Abstract. The article presents an intelligent information system (11S) developed to automate
the formation of competencies and learning outcomes based on professional standards. A
distinctive feature of the I1S is the integration of professional standards with the Atlas of New
Professions, which allows adapting educational programs to the dynamically changing
requirements of the labor market and technological transformations. The key functional
capabilities of the system are described, including user authentication, generation of competencies
and learning outcomes for the design of educational programs. The implementation of the system
includes an interactive JavaScript interface with support for asynchronous sending of requests to
the server using AJAX technologies. OpenAl generative models are used to automatically generate
competencies and learning outcomes. The presented system has a wide range of potential
applications: from designing curricula based on competencies to creating career guidance
systems, analyzing and forecasting changes in the labor market, as well as adapting educational
programs to the requirements of high-tech industries. Thus, the developed model contributes to
the digitalization of education, improving its quality and ensuring that educational standards meet
the modern challenges of the knowledge economy.

Keywords: Competency management, Learning outcomes, Curriculum development,
Intelligent information system, Professional standards, Atlas of New Professions.

Introduction.

Modern educational systems face the need to adapt to new challenges associated with
digitalization, globalization and changing labor market requirements. In the conditions of rapid
technological progress, the key task is to develop educational programs that ensure the formation
of relevant competencies and adaptation of graduates to complex and dynamic professional
environments [1,2,3]. In the face of rapid technological progress, modern educational systems face
the imperative to evolve and align their programs with the emerging demands of the digital age
[1]. The key task is to develop educational curricula that cultivate the relevant competencies and
enable graduates to thrive in complex, dynamic professional environments [2]. The need for
educational reform is driven by the profound transformations occurring in the labor market, fueled
by the accelerating pace of digitalization. As stated in the 'Formation of Requirements to the
Competency Model for a University Graduate in the Digital Economy' study, digital technologies
can increase company productivity by up to 40% [4]. Accordingly, the key competencies required
by modern employers include systems thinking, adaptability, proficiency in IT systems, creative
problem-solving, cultural awareness, and teamwork [2]. Alongside this framework, an important
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tool for formalizing digital skills and competencies is the Skills Framework for the Information
Age (SFIA), a model that classifies digital skills and competencies into seven levels. SFIA is used
by international organizations to define the requirements for IT professionals, which makes it an
important reference point when designing digital education programs [5].

However, traditional methods of educational programs development and competence
formation have a number of limitations:

- Time-consuming processes due to the need for expert analysis of normative documents,

- Subjectivity of competence formulations depending on different interpretations,
Difficulties in scaling and adaptation to changing market requirements [6,7,8].

Overcoming these challenges requires the adoption of innovative approaches to curriculum design
and competence development.

As the authors note [9] the key areas for improving educational systems in the digital age, as
identified in this research, include:

- Developing adaptive, personalized curricula aligned with evolving labor market demands

- Leveraging data analytics and generative Al to accelerate the design and iteration of
educational programs

- Strengthening the connection between educational institutions and industry to ensure
graduates' readiness for complex, dynamic professional environments [3,10,11].

- Promoting lifelong learning and continuous upskilling to empower individuals to thrive in
the face of technological change [2,11,12,13,14,2,1].

Modern educational systems must undergo a profound transformation to equip graduates with the
competencies required by the digital economy and global labor market. Innovative approaches to
curriculum design, digital tools for program development, and strengthening academia-industry
collaboration are crucial to enabling this evolution [3,2,15].

By addressing these critical challenges, educational systems can fulfill their vital role in equipping
the next generation with the competencies required to succeed in the 21st century world of work.
The emergence of generative Al provides new opportunities to address these limitations.
Generative Al systems are able to automate the creation of competencies and learning outcomes,
significantly accelerating the process of designing educational programs and adapting them to the
current requirements of the professional environment [16,17,18,19]. Additionally, Al-powered
analytics can be leveraged to analyze large datasets of job postings and educational program
information, empowering educators to identify emerging skill gaps and inform the development
of relevant curricular changes that better prepare students for the evolving labor market demands
[20,21,22]. By harnessing the power of technology, educational institutions can become more agile
and responsive to the rapidly transforming landscape of work, equipping the next generation with
the competencies necessary to thrive in the digital age [2,1,23]. The paper [24] proposes an Al-
powered learning recommendation system that utilizes educational data mining to enhance
educational outcomes. It employs machine learning algorithms to predict student success and
offers personalized, data-driven learning strategies to improve academic interventions. The
research [25] proposes a hybrid intelligent system for assessing educational outcomes, utilizing
expert systems and fuzzy simulation to structure databases of learning elements, thereby
facilitating the formation of competencies and learning outcomes through interactive
communication between the system and experts. The results [26] of this research underscore the
tremendous potential of leveraging advanced technologies, such as generative Al and educational
data analytics, to transform educational systems and better prepare graduates for the dynamic
professional environments of the future.

The aim of this study is to create intelligent information systems capable of autonomously
generating competencies and learning outcomes based on professional standards, as well as
adapting educational programs in real time using a competency map. Thus, this work will open up
new prospects for the complete digitalization and intellectualization of the competency modeling

151



Ne3(38) AAA XAPLLbICHI

process, which will lead to the creation of more effective, personalized and adaptive educational
systems.

Materials and methods.

The proposed system utilizes a combination of data sources and generative Al systems to
automate the process of generating competencies and learning outcomes.

The system integrates professional standards, Atlases of new professions, and industry
requirements, enabling the automatic formation of competencies that align with user requests and
current trends in the professional field.

Additionally, the system aligns the generated competencies and learning outcomes with
Bloom’s taxonomy verbs, adapting them for integration into educational programs. The generated
data is stored in a database, ensuring the possibility of further editing, refinement, and use in the
development of educational courses.

Mathematical representation

To build an intelligent information system for comparing professional standards and
educational programs, we formalize the relationships between key components: labor functions
(LF), knowledge, skills and abilities (KSA), and learning outcomes (LO).

Let PS = {PS;,PS,,PSs,...,PS,} be a set of professional standards, LF = {LF;,LF,, LF5,...,LF,} be
a set of labor functions, and KSA = {KSA;,KSA,,KSAs,...,KSA,} be a set of knowledge, skills, and
abilities. The set M is a three-dimensional matrix in which each LF;, element is associated with
the corresponding knowledge, skills and abilities KSA; ; and learning outcomes LO; ;. This
structure allows modeling interdependencies between labor functions and educational outcomes.
[ LFy KSAj; LOj;
| LF, KSA;, LOj, I

_ |
M_I . . . I

l LFmn KSAmn LOmn J

To simplify the representation, we construct a matrix V', where each professional standard PS),
groups the corresponding labor functions LF and relates them to competencies C. Thus, the matrix
NV allows us to formalize the correspondence between professional standards and educational
programs.

PS, LFi1 LFi, ... LF,

PS, LF, LF,, ...LF,, G,

PS,  LFy; LFy, ... LR, Gy
We define a correspondence operator ¢ that maps the set of labor functions, knowledge, skills and
abilities to the set of learning outcomes:

P = (LFi,ji KSALJ) - LOi,j
The matching function f(y) can be represented as:

ny
f(y) = Z w; - LO;;
i-1

where w; - are the significance coefficients for each learning outcome.

Thus, the proposed model allows to automate the process of building educational trajectories
aligned with the requirements of professional standards, as well as to formalize the rules for an
intelligent system engaged in the generation of competencies and learning outcomes.

System Architecture
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The intelligent information system is built according to the modular principle and includes
several interrelated components to ensure smooth management of competencies and learning
outcomes. The system consists of three main levels: user interface (Frontend), server part
(Backend) and data storage level (Database).

The user interface (Frontend) is designed using JavaScript and AJAX to provide dynamic
interaction without reloading pages. This allows users to enter queries (knowledge, skills, abilities)
and instantly retrieve the generated competencies. The interface also includes tools for
visualization and customization of specialization focus selection, which makes the process of
working with the system convenient and intuitive.

The server part (Backend) processes input requests, passes them to the generative model
(GPT/OpenAl) and receives the generated results. It also interacts with the database to store and
update competency information.

The Database is based on MySQL and is designed to store structured information about new
occupations, professional standards and competencies. It provides high performance when
executing complex SQL queries, and also contains tables for storing the history of user queries,
training results and dynamic changes of competencies. The system architecture is presented in
Figure 1.

| User ‘ | Frontend l { Backend J OpenAl ( Database \

<

enters a query

sends an AJAX request

request for text generation

returns the generated text

saves the text

sends a reply

updates the interface

User | Frontend ‘ L Backend J

. |

OpenAl | Database

&= J

Figure 1 — Intelligent Information System Architecture

User Authentication and Authorization

The system employs a robust user authentication and authorization module to ensure secure
access to the platform. Users are required to provide valid credentials, and their roles and
permissions are strictly enforced to maintain the integrity of the system. For example, academic
administrators can access tools for curriculum development and program evaluation, while
instructors can utilize the system to design course materials and assessments aligned with the
generated learning outcomes. Figure 2 shows the user access control mechanisms in the system.
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Figure 2 — Authentication and authorization system for user roles and permissions

Automated learning outcomes generation

The main functionality of the IIS is the automated generation of competencies and learning
outcomes for educational programs based on professional standards and the Atlas of New
Professions. The system analyzes the knowledge, skills, abilities, and job functions outlined in
professional standards and uses this data to generate relevant competencies and expected learning
outcomes. This ensures the adaptation of educational program content to the current labor market
demands.
The practical application of the generation of learning outcomes is shown in Figure 3. The process
of generating learning outcomes includes several stages:

1. The system loads knowledge, skills and abilities according to the selected standards.

2. Then the generation method is selected (NLP/Transformer/OpenAl)

3. Then, based on the selected method, the training result is generated.

4. Finally, the obtained learning outcomes are biased towards verbs from Bloom's

taxonomy and presented to the user for the development of educational programs.
5.
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Figure 3 — Learning outcome generation process
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Learning outcomes are generated by analyzing the knowledge, skills, and abilities defined in
professional standards, and then translating them into measurable and observable statements. This
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ensures that the content of educational programs is closely aligned with the evolving requirements
of the labor market. This functionality is supported by various data analysis and verification tools,
which minimize human errors and enhance the accuracy of educational material development.

Automated competency generation

The practical application of competence generation is shown in Figure 4. The competence
generation process includes several stages:

1. The system loads all labor functions in accordance with the selected standards.

2. Then, the OpenAl methods generate competence in the selected direction

3. Finally, the obtained competencies are shifted towards verbs from Bloom's taxonomy
and added to the database to form a competence map.

KioueBbie KOMneTeHIIHHA

MHOOPMALIVMOHHO-KOMMYHUKALIMOHHBIE TEXHONOT UM v | [ Agmusnctpuposanme 6as aarhsix v

YcTanoeka ¥ HacTpoitka 0. YcTaHoBKa, HaCTpoiKa |YcTanasnueaTs, HacTpansaTe u
OBecneuenne dymkumonnposanua BA. ofecneuenne dynxunonuposanus Mo ofecneunsats dymkyuonnposanue M0
MOHUTOPUHT W ynpasnene  BA. MOHMTOPHHT, ynpasnemwe | BA. MowuTopMTb, ynpasnsTe
pesepsnbM KONuposanuem BA. pesepsnm xonuposanuem u MEBA. |pesepensm xonuposanuem w MBBA.
Obecneuenne MEBA. Amanus Ananus, MacT poitka |AnanuswposaTs, HacTpansaTs
HACTPOAKA NPOMSBOANTENLHOCTH npoussoauTensHocTu CYBA. |npoussoguTensHocTs CYBA.
CYBll. O6ecneuenue Becnepeboiinoii Becnepeboiinan pabota |0Becneunsats Gecnepeboiinymo
paborw CYBA. Ynpasnenwe ynpasnenne passutuem BA. |paboty u ynpasnaTte passuTuem BA.
passuTuem BA.

* 21 21| Peanuayemoi KoMneTeHumm -> 4

#!| Robasns |

Figure 4 — Competencies generation process

Results and Discussion.

This paper presents an Intelligent Information System (IIS) designed to automate the
formulation of competencies and learning outcomes for educational programs. The system
integrates professional standards with data from the Atlas of New Professions, ensuring the
alignment of educational content with the dynamically evolving labor market requirements and
technological advancements.

Key functional capabilities of the system include user authentication, automated competency
selection, learning outcome generation, and support for curriculum development. The system's
data analysis and verification tools play a crucial role in minimizing human errors and improving
the accuracy of educational material development. Additionally, the modular architecture and
robust user access controls ensure secure and efficient management of competency-based
education.

By streamlining the competency formulation process and integrating multiple data sources,
the 1IS addresses key challenges associated with educational program development. The
automation of competency mapping not only enhances efficiency but also contributes to the
adaptability of curricula in response to emerging professional standards and industry demands.
The findings demonstrate that the proposed system significantly reduces manual workload,
improves consistency in competency formulation, and provides a scalable solution for higher
education institutions seeking to modernize their curriculum development processes.

Conclusion.

The developed Intelligent Information System (11S) represents a significant advancement in
educational technology. By leveraging automation and data analysis, the system ensures the
effective adaptation of educational programs to the rapidly changing demands of the labor market.
The integration of professional standards and labor market data minimizes the gap between the
education system and real employer needs.

The key functionalities of the IIS include automated competency selection, learning outcome
generation, and support for curriculum development. These tools not only streamline the course
planning process but also enhance its relevance through a data-driven approach. Additionally,
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built-in data verification and analysis mechanisms ensure the accuracy and reliability of generated
educational elements, reducing the risk of errors and improving the overall quality of learning
materials.

Despite the achieved results, further development of the IIS involves improving the
interpretation of professional standards, enhancing the system’s adaptability to diverse educational
contexts, and integrating it with modern digital learning platforms. Future research may also focus
on developing intelligent recommendations for personalized learning pathways, further enhancing
adaptability and individualization in education.

Thus, the proposed system contributes to the digitalization and intellectualization of
education, laying the foundation for the development of flexible and efficient educational
programs that meet the challenges of the modern technological landscape.

KY¥3bIPETTEPJI ’KOHE OKbITY HOTH/KEJIEPIH BACKAPY/IbIH
HHTEJ/VIEKTYAJIABI JKYHUECI: BIIIM BEPY BAFTAPJTAMAJIAPBIH EHBEK
HAPBIF'BIHA BEUIMJEY

Anoamna: Makanada xacibu cmanoapmmap He2i3iHOe KY3blpemmilikmep MeH OKblmy
HaMuUXICenepin  Kaielnmacmulpyovl — a8momMammanovipyea  apuanean  Mnmennekmyanovl
aknapammuix  oicyie (MAXK) ycovinvinean. HAXK-ueiy  aiipvikwia epexwenici-6inim — 6epy
bazoapramanapoln eyoOeK HapLIRLIHLIY CEPRIHOL  032epin  OMbIpamvll MAIAnMapblHa  HCoHe
MEeXHONO2UANLIK 032epicmepee Oetiimoeyee MYMKIHOIK Oepemin dcana kacinmep Amaacvimen
Kaciou cmanoapmmapobl unmezpayusiiay 6oavin maodowvliaowl. JKyiieniy nezizei hyHKYUOHAIObIEbL,
COMbIY iWiHOe NAUOANaHyWbIHbIY aymeHmugurayuscol, Oi1im bepy bagoapramanapviy sxcooanay
YWiH Ky3ulpemminik neH oKy Homudjicenepin Kaisinmacmulpy cunammanzau. Kyiieni encizy AJAX
MEeXHONO2UANAPLIH  KOJOAHA OMBIPLIN, cepeepee  ACUHXPOHObL  CYPAHblcmapowvl  dicibepyoi
Konoaumuln JavaScript-me unmepakmusemi unmepgeticmi kammuovl. Kyzvipemminix nemn oky
Hamudicenepin asmomammol mypoe Kanvinmacmulpy yuiin OpenAl eemepamuemi moodenvoepi
KONOAHbLIAObL. ¥CHIHBLIZAH JHCYTlie KY3blpemmiliKKe He2i30e12eH OKY HCOCNApPapblH #obanayoan
bacman xacinmik 6az0ap Jucyliesiepin Kypyea, eHoex HapuleblHOaebl 632epicmepoi mandayea HeaHe
bondcayea, conoaui-ax Oinim Oepy 0a0apaamManapvli HCo2apbl MEXHONOSUSIbIK CAlaNaApOblH
mananmapvina Oeuimoeyee Oeliinei aneyemmi Koa0anyowly Key chnekmpine ue. Ocvliatiuia,
a3ipreneen mooens Oinim bepyoi yugdpranovipyaa, OHbIH CANACHIH APMMbIPYea HcaHe Oinim bepy
cmanoapmmapviuely — OLIM ~ IKOHOMUKACHIHBIY — 3AMAHAYU  MALANMAapelHa  cati  OOLybiH
KaMmMamacwl3 emyee blknaji emeoi.

Tyitin co3dep: Kysvipemminikmi 6ackapy, Oxvimy nomudcenepi, Oky bazoapramanapsin
azipney, Hnmennekmyanovl axnapammulx ducyie, Kociou cmanoapmmap, Kana kacinmep
Amanacuwi.

HHTEJUVIEKTYAJIBHASA CUCTEMA YIIPABJIEHUSA KOMIIETEHIIUAMUA U
PE3YJIbTATAMU OBYUYEHUS: AJAIITALLUA OBPA30OBATEJIBHBIX ITPOT'PAMM
K PBIHKY TPYJA

Annomayun: B cmamve npeocmagiena unmenneKmyanibHas UH@GOPMayuoHHas cucmema
(MUC), pazpabomannas ons asmomamuzayuu oOpmMupo8anusi KOMNEemMeHYyull u pe3yibmamos
00yyeHuss Ha ocHoge npogheccuonanrvHvlx cmanoapmos. Omauuumenvrotl ocobennocmoio UHC
ABNAEMCS UHMeSpayus NpopheccuoHaIbHbIX CIMAHOapmos ¢ Amaacom HOBbIX npogeccuti, 4mo
no3eossem adanmuposams 00paA308amenbHble NPOSPAMMbL K OUHAMUYHO UBMEHAIOUWUMCS
mpebosanusM pulHKA mpyoa u mexHorocuveckum mpaucpopmayusim. Onucanvl Kiouesvie
@DYHKYUOHANbHBIE  803MONCHOCMU  CUCEMbL, GKII0YAs aymeHmu@ukayuo noavzoeamenel,
2eHepayuio KOMnemeHyull u pe3yibmamos o0yueHus OJisi NPOeKmupo8aHus 00pazo6amenbHbIx
npoecpamm. Peanuzayus cucmemvl 6kiouaem unmepaxmueuwiii unmepgeiic Ha JavaScript c
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HO00EPIAHCKOL ACUHXPOHHOU OMAPABKU 3ANPOCO8 HA cepeep C UCNOIb308aHuem mexuonoeull AJAX.
Mna asmomamuueckoli 2enepayuu KOMNEMeEHYUti U pe3yibmamos 00yYeHUs NPUMEHIIOMCS
eenepamuenvie mooeau OpenAl. Ilpeocmaenennas cucmema umeem WUPOKULU CHEKMP
HOMEHYUANbHBIX NPUMEHEHUL: Om NpPOeKMUpo8aHus Y4eOHbIX NIAHO8, OCHOBAHHLIX HA
KOMNemeHyusx, 00 CO30aHUsL CUCEM KaPbePHO20 OPUESHMUPOBAHUSL, AHANU3A U NPOCHO3UPOBAHUS
U3MeHeHUll Ha PbIHKe Mpyod, a MakKice aoanmayuu 06pazo8amenbHblx RpocpamMM K mpedo8aHusm
8bICOKOMEXHONI02UYHBIX ompaciell. Takum obpazom, pazpabomanHas mMooelb Cnocoocmeyem
yugposusayuu 00pa308aHUs, NOBLIUEHUIO €20 Kayecmed U o0becneyeHuro coomeemcmeus
00pazosamenbHblX CMAHOAPMO8 COBPEMEHHBIM 8b1308AM IKOHOMUKU SHAHULL.

Kniouesvie cnosa: Ynpasnenue xomnemenyusimu, Pezyiomamer obyuenus, Pazpabomra
yuebHvlx npozpamm, Humennekmyanvuas ungpopmayuonnas cucmema, Ilpogeccuonanvrvie
cmanoapmel, Amnac Ho8vix npogeccuil.
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KOMMNbIOTEPHbIE HAYKW, MTPUBOCTPOEHUE N ABTOMATU3ALIUA

S% KOMMBIOTEPIIK FbINbIMAOAP, ACTATI XXACAY XXOHE ABTOMATTAHALIPY
COMPUTER SCIENCE, INSTRUMENTATION AND AUTOMATION

90K 004.056.53
FTAXA 28.23.15
https://doi.org/10.53364/24138614_2025 38 3 13

C.A. Annmxanosa’, B. K. bl6paiibiv6aii’”, JI. II1.Yepukoaena’

1 .
On-dapadu ateiHaarel Ka3ak YITTHIK yHUBEPCHTET1, AMaTHI K., Kasakcran

*E-mail: baxa.nusipov0l@mail.ru

SHEPI'ETUKAJIBIK HBICAHJAP YIIITH MAIIIMHAJIBIK OKBITY
OJICTEPIH KOJIJAHY APKBLJIbI DDOS INABYBLJIJIAPBIHAH KOPFAY
KYUECIH O3IPJIEY

AHOamna. DHnepeemuxanvlk HbICAHOAPOLL YUPDPIAHOBIPY OAAPOLIH HCYMbIC ICMeYiHiH
asicvipamac Oenicine atHana omuvlpvin, KUOEPKAyinmepoiy, COHbIH iWiHOe Kbl3Mem Kopcem)yoeH
bac mapmyea Oaseimmanean wadbyviioapovty (DDoS) apmyevina anvin kenyode. Mymnoaii
wabyvinoap SCADA ocyiienepi, 10T Kypolieviiapvl dHcoHe UHMELLIEKMYan0bl SHEPLemuKaIblK
Jrceninepoiy mypaKmol HCYMbICbIH OY3bIN, CbIHU UHMPAKYPLLILIMEA eneyli Kamep MOHOIpeoi.
Maxanaoa suepeemuxanviy cekmopoagvi DDoS wabyvindapein anvikmay meH 6010bipMayOvlH
3amanayu adicmepi Kapacmulpvliaovl. bByn maxcamma mawunanwix oxeimy aoicmepi (Random
Forest, Decision Tree, Gradient Boosting, SVM) swcone mepen okpimy mooenvoepi (CNN, LSTM),
coHoau-ax onapowiy euopuomi nyckanapol (LSTM-CNN) manoanaoer. Mooenvoepoiy muimoiniei
CICDDo0S2019 sicone KDD-CUP oepexmep oscuvinmuixmapsl, counoati-axk SCADA ocyiiecinin
MooenvboeHeen mecminik opmacwviHoa bazananovl. Hezizei nazap snepeemukanbik HblCaHOapoazol
JHceniniK mpaguxkmezi aHOMAnUANAPObL HAKMbL YAKLIM PedCUMIHOe AHbIKMAL AlAmblH, HCAHA
Kayinmepee Oetimoenemin UHMENLIEKMYaiobl KOP2AHbIC MHCYUeCiH Kypy2a 0a2ulmmanaobl.
3epmmey nomudcenepi eubpuomi Mooenboepoiy wadyviiobl aAHLIKMAY 0dN0ICIHIY KeuOip
cyenaputinepoe 99%-z2a owcememinin xopcemmi. CoHviMen Kamap, ONOKYelUH JHCoHe OYImmblK
MEeXHON02UANAPObl UHMESPAYUALAY apPKbLIbl KUOEpKayincizoikmi apmmulpy MYMKIHOIKmepi
Kapacmuipbliobl. AnvlHeaH KOpbIMbIHOLLIAD HSHEPLeMUKANbIK UHDPAKYPLIILIMObL KOpeayed
apHan2aH KeuweHoi weuimoepoi azipieyoe npaKmuKaniblk mypevloa Koi0anyea Hapamobl.

Tyiiin ce3o0ep: Kubepkayincizoix, DDoS-wabywinoap, snepeemuxanvix Hoicanoap, SCADA,
10T, mawunanviy oxvimy, meper oxblmy, 2ubpuomi moodenvoep, ONOKYeliH, UHMeNTeKmyandbl
aceninep.

Kipicme.

Kasipri Tanma sHepreTHKa canachl HHTEIUIEKTYaJ bl XKYHenepre, OYITTHIK TEXHOJIOTHsIapFa
xoHe Murepner 3arrapsl (IoT) mHpakypbUIbIMBIHA HETI3JENTeH HU(pIaHablpy OarbIThIMEH
KapKBIHIIBI aMyaa. byl TexHoyorusiap eHIIpICTIK JKoHE OacKapy MpOLeCTepiHiH THIMIUIITH
apTTBIPFaHBIMEH, KEJUTIK UH(PAKYPBUIBIMHBIH KayilCi3/iriHe KaThICThI aHa ChIH-TEreypiHep
TybIHAATYAA. Ocipece, KbI3MET KepceTyleH Oac TapTyra OarbiTranrad madysuigap (Distributed
Denial of Service — DDoS) SCADA xyitenepi, [oT KypbUIFbIIapsl MEH HHTEIUICKTYaJIbl
SHEPreTUKANBIK KEJIIEP/IIH KaJIbIIThI )KYMBICBIH OY3bIIl, MaHbI3/IbI JKYHeNlep/IiH 1CTEH IIbIFYbIHA,
OHJIIpiC IIUKIIHIH Y3UIyiHE )oHE QJIeyeTTI TEXHOI'eHJIIK amaTTapFa ajbll Kelxyl MyMKiH. DDoS-
nra0ybuiiap keOiHe JKelliHI LIaMaJlaH ThIC JKYKTEY apKbUIbl JKY3€re achblpbUIajibl, OYJ perTe
ma0yblUIAAyIIbl KYphUIFbUIApIBIH O0THET >keiici apkplibl SCADA-cepBepre 3usiHabl Tpaduk
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xi0epim, >KyHeHIH kayam Oepy MYMKIHAIMH TexeWai. DIeKTp CTaHUMATIapbl, KOCAJIKBI
CTaHIMsUIAp, TapaTylibl JKelijep MEH TYThIHY MOHHUTOPUHIT JKYyHenepl CHSKTbl CbIHU
SHEPTeTUKAIBIK HBICAHIap MYHAal Madybuigapra epekiie ocai kenemi. OnapabiH cangapbl TEK
SKOHOMHUKAQJIBIK IBIFBIHMEH IIEKTEIIN KajlMal, KoFaM eMipiHe ¢ TIKeleld Kayill TeHIIpYyl
mMyMKiH[1].

Hoctypmi KOpray MeXaHHU3MJIEpl — CTaTHKAIBIK epekeJepre HeMece CUTHaTypalapra
HETI3JIeJTeH ToCIIep — Ka3ipri 3aMaHFbl Kyp/ieii madybuiiapasl epTe Ke3eH 1€ aHbIKTaI, THIM/II
TYP/AE aJIbIH allyFa KayKapchl3 00JbIm oThIp. OchiFan OailylaHbICThI IA0YBUT YITUIEPIH aBTOMATTHI
TypZe Y#peHin, OeiiMerne ajaThlH HMHTEIUICKTYyaJIbl KHOEpKayilcCi3miK >KYHenepiH o3ipiey
KXKETTUTr TybIHIAHAbl. bBys 3epTTeynmiH Herisri MakcaTbl — JHEPreTUKAaJbIK HbICAaHIapra
OarpiTTanran DDoS-malybsuigapapl  KoFapbl JIOJNAIKIEH aHBIKTail ajaTbhlH, HAKTBl YaKbIT
PSKHUMIHIIE OpEKeT eTEeTIiH WHTeUICKTyallbl aHBIKTAy JKyHeciH o3ipiey. Ocwkl MakcarTa
MamuHaIbIK OKbITY (Random Forest, Decision Tree, SVM, Gradient Boosting) skoHe TepeH OKBITY
(LSTM, CNN) agictepi konnansuiael. COHBIMEH Kartap, OJapiAblH TMHOPUATI KOMOMHALUSIIAPHI
(mbIcanbl, LSTM-CNN) calbICTBIpBUIBIT, THIMIUTIK KepceTkimTepi (Accuracy, Precision, Recall,
Fl-score) wmeri3inge Oaramanmel. 3eprrey nepekkesnepi peringe CICDDo0S2019, KDD-CUP
CUSKTBI TaHBIMAJ >KUBIHTBIKTapMeH KaTtap, SCADA >kyleciHiH MOJEIbJIECHICH CBhIHAKTBIK
OpTAacbIHIA QJIbIHFAH IIBIHAWBI JKENUTIK TpaduK MalganaHpulgsl. 3epTTey HOTIKEIepi
SHEPreTUKAIbIK XYHenep YIIiH OeiiMaeneTiH MHTEIUIEKTYal bl KOPFAHbIC apXHUTEKTypalapblH
KypyAa THOPUATI TOCIIACPAIH KOMAAHY THIMIUIITIH IONEIACH Il ®KoHEe OYITTBHIK TEXHOJIOTHUSIIAP
MeH OJIOKYEHH oiCTepiH HHTErpanusiay apKbpUIbl JKYHEHIH CEHIMAUIrH apTThIpyFa OarbIT
oepeni[2].

3eprTey MaTepuaiapbl MeH dicTepi.

3epTTey )KYMBICHI SHEPreTHKAIBIK HHPpaKypsutbiMaarbl SCADA xyiienepine acajaaTblH
DDoS-malybuiiapibl MallMHAIBIK OKBITY KOHE TEPEH OKBITY ICTepi apKbUIbl TUIM/I aHBIKTAY
JKOHE OJlapJlaH KOpFray KYHECiH KypyFa OarbITTaiabl. DHEpPreTUKaNbIK Hblcannapaarsi DDoS-
a0 ybUTIapAbl MOJCIBACY YIIIH HAKThI AepekTep *)ubHThIKTapbl (CICDD0S2019, KDD-CUP)
wone SCADA xyHeciHiH >KYMBICBIH MMHTAIMSUIANTBIH TECTUTIK OpTaarbl KENUTK Tpaduk
naiimananeiabl. Jepexrepai skunay ymin Wireshark skone Zeek MoHUTOpWHT Kypanmapbl, an
malysuiapasl amyssnusiiay yuis hping3, LOIC, HOIC kypangaps! Konnanbuisl. XKunanran
MoJliMeTTep KypaMmblHa IP-anpectep, xiGepiiareH makerrep Kejemi, KOJJaHbIIFAH MPOTOKOJIAP,
yakbIT OeNriiepi JKoHe 0acka KEeIUTIK CUTIaTTaMalnap eHri3uil.

3eprrey 6aprickiHaa 6ec Herizri DDoS-mabysut Typi (TCP Flood, UDP Flood, SYN Flood,
ICMP Flood, IP Spoofing) sxeke-xeke moaenbaeH 1. KanbimnTsl Tpaduk 3TaqoH PETIH/IE aTbIHIbI.
By Tacin op6ip MoJenbIiH TYpIi A0YBLT CLIEHAPUIIHIETT HOTHKEIIIriH 0ObeKTUBTI Oaranayra
MYMKIHJIIK Oep/il.

DDoS-ma0ybuiiap/ibl  aHBIKTAy YIIIH KIACCHKAIBIK JKOHE TEpPEeH OKBITY MOJenbaepi
tagaanasl. Decision Tree ;kone Random Forest: KypbuibIMaanFaH xenuIik JepeKTepMEH TYPAKThI
JKOHE HHTepHpeTanusicel oHail OonranapikTaH TaHganabl. LSTM-CNN rubpuai: yaKbITTHIK
3aHJIBUIBIKTAp bl THIMAL YHpEHY, KYpAesl madybuigapibl JUHAMUKAIBIK TajaAay YIIiH €HT13U111.
Cansictripy yiria Gradient Boosting, SVM, KNN cusktsl 6acka 9icTep 1€ maii1anaHbuiIbL.

Cyper 1-me kepceTinreH Mmalybll MEXaHM3MI €H albIMEH Ma0ybUIAaylibl OOTHETKE
madybUIIbl 0acTay KOMaHAACHIH kKiOepreHHeH OacTananbl. BOTHET YIKEeH KeleMAETi 3USHJbI
TpaguKTi KanbimTacTbipaasl. Tpaduk untepHeT apkpuisl o1in, SCADA cepBepine xereni. JKeni
apaibIK 3KpaH MakeTTepaAl CY3TiIeH OTKi3yre ThIphICa/bl, OipaK KapKbIHJbI IIAa0YbLT Ke3iHe
nramajaH Thic KykTenyl MyMkiH. SCADA cepBepi kykTeMere TeTen 6epe anMai, iCTeH HIBIFbII,
DHEPTeTUKANIBIK HH(PPaKYPBLIbIM OacKapyblHIa akayaap TybIHIai b [3].
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CraHuma

LWabysingayws —+ BoTHeT - HuTepHer -+ bBpangmaysp —» SCADA-cepsep —* Koutp pnep —+  [art P

SHeproxyne

Cyper 1 — SCADA xyiiecine DDoS-ma0ybur cxemach

HoTunxenep :koHe OHBI TATKbLIAY.

Monenbaepai TaHIay Ke3iHJE OJIapJblH dHEPreTUKANbIK WH(paKypbUIbIMFa OeHimMaiIiri,
HOTIKENIEP/IiH FBUIBIMH HETi3/1eyl KoHE 3aMaHayd ofeOueTTeri THiMIuIri eckepinai. bapibik
MOJIeTIbIEPl OKBITY oHe Tectiney ymriH Scikit-Learn sxone TensorFlow kiTamxaHamapsl
Komaneuiael. Mogensaepaid runepnapamerpiepi Grid Search xone kpocc-Bamumanmst (Cross-
validation) apKpUIbl aHBIKTANIBL. JlepeKTep KHUBIHTHIFBIHBIH OKUIIIriH apTThipy yiriH SMOTE
oziciMeH Kiaccrap TeHecTipinai. Moaensaep TaiMaimiri gangik (Accuracy), madysuiabl 60mKay
nonairi (Precision), TonbikThIK (Recall) »xone Fl-score cekingi Herisri MeTpukagap apKbUIbI
OaranaHpl. 3epTTey HOTHXKenepl OoMbIHIIA, THOPUATI MOJEIBAECP MEH TEPEH OKBITY 9/icTepl
SCADA xvyitenepinne DDoS-mabysuiiapasl aHbIKTaya >KoFapbl THIMAUTIK KepceTTi. Keitbip
crieHapwuiinepe 1ok 99%-ra neitin xerri[4].

Kecre 1 - )Kyprizuires 3eprreyiep Heri3iH/ie ajlblHFaH HOTHXKETep

Makana AHBIKTaMa JlaTacet oic Hotuxke

Faheem, M., | Makanana loT Deep HML MOJIEeNI
1 & Al- | sHEepreTHKaIbIK KYPBUIFBLIAPHI Learning, | maOybuiaapsi

Khasawneh, | xyitenepaeri MeH OnokyeiH | LSTM 95%-ra  neiiinri

M. A. (2024). | DoS/DDoS UHPPAKYPHUIBIM TOIIIKIIEH

Multilayer a0 ybUTIapBIH piHad  (DERs) KJ1acCH(pUKAIHSIT

cyberattacks | kimaccubukanusiay | JKMHaIFaH JKEKE ait apl.

identification | »xoHe JiepeKxTep

and UICHTUQUKAIUSAIAY | AKUBIHTBIFBI.

classification | ymin Deep Learning

using MeEH LSTM

machine O1piKTipeTiH

learning  in | ruGpuaTi

internet of | MalIMHANIBIK ~ OKBITY

blockchain
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(1oBC)-based | momemi (HML)

energy YCHIHBUIFaH.

networks.

Data in Brief,

54,110461.

Enemosah, SCADA xyiienepin | SCADA IoT | Random | Random  Forest
A., & Ifeanyi, | sxanreipTy yurin [0T, | KypbUIFbLIapHI Forest, QJITIBIH ana
0. G. (2024). | mamuHanbIK OKBITY | MCH  OVATTBHIK | LSTM, K- | TeXHUKAIBIK
SCADA in | xoHe OYITTBIK | KYHenepaiH means KbI3MET KOpCeTy
the Era of | texnomorusuiapas JCPEKTEPiH ymia  90-93%
loT: OipiKTipy KAMTUTBIH JONIIK  KOPCEeTTi,
Automation, | 3eprreneni. AJIBIH | OpTYpI an LSTM
Cloud-driven | ana TEXHHUKAJIBIK | OHAIPICTIK YaKbITTBIK
security, and | KeI3MeT KepceTy, | nepeKTep JIepEKTepMEH
machine aHOMAJTHSLITAPIbI JKUBIHTBHIKTAPBHI. JKYMBIC 1CTEreH/IC
learning AHBIKTAY JKOHE 95%-ra JIeHiH
applications. | kubepkayircizik JIOITIKKE JKETTI.
International | mocenenepi

Journal  of | cumarranran.

Science and

Research

Archive,

13(01), 3417-

3435.

Sakr, H. A., | Makanaza CICDDOS2019, | Gradient | Gradient

Fouda, M. | mynbrusneprerukan | KDD-CUP Boosting, | Boosting

M., Ashour, | bk xyitenepaeri loT Random | maOysuigap/si
A. F., | KypbLIFbLIapbIHA Forest Tannay YUIiH eH
Abdelhafeez, | xacanran DDoS- xorapel  99.16%
A., El-Afifi, | mabysuiaapasr TOIIIK  KOPCETT,
M. I, & | aHbIKTay YIIiH oyn onbl IoT
Abdellah, M. | MmamHANBIK  OKBITY OPTaChIHIAFbI

R. (2024). | omicrepi  (Gradient M1a0ybIIIap Ikl
Machine Boosting, Random aHBIKTayla  €H
learning- Forest JKOHE THIMJII QIC €Tel.
based Oackaapsl)

detection of | kapacTeIpbUIAIbIL.

DDoS attacks

on loT

devices in

multi-energy

systems.

Egyptian

Informatics

Journal, 28,

100540.

Sogiit, E., & | SCADA xyienepine | Xeke nepekrep | LSTM, LSTM-CNN
Erdem, O. A. | xacairan SKUBIHTBIFBI CNN, rHOpUATI MoAeni
(2023). A | mmaGysuaapapt (SCADA LSTM- 94.73%  nmompuik
Multi-Model | knaccudukanumsmay | TecTimik CNN KOpCeTTi, an
Proposal for | »xoHe aHBIKTAy YIIiH | OpTachkl), Hybrid, Decision  Tree
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Classification | LSTM-CNN Mississippi State | Decision | 98.77%-ra xerir,
and Detection | rubpuari Tociai men | University Tree, OHBI SCADA
of DDoS | mammnansik  okpity | SCADA Random | xyiienepi  yumiH
Attacks  on | omicrepi 3eprrenemdi. | 3epTXaHaChI. Forest €H THIMOl 9mIic
SCADA [a0ybuTaap sl eTTi.

Systems. MOJICITBICY YIIiH

Applied TECTUTIK OpTa icke

Sciences, aCBIPBUIIBI.

13(5993).

Cyper 2-ne xkepceTiire 3eprrey HaTtuxenepi, Decision Tree moneni 98.77% nonuik xoHe
xorapel Fl-score kepcerin, SCADA xyitenepinaeri DDoS-ma0ysiaapabl aHbIKTayAbIH €H
THIMI d1ici petinae TaHbuiabl, a1 LSTM-CNN rubpuati moneni 94.73% nonmikke KOJ KeTKi3ir,
malybpUIAapabl KiaccupuKanusiayaa kakebl TeHrepiMm kepcerti. ConbiMeH Katap, SVM jkoHe
KNN omicrepi TOMEH THIMAUNK KOpPCETiN, MalybuIIapibsl KiIacCHpUKaNusIay YIIiH THIMCI3
eKeH/IIr1 aHBIKTaAbl. [ MOpuATI Tocnaep iy apTHIKIIBUTBIFG 1a qanenaerai: LSTM-CNN moneni
xeke CNN "Hemece LSTM-re kaparaH/ia >kOFapbl HOTHXKE KOPCETIIl, TPaUKTET1 YaKbITTBIK KOHE
KEHICTIKTIK 3aHJBUIBIKTapAbl THIMAIpEK Tangayra MyMKiaaik 6epai. SCADA sxyiieciHiH HaKTHI
Tpaduringe tecriney kepcetkennaed, Decision Tree xome LSTM-CNN wmopensaepi
malyeuiaapabl 1 CeKyHATaH a3 yakKbIT iMIHJIE aHBIKTAl, OJapAbl HAKTHI YaKbIT PEXHUMIHIE
KoJIJaHyFa OonaThIHABIFBIH Aosenaeni. CoHbIMEH Karap, 3epTTey OapbIChbiHIa OJOKYeHH
TEXHOJIOTHSICHIH IA0YBII YATUIepi MEH aHOMAIMSIApAbl CaKTay VIIIH MaiganaHy MYMKIHZIIT
KapacThIPbULIbI, OYJ1 )KYHEHIH AepeKTepaiH OypManaHyblHa TO3IMAUIITIH apTThIpyFa MYMKIHIIK
Oepeni. 3eprrey HoTHXKENEpiH eckepe oThIphin, LSTM-CNN rubpuari moaeni mex Decision Tree
SHEepreTuKaiblK Hblcanaapaarbl DDoS-ma0bysuiiapipl aHbIKTay YIIIH €H MEepPCIEeKTUBTI d/icTep
€KeHl aHBIKTANABl. TepeH OKBITY OJICTepiH KONJaHy INaOybUIapAbl aHBIKTAY IOIAITiH
apTThIpFaHbIMEH, OJapJblH YJKEH eCenTey pecypcTapblH KaXeT eTeTiHAIr Oenrimi Ooibl.
Ocpiran Oaitnansictel, SCADA xyiienepiH Kopray YIIiH MalIMHAIBIK OKBITY MOJENbICpPiH
OJI0KYEIH %KoHEe OYJITTHIK TEXHOJIOTUsATIapMEH O1pIKTIpY KaXKeT. AJaFbl 3epTTeysep MOEIbIepIl
*kaHa malybUl TypiepiHe Oeilimaeyre, CoHAai-aK oOJapIblH KOFapbl KYKTEMEJl >Kenluiepre
TUIMAUTITIH apTThIpYFa OarbITTaIyhl THIC[S].

100 Em Fl-score (%)

W anpik (Accuracy) (%)

o}

60

Manbi3 (%)

40

20

0

e mvo(e‘»" W o\ 005(\(\9 ow \,S"M o \‘\\‘b('\d
0

. ot
‘{ka“d ot ad\e“ \,5‘( N\'C

Oed\é‘o“

Mopens
Cyper 2 — Opryp:ai moaenbaepain qanmairi (Accuracy) meH F1-score kepceTkimTepin
CaJIBICTBIPATHIH TpauK
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3amanayu 3eprreyiep SCADA xyitenepine xacanateiH DDoS-malybuigapasl aHbIKTAY
JKoHe KiaccuuKalysuiay, MalIMHAIBIK OKBITY oJAICTEepiH KoyigaHy, conpai-ak loT sxone
OJIOKYEHH TEXHOJIOTUSUIAPBIH CHIHM WH(PAKYPbUIBIMHBIH ~KHOEpKayinci3airine OipikTipy
MocelieliepiH KapacThIpajpl. JlereHMeH, OJapblH FbUIBIMH KOHE MPAKTHUKAIBIK KYHIbUIBIFBIH
apTTBIpy YIIiH OipHelie acmeKTUIepi KeTUaipy KaxkeT. bipiHImigeH, 3KCIepUMEHTTEp MEH
TECTUICYAl KeHEHTY MaHbI3[Ibl, OMTKeHI Ka3ipri 3eprreynepae kebinece CICDD0S2019, KDD-
CUP cusKTHI IIEKTEYyNl JAEpeKTep KUBIHTBIKTAphl KOJAAHbUIAAbl. HaKThl 3HEpPreTHKabIK
HBICAH/ApJIaH aJbIHFaH MOJIMETTEpIi €HTi3y KOPBITBIHABUIAPIBIH CEHIMIUIITIH apTThIpabl.
Conbiven katap, AWS, Azure Hemece Google Cloud cekimmi OyiITTBIK IutaTdopmanapaa
MOJIeTIBACPAl ChIHAY, OJIAPIBIH HAKTHI OpTaJa KAaHIIAJIBIKTH THIMII €KeHIH Oarajmayra MYMKIHIIK
Oepeni[6].

3eprreyaepae Oenrim 0ip anropurMaepain (Mbicanbl, Decision Tree Hemece LSTM-CNN)
THIMJIUTITT KOPCETUITeHIMEH, KaTEMKTEePAIH erKeH-Ter kel Taaaaybl )1l Ha3apAaH ThIC KaJla Ibl.
ROC, PR xone AUC-ROC wmeTrpuKkamapblH €HTI3y MOJENBICPIIH OHIMILIITIH >KaH-)KaKThI
Oaranayra keMekTecei. ExiHIIiIeH, TMOPHUATI 9iCTep MEH YKaHa MOJIEIbACP I KAPACThIPY KaXKeT.
Decision Tree »xoHe HEWPOHIBIK >KEIUIEPACH TYPATBIH aHCAMOJIBIIK OIICTep Ia0ybLIIAP.IbI
JoipeK aHbIKTayra MYMKiHAiK Oepemi, an Self-Supervised Learning (SSL) »xone Federated
Learning (FL) amictepin eHri3y yJIKeH ACpPEKTEep/i ajjblH aja Oenriiey KaKeTTUIITH a3aiThIl,
MOJIeTIbACPAl OPTANBIKTAHIBIPBUIMAaFaH OpTajJa OKBITYFa MYMKIHIIK Oepeni. YIIIHIIIIEH,
KHOEpKayinci3NikTi 6acka TEXHOIOTUsIIApMEH OipiKTipy Jie ©3€KTi OOJBIN OTHIP. biok4yenHai Tex
JIEpeKTepAl cakray YIIiH FaHa eMec, COHbIMEH KaTap TapaThUIFaH ayTeHTU(UKALUSHBI KYy3ere
aceIpy YUIIH KOJaHy MYMKiHAiri 6ap, 6yn MITM maOysmpapslHaH KOPFaHYIbl KYIICHTEI.
Conpaii-ak Zero Trust Security (ZTS) karumacein enrizy apkbuibl SCADA kyitesnepinme
naianaHymeiap MEH KYPBUIFBUIAPFA OJIETKI CeHIM Ourmipmeyni Kamramaced ery, an SIEM
JKYHeNepiH MallMHAIBIK OKBITY MOJENbICpIMEH OIpIKTIpy OKHUFajgapJbsl aBTOMATTHI TYple
KOppesiusuiayra MyMKIHAIK Oepeni. TopTiHImiIeH, MOACTbACPIIH MPAKTUKAIBIK CHTI31Tyl MEH
BaJIMIALIMACH] MaHbBI3/IbI, O©ITKEH1 KONTETreH 3epTTeyiep 3epTXaHaJbIK JKaFaaia HeMece TeCTUTIK
opTana )Kyprizineni, ain moaenbaepai HakTel SCADA xylenepine Kongany oJapIslH THIMIUTITiH
nonenaeyre kemekreceai. CoHbIMEH KaTap, KHOepKayirnci3 ik menriMaepiH eHri3y KYHbIH Talaay,
MAaIIHHAJBIK OKBITY MOJIENBJICPIH OKBITYFa KETETiH IIBIFBIHIAPABI Oaranay, coHmaii-ak DDo0S-
Ma0ybUIAAPABIH  YHEPTeTHUKAIBIK HHQPAKYPbUIBIMFA THUTI3€TIH KapKbUIBIK QCEPIH 3epTTey
MaHp3Abl. COHBIHIA, 3€pTTey asiChlH KEHEWUTy Oonamak KuOepKayllci3IiK KyhenepiH
KETUIIpyre MYMKIHAIK Oepeni. ABTOHOMIBI IIA0ybUIFA Kapchl O Kyienepal JAaMblITy,
Reinforcement Learning (RL) nerizinme SCADA xyiienepin kopray, conpmaii-ak SCADA
xyhenepinne Al KonmaHy OapbIChbIHIA KYKBIKTBIK IIEKTEYJIEp MEH STHKAIbIK AaCHeKTiLIepml
KapacTeIpy 3epTTeyHdiH Oonamak OareITTapbl peTiHAe YChIHbUIAABL. byn ycerabicTap SCADA
JKYHMeNepiHiH KayilcCi3OiriH »kaHa JeHredre ketepyre, conpmaii-ak DDoS-malysuinapnan
KOpFaHyIbIH TUIMIUIITIH apTThIpyFa MYMKIHIIK 6epeni[7].

Kazipri Tanga mammHaiblK OKbITY 9iictepi DDoS-malysuigapjan KOpFaHyIbIH Herisri
KYpaJJIapblHBIH OlpiHe aliHamyma. Anaiiia KOJJaHBICTAFbl TOCUIAEP OpAaibiM IaOybUIIapabl
AHBIKTAYABIH XKETKITIKTI JONITT MEH TOJBIKTBHIFBIH KAMTAMacChI3 €T€ alIMai/Ibl. Ocipece, JKeTTiK
TpaUKTIH yaKbIT ©T€ ©3repyiHe OailllaHbICThI 19CTYPIIl 9/1icTep a0y AAP/BIH KaHa YITUIepiH
TUIM/II aHBIKTaya KUBIHIBIKTapFa Tan 0onaapl. COHABIKTaH OyI1 3epTTeyae TepeH okbITy (LSTM)
’KOHE KJIACCUKAJIbIK MallMHAIBIK OKbITY oaicTepiH (Random Forest, Decision Tree) Gipiktipyre
HETI3JIeNTeH JKeTUINIpIIreH INenlM YCBhIHBIIaAel. byn Tocin malOybuigapiblH — yaKbITTBIK
3aHJBUIBIKTAPbIH TEPEHIPEeK Tajijayra MyMKIHIIK Oepeni, KYHeHIH AMHAMUKAJBIK e3repicTepre
6eiiimainirid aprTeipaasl. ConbiMeH Katap, Random Forest sxone Decision Tree anroputmiiepiiy
TUIeprapaMeTpiiepiH OHTaMIaHIBIPY apKbUIbI KEIUTIK TPaQHUKTI IaTipeK Kiaccuukanusiay
MYMKIHIIT1 KapacThIPBUIABI [8].

3epTTeyaiH OacTbl MakcaTbl — JKEIUNK TpaduKTeri aHomanusuiapasl skoHe DDoS-
1a0ybUIIAP/ABI 1971 9pi aBTOMATTHI TYPAE aHBIKTANTHIH KY€ KYPY KOHE OHBI K€H KOJIEeM/Ii HaKThI
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nepekrepae Tekcepy 6onael. Ochl MakcarTa Oipinmni ke3ekte Random Forest men Decision Tree
omicTepl Kemiferi KYpbUIBIMIBIK 3aHIBUIBIKTAPAbI JKOHE aHoManusiaapasl TaHyra, an LSTM
ApXUTEKTYpachl TPA(UKTIH YaKbITTHIK JTUHAMUKACKHIH TajayFa OarbITTanibl. HoTrkenep i TOIbIK
Oaramay ymnH opOip MOIEIBIIH OKBITY yaepici, kartemik wmartpumackl, ROC CcHSAKTBHI
BU3yalIM3alUsUlap MEH  MeTpHKalap  KojJaHbuigel. byn  mpoumectepiiH — OapibiFbl
aBTOMATTaHIBIpbUIFaH Python KobI apKBLIBI JKYy3ere achIpblLabl [9].

3eprrey aepekTep KUbIHTHIFBI 311 028 »xemimik KOCBUIBIMHAH TYpPJbl, OHBIH Oip Oeiri
KanbnThl  Tpaduk, Kanransl DDoS-malysuigapra Ttuecimi. bynm  ynkeH kememai  opi
opTapanTaH/IbIPbUIFaH KUBIHTHIK MOAEIBACPIH OpTYpIIl 1a0ybul CLIeHApHIIIepiHAET] KYMBICHIH
JKaH-)KaKThl Oaramayra skarmail skacanpl. lllaGyburmapiabl cCeHIMAI aHBIKTAY YIIiH OipHere
MAaIIMHAJIBIK OKBITY 9fici Konanbuiasl. Random Forest — KypbulbIMaanFan 1epeKTepMEH TYPaKThI
)KyMbIC icTeiTiH, Decision Tree — TyciHmipyre OHall »oHE KENITiK 3aHIbUIBIKTApIAbl THIMII
AHBIKTAWTHIH KJIACCUKAJIBIK MOICIIbIep peTinae Tanaanabl. ConpiMeH Katap, LSTM pexyppeHTTik
HEUPOHBIK KEIICl YaKBITTBIK MATTePHACPAl Talgay apKbUIbl MAOYBUIIAPILI JOT aHBIKTayJa
JKOFapbl HOTHIKETe KOJI JKEeTKI3di. byn Tocin moxmenbaepaiH maOybuigapabl HAKThl aHBIKTAY
KaOinerin Oaramayra, conpmaii-ak onapasiH SCADA kyieciHAe HaKTBl yaKbIT PEXUMIHJIE
KOJIJIaHBLTY MYMKIHJIIT1H aHbIKTayFa MyMKiHAIK 6epai[10].

Cyper 3-te kepcerinren LSTM MopeniHiH OKBITY HOTHIKENEpi €Ki Heri3ri KepCeTKimI
apKbpUIbl OaraliaHIbl: OKBITY JKOHE TEKCepy JKUBIHBIHAAFBI JNAiK (Accuracy), IIBIFbIH
¢dbyaknusaceiabH (Loss) muaamukacel. Con kak rpaduk LSTM wmoneniniy gonairiaia 97,5%
NeHreline JediH TypaKTaHATHIHBIH KepceTendi, Oyl MOJeNbliH TYpakThl OKBITY KaOlleTiH
aitrakraiinpl. OH jkaK rpadukTe WHIFBHHBIH (LOoSs) aliTapiabIKTail TOMEHICYl KOPCETUIreH, SIFHU
MOJICJIBJIIH COTTI OKBITBUIFAHBIH OLIIIPEIi.

LSTM Accuracy LSTM Loss
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Cypert 3 — LSTM mogeniHiH OKbITY rpaduKTepi

Cyper 4 xone Cyper 5-te Random Forest men Decision Tree MomenbaepiHiH KaTelik
MaTpullajgapbl HAKThI caHgapMeH Oipre kepceriired. Random Forest mogeninin nanairi 98,16%-
nbl Kypan, 613 maGysuiasl (False Negatives) xanbimtel Tpaduk gem, 529 xanbnTbl TpaduKTi
(False Positives) ma0ybin petinae kate ansikTara. Decision Tree momaeni 98,18% nonaikmnen 526
madybpUIbl  ©TKI3im kidepreH skxoHe 601 >karmaiija skanFaH iCKe KOCBUTY TipKenreH. byn
Hotmxkenep Decision Tree-miH madybuIIbl aHBIKTAay KaO1JI€T1 JKOFaphl €eKEHIH KOPCETCE Je, KaIFaH
1CKe KOCBUTY CaHBIHBIH KOIITIr1 jKYHe TYPaKTBhUIBIFbIHA 9Cep €Tyl MyMKiH €KeHIH aHFapTabl.

Kanmer, Random Forest Mmoaeni mabybsuimapasl aHBIKTay1a KaKChl HOTH)KE OEpreHiMeH,
OHBIH JONIITIH opl Kapail »xakcapTy MaHb3abl. Kare knaccudukanumsmapiabl azaiTy YIIiH
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TUIepIapamMeTpiepai KOChIMIIA OHTAaMIaHABIPY, JEpEeKTepai TEHECTIpy HeMece MOAEIbAEp.i
aHCcaMOJIBIK TOCIIMEH OIPIKTIPY CEKUIII 9IiCTEPl KOJMIaHy YChIHbLIaAbl. COHBIMEH KaTap, KaHa
epekurenikrepai eHrizy (feature engineering) MeH 0acka O3bIK AITOPUTMACPII KOCY MOACIBIIH
CEHIMJIUJIITIH apTThIpyFa CENTIT1H TUT13e/i.
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- 10000
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0 1
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Cyper 4 — Random Forest MmofeniHiH KaTelik MaTpHUIAChI

OpOip MaTpHIlaia HAKTHI KaTeropusiap anblk kepineni (True Positive, True Negative, False
Positive, False Negative), >xoHe OWI BuU3yaTu3alMsuIlap MOJETBIACPAIH a0ybUIIApabI
aHBIKTayJarbl HAKTHI OHIMIUTITIH TONBIK amaisl. [ unepnapamerpriepai Tanaay kesinjge Random
Forest ymrin aram canst — 100, Makcumanabl TepeHik — 8, ain Decision Tree ymniH — MakcuMa bt
TepeHaik neH Oeniny kpurepuidiepi Grid Search apkputbl Tannangsl. LSTM Moneninae kadat
caHbl — 2, HeWpoHaap cansl — 64, epochs — 10, batch size — 64 erin GenrineHmi.

YriHiH penpe3eHTaTUBTLIINH KaMTaMachl3 €Ty YIIH OapiblK Heri3ri malybll Typiepi
(TCP Flood, UDP Flood, SYN Flood, ICMP Flood, IP Spoofing) >xoHe KansInThl Tpaduk TEH

yiecte tanganasl. COHbIMEH KaTap, JepeKTepAeri KiaccTap apachlHAAaFbl TEHIePIMCI3IIKTI KO0
makcateiaaa SMOTE amici KonmaubUIiIs.
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Cyper 5 — Decision Tree MoeiHIH KaTeJIiK MaTPUIIACHI

Kecre 2-ne — Random Forest sxome Decision Tree wmopenbaepiHiH THIMIUTITIHIH
CaJIBICTBIPMAIIBI KOPCETKIIITEpi OaIiK (Accuracy), HaKThl aHbIKTay Kepcertkimni (Precision),
makeipy (Recall), sxone Fl-score GoiibiHma TonsIK OepinreH. by kecte apKbLIbl 9p MOAEIBIIH
ApPTHIKIIBUTBIKTAPBI MEH QJICI3 TYCTapbl OOBEKTHUBTI CANBICTBIPHLIA/IBI.

Kecre 2 — Mogenpaep THIMAUIITIHIH CaJILICTBIPMaJIbl KOPCETKIIITEP1

Recall
Monenb Accu racy Precision (H_[a6y],1ﬂﬂapﬂ],1 F1-score
aHBIKTAY)
Random Forest 98.16% 63.56% 60.09% 61.78%
Decision Tree 98.18% 62.69% 65.75% 64.18%

Kypriziiren skcnepumeHTTep HOTIKeciHAe Random Forest mopmeni »xanmbl momaix
(accuracy) OoifbrHma 98,16% nHotmxkere xetti, Decision Tree — 98,18%. byn kepcetkimrep exi
MOJICNTBIIH JI¢ MIa0ybUIABI JKAIbl YPHIC aHBIKTAayaa eTe CeHIMII eKkeHiH kepceremi. Random
Forest ymrin precision — 63,56% »xone recall — 60,09% nenreitinge 6osasl. by OHBIH aHBIKTaFaH
ma0ysuiapabiy 63,56%-b1 FaHa HIbIHANBI TA0YBIT €KEH1H, ajl 0apJIbIK HIbIHANWBI A0YBUIAAPABIH
60,09%-b1H anbIkTall anranbiH Oinaipesni. F1-score — 61,78%. Decision Tree anroputmi 60ibIHIIA
precision — 62,69%, recall — 65,75% sxone F1-score — 64,18%. byst Decision Tree yirici skajmbt
madybUIIbl TONBIK Tabyaa (recall) Giprmama GackiM OOIFaHBIMEH, HAKTHI aHBIKTaya (precision)
con aprra Kamaael. JKanmer anranma, Oapneik moxaenbaep SCADA koHE ©HEPKICINTIK
uHppakypbuibiMaapaa DDoS-malybuigapasl  aBTOMATThl KOHE HAKTBl aHBIKTayFa >KaKChI
MYMKiHAIK Oepeni. bipak KonmgaHy canackiHa Kapail MOJIeTh TaHIay Ke31HE JANIIK, TOJBIK Ta0y
YKOHE JKaJIFaH iCKe KOCBhLTY KOPCETKIIITEPiH jKaH-KaKThl Oaranay KaxerT.

KopbIThIHABI.

Byt 3epTTeyae sHepreTHKa canachiHaarsl MHPPAKYPBUTBIMIIBI KHOSPIIadybuIIapiaH Kopray
YIIiH 3aMaHayd MAalIMHAJBIK OKBITY JKOHE TEPEH OKBITY TACULAEPIHIH MYMKIHAIKTEpi »KyHeni
3epTTeNal. 3epTTey HOTHIKECIHJE >KaHa THOPHATI MOJENbACPIIH SHEPTeTUKAIBIK >KEIIepIiH
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Kayilci3airiH apTThIpyAarsl JeyeTi AdJenAeHIl. OaicTeMernik 0eimMae epeKine KoHIT MOJelb
napaMmeTpiiepiH AYphIC TaHJayFa, JAEpeKTeplli TEHECTIpy MEH aHOMaIUsIaplbl aHbIKTay
ITOPUTMJEPiH KeTinaipyre Oeminai. OChIHBIH HOTHKECIHAE JKYHe XKeNTiK madybuiaapabl epre
KE3€HJ1e CEHIM/I1 aifbIpa anaThbIHbl AHBIKTAJIIBL.

[IpakTukanblK cbhlHaKTap OapbichiHAa ycbiHbUIFAaH Momenbaep SCADA  xone IoT
KYHeNnepiHiH KuOepKayilci3AiriH KamMTaMachl3 eTyle THIMAI IICNIM YCHIHATBIHBI KOpiHI.
NHuppakypbuibIMFa €HT13UITeH Ie, OYJT 9icTep KNOepmadyplIIapaH TybIHAUThIH IIBIFBIHIAPIbI
a3alTHIIN, SHEPTHS KYHUEIEePIHIH Y3IIKCi3 )KYMBICBIH KOJIJIai anaabl. 3epTTey OaphIChIH A alTbIHFAH
OapJIbIK MOJICIBACP HAKTHI YaKbIT TOPTIOIH/IE JKBULIAMIIBIK TICH JOJIJIIK KOPCETKIMTEpl OOMBIHIIIA
OH HOTIXeE Oep/i.

Frutbimu TypFeian Oyi1 KYMBIC DHEPTEeTUKAIBIK MH(PPaKYPBUIBIMIBI KOPFAY YIIIH TEK Oip
FaHa aJTOPUTMIC CYHEHY JKETKIUIIKCI3 €KeHIH, KEPICIHIIE dPTYPIIi SIICTep i YHIecTipe KOIIaHy
THIMJUTIKTI apTThIpaThIHBIH KepceTTi. COHbIMEH Oipre, KuOepKayinTep YHEMi 3BOJIONMSIIAHBIIT
OTBIPFaHJIBIKTAH, KOPFAHBIC KYHEJIEPIH TYPAKTHl TYp/Ae KETUAIPIN OTHIPYAbIH MaHBI3bI €peKIIe
eKeHl alKbIHAamAbl. AJJarbl yakbpITTa 3€pTTey OarbIThl JHEpPreTHKa CajachlHAAFbl HAKThI
OHEPKACIMNTIK JKEJJIep/ie ChIHAK JKYPTi3y, MOJEIbIEPIIH UKEMAUIITIH apTThIPy JKOHE KacaHIbI
MHTEJJICKT HETI31HJE TOJBIK aBTOMATTAaHABIPbUIFAH I[IA0YybUIFa Kapchl JKyHenep Kypyra
OarpiTTanMak. Conpaii-ak, kuOepmalybuigapra Kapchl KOPFaHBICTHI KEHICHI Oackapy YIIiH
OJIOKYeiH, OYITTBIK TEXHOJOTUsIap koHe Zero Trust KOHIENIMICHIH WHTETpalusiay
YCBIHBLTABL.

Kanmel, Oy 3epTTeyliH HOTHIXKENEpPl HSHEPreTUKANbIK KYHelIepJiH CeHIMIUIIriH
KaMTaMachl3 eTyre, OHAIPICTIK KeNIepaiH KayilCi3[iriH HeIFaTyFa XoHE cajaJarbl OoJaniak
WHHOBAIIMSIIIAPFa 5KOJ alllajibl.
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PASPABOTKA CUCTEMBbI 3AIIUTHI OT DDOS-ATAK C
NCHHOJb30BAHUEM METOJA0B MAIIIMHHOI'O OBYUYEHUA JJISA
JHEPIT'ETUYECKUX OFBEKTOB

Annomayun.  Llugposusayus  sHepeemuueckou  UHGpacmpykmypvl — CMAHOBUMCA
HeoOmveMIeMol Yacmvlo ee (QYHKYUOHUPOBAHUS, OOHOBPEMEHHO NOBbLULAS YA36UMOCHb nepeo
Kubepyzpo3amu, 8 YacmHOCmMu pacnpeoeNéHubiMyu amaxkamu omxasa ¢ oocayxcusanuu (DDoS).
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Omu amaku Hapywairom cmabunvuyio pabomy SCADA-cucmem, ycmpoticme Unumepuema euyeti
(loT) u unmennekmyanbHvIX SHEpeeMu4ecKux cemetl, c030a6as cepbesnvle pUcKU 01 KPUMuuecKu
sadxcHoll uHgpacmpykmypel. B cmamve paccmampuearomes cospemeHnmvie Memoobl 8blsA8NEHUS U
npeoomepawjenuss DDoS-amak Ha sHepeemuueckue 00beKmMvl C NPUMEHEHUEeM alcOpUmmos
MauwurHo20 obyuenus. Ananusupyromes knaccudeckue mooeau (Random Forest, Decision Tree,
Gradient Boosting, SVM), apxumexmypotr enyounnozo obyuenuss (CNN, LSTM), a maxoice ux
eubpuonvie  komounayuu  (LSTM-CNN). Oghghexmuenocms  mooeneii  oyeHU8anaAcL ¢
UCnoIbL308aHUeM IMAnIoHHbIX Habopos dannsix (CICDD0S2019, KDD-CUP) u mecmupoganace 6
mooenvroti  cpede SCADA. Ochoenoe 6HumaHue yoensiemcs pazpabomke adanmueHouU
UHMENIeKMYANbHOU CUCMeEMbL 3auumyl, CHOCOOHOU 6 pedcume PedlbHO20 8PeMeHU BblA6IAMb
aHomanuu 8 cemesom mpaguke Hepeemuueckux obvexmos. Pezynvmamul noxazanu, umo
2ubpuonsvle Mooeiu O0oCmuearom moyHocmu pacno3uasanus 0o 99% e psode cyenapues.
JononnumenvHo paccmampugaromces Nnepcnekmugbl UHmezpayuu mexHonro2ull OnoxKyeuHa u
001aUHbIX BLIYUCTIEHULI O NOBbIUEHUS YCMOUYUBOCTIU U MACUMAOUPYeMOCmU  CUCmem
Kkubepboezonacnocmu. Ilonyuennvle 6b1600b1 UMEOM NPUKIAOHOE 3HAYEHUE NPU NPOEKMUPOBAHUU
KOMNIEKCHBIX peuleHull no 3awume yugposoil sHepeemuyeckol UH@dpacmpyKmypbi.

Knrouesvie cnosa: Kubepbesonacnocmv, DDoS-amaxu, suepeemuueckue 00vbeKkmol,
SCADA, IoT, mawunnoe ob6yuenue, 2nyboxkoe obOyuenue, ubpuonvle Mmooenu, ONOKUelH,
UHMENIeKMYalbHble cemu.

DEVELOPMENT OF A DDOS ATTACK PROTECTION SYSTEM FOR ENERGY
FACILITIES USING MACHINE LEARNING METHODS

Abstract. The digitalization of energy infrastructure has become an integral component of
modern operation, concurrently increasing exposure to cyber threats—particularly distributed
denial-of-service (DDoS) attacks. These attacks disrupt the normal functioning of SCADA systems,
IoT devices, and intelligent power grids, thereby posing significant risks to critical infrastructure.
This study investigates contemporary approaches to detecting and mitigating DDoS attacks
targeting energy systems through the application of machine learning techniques. A range of
models is examined, including classical algorithms (Random Forest, Decision Tree, Gradient
Boosting, SVM), deep learning architectures (CNN, LSTM), and hybrid models (LSTM-CNN).
Model performance was evaluated using benchmark datasets (CICDD0S2019, KDD-CUP) and
validated in a simulated SCADA environment. Emphasis is placed on developing an adaptive and
intelligent protection framework capable of real-time anomaly detection within energy network
traffic. The findings indicate that hybrid models can achieve detection accuracies of up to 99%
under certain scenarios. Furthermore, the study explores the potential of integrating blockchain
and cloud-based technologies to enhance the robustness and scalability of cybersecurity solutions.
These outcomes provide practical guidance for designing comprehensive defense mechanisms in
digitalized energy systems.

Keywords: Cybersecurity, DDoS attacks, energy facilities, SCADA, 10T, machine learning,
deep learning, hybrid models, blockchain, intelligent networks.
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MULTINOMIAL NAIVE BAYES FOR KAZAKH LANGUAGE SPAM
DETECTION: A CASE STUDY WITH MORPHOLOGICAL ANALYSIS

Abstract. The growing number of spam messages in digital communication highlights the
urgent need for effective spam detection systems, particularly for languages that lack sufficient
digital resources, such as Kazakh. This research aims to develop a machine learning-based
approach tailored for spam detection in Kazakh messages, utilizing various text preprocessing
techniques and methods to enhance model performance.

The primary objective of this study is to evaluate the effectiveness of the Multinomial Naive
Bayes algorithm in classifying spam and non-spam messages within a dataset composed of 200
manually labeled samples. The methodology involves several essential steps, including data
collection, preprocessing to clean and normalize the text, and feature extraction to transform the
messages into a suitable format for analysis.

The findings reveal that the proposed model achieves an impressive accuracy rate of 95%,
demonstrating its potential for effective spam detection in the Kazakh language. This work
significantly contributes to addressing the existing gap in spam detection resources specifically
designed for the Kazakh-speaking community. The practical implications of the results are
considerable, as they can inform the development of more sophisticated spam filtering systems,
thereby enhancing user experience and security in digital communications. Moreover, theoretical
significance lies in its contribution to the fields of natural language processing and machine
learning, encouraging further research and development of algorithms and techniques applicable
to underrepresented languages. The study outlines text processing steps to enhance spam detection
accuracy in Kazakh messages improving machine learning models' ability to identify patterns.

Keywords: spam detection, TF-IDF, Multinomial Naive Bayes, kazakh language, spam
prediction, machine learning.

Introduction.

In the digital century the spread of spam messages across communication and on social
platforms has become a major challenge. Hackers, intruders and advertisers use these platforms to
profit, by many tools and schemes. Spam is defined as an unwanted message or SMS sent on
mobile phones, and platforms, often containing malicious, irrelevant content [1]. Spam messages
come in different types, each with various characteristics and purposes. One common type is
phishing spam, which attempts to trick users into sharing personal information, to steal personal
data. Promotional spam includes over-the-top marketing messages that overwhelm recipients with
advertisements. Another type is fraudulent spam, where scammers promise financial gain to trick
recipients into providing money or bank details. Additionally, malware spam contains malicious
links or attachments that infect devices with viruses or spyware. [2]. As usage and continuing to
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gain traction in online services, the need for filtering unwanted Internet resource is an urgent
problem [3], in our case spam detection system adapted for Kazakh text is becoming increasingly
evident.

Kazakh language speakers are estimated to be over 13 million, and they are growing annually
[4]. Also, demand for internet resources is fueled by the growing number of Kazakh speakers
engaging in digital interactions, especially on social media and messaging applications. Despite
the importance of spam detection, existing models are primarily focused on most popular
languages such as English, German Russian etc. [5]. This creates a notable gap in resources
available for the Kazakh language.

Numerous studies have demonstrated the effectiveness of various algorithms, especially in
languages rich in linguistic resources. Although machine learning techniques surpass manual
review in spam detection, distinguishing fake from real reviews remains challenging due to limited
distinguishing features, as noted by [6]. For example, algorithms such as Naive Bayes, Support
Vector Machines (SVM), and Deep Learning models have been widely used for spam classification
tasks, consistently yielding promising results in terms of accuracy and precision, as highlighted in
several research papers [7]. The increasing prevalence of spam emails poses significant challenges
that require the development of effective spam detection systems. Researchers have explored
various machine learning techniques, showing that methods such as Logistic Regression and Naive
Bayes can achieve impressive accuracy levels of up to 99% [7-8].

Additionally, the integration of natural language processing techniques has proven useful in
improving the effectiveness of spam detection [9]. These advances suggest that combining
different algorithms or filtering methods can lead to more intelligent spam detection classifiers,
ultimately improving user experience and security in email communication.

There are a lot of related works across the that apply machine learning methods in spam and
fishing detection. Spam detection is a classification problem in which machine learning models
are trained to distinguish between legitimate messages, called not-spam and unwanted messages,
known as spam [10]. This involves using various features from the text to help the models
recognize patterns that define each category.

The theoretical basis for spam detection is rooted in natural language processing (NLP) and
machine learning algorithms. These methodologies analyze various text features, such as word
frequency, syntax, and semantics, to identify patterns that can effectively distinguish spam from
unwanted messages [11]. A common approach in this area is supervised learning, in which models
are trained using labeled data sets that contain both spam and non-spam examples, allowing
meaningful insights to be extracted from the data.

In particular, the work mentioned in [12] highlights the KazNLP initiative, which focuses on
developing tools specifically for processing the Kazakh language. This project includes critical
features such as text normalization and tokenization, which are important steps in building a robust
spam detection system. Despite these advances, the tools developed in KazNLP still require further
improvement to improve their performance in spam detection tasks.

Various machine learning algorithms have demonstrated effectiveness in spam detection in
multiple languages. In [6], the authors evaluated several email spam detection algorithms and
found that both Naive Bayes and Logistic Regression achieved accuracy levels of up to 99%. This
finding highlights the robustness and stability of traditional classifiers in solving spam detection
tasks. Similarly, a study cited in [10] investigated spam detection using different classifiers,
showing that the multinomial naive Bayes method was the most effective, although it faced
limitations arising from its class independence assumptions.

Further study cited in [9] evaluated several machine learning methods for spam detection
and found that random forest and support vector machine achieved 96.67% and 97.33% accuracy,
respectively, when using Count Vectorizer and TF-IDF methods for feature extraction. In studies
focusing on other languages, works cited in [7] and [13] examined the performance of naive Bayes
networks, convolutional neural networks, SVMs, and long short-term memory (LSTM) networks
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for spam detection. In particular, LSTM demonstrated the highest accuracy among the models
tested, illustrating the applicability of deep learning approaches to spam classification problems.

Moreover, the authors of [8] proposed improvements to naive Bayes classifiers aimed at
improving the accuracy of high-precision spam detection, in particular to address the persistent
problem of false positives that continues to challenge spam filtering systems. The results of the
study mentioned in [14] concluded that the Multinomial Naive Bayes algorithm outperformed the
Bernoulli Naive Bayes algorithm, albeit with a small difference in accuracy of 73% on a small
dataset of 312 records. However, both algorithms showed limited performance due to the
limitations imposed by the dataset size, highlighting the importance of using larger and more
comprehensive datasets for training spam detection models.

The aim of this article is to address this gap by developing a machine learning-based spam
detection model that is tailored for Kazakh text messages. Using text prepossessing techniques,
we will examine how effective Multinomial Naive Bayes machine algorithm is at classifying
messages as spam or non-spam based on our dataset. We labeled messages in dataset into spam
and not-spam, which indicates our email message if relevant 0, if not then 1.

Materials and methods.

We identified several key challenges addressed in previous studies: reducing false positives
to improve accuracy, developing and improving model accuracy using larger and diverse datasets.
These goals highlight the need for complex machine learning methods and algorithms and the
importance of language resources to achieve high accuracy in spam detection tasks.

So, Naive Bayes was selected for this study a high accuracy in spam filtering tasks, second
only to more complex deep learning-based models, but requires fewer computational resources
and is easier to interpret.

Its effectiveness in processing Kazakh text is further justified by the fact that this algorithm
works well even with a limited amount of training data, which is a pressing issue for resource-
constrained languages such as Kazakh.

The methodological framework outlines the steps required to apply a machine learning
approach to identify spam messages in the Kazakh language. The process begins with data
collection, where spam and legitimate messages in the Kazakh language are gathered from sources.
Following this, preprocessing is carried out to clean and format the data, addressing issues such as
noise removal and text normalization to enhance the quality of the input [12]. The next step
involves TF-IDF vectorization, feature extraction technique that converts the textual data into
numerical representations, making it compatible with machine learning algorithms [15]. Once the
features are extracted, model training occurs, where machine learning algorithm, including Naive
Bayes, is trained on the dataset to learn the characteristics of spam messages. This process is
followed by model evaluation, where the trained models are assessed for their accuracy and
performance using metrics like precision, recall, and Fl-score. Finally, the results will be
presented, illustrating the effectiveness of the proposed approach in accurately detecting spam
messages in Kazakh (see Fig. 1). This systematic methodology provides a thorough spam detection
in specific languages. We would like to engage in more in-depth regarding the methodology and
findings related to steps.

Dat »l Dat , N TD-IDF
ata ata preprocessing Vectorization
b4
Results < Model Evaluation 4 Model Training

Figure 1 — Flow Chart of methodology
Note — compiled by the authors based on work [13]
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The effectiveness of any machine learning model heavily relies on the quality and
representativeness of the dataset used for training and testing [16]. For this research, we
meticulously collected a dataset consisting of user-generated content in the Kazakh language from
SMS, social media and emails. This dataset comprised a total of 200 instances, which were
manually labeled into two categories: spam and non-spam (ham).

The data was sourced from various platforms, including social media, messaging
applications where language speakers interact. We also ensured that the dataset captured a diverse
array of spam types, including phishing attempts, advertisement spam, and irrelevant content,
alongside legitimate messages (see Fig. 2).

label message
0 Bizniy, ®aHa #ofaMbizabl EapaHbis.
0 KiTan #asy SofbHLE #MHAMBICKA KaTRICHIKES.
0 Canem, gockIM, EAaNanchiH]
0 Cendi kyHi dyTon oibiHo Gonagw.
0 Byrid aya parkl 6Te KEpEeMET.

0 CizaiH capanTamansy, HATHAHENEPIHIS LWLKTH &nbIn K. ..
1 S3iHgi Tanmak gan Soncad, BizaiH TeCcTT T
0 Eprmed ic-uapaga Senrini wWeTengix MefMangap Gonagol
0 Kewikned Ken, MeH CaFaH CeHeMiH

0 Carat 17 00 ge kesnecy DONATHHBIH YMbITRaHLS!

Figure 2 — Dataset representation

We can see the distribution of spam and non-spam messages across the dataset in figure 3,
where categories are distributed almost equally.

-

50.8% 49.2%

| Message Type
Not Spam
Spam

Figure 3 — Distribution of spam and non-spam messages

Data preprocessing is the process of modifying a dataset to improve its utility during model
development by minimizing the impact of less important features [15]. The main goal of text
preprocessing is to standardize each message into a uniform format using various transformation
techniques, thereby ensuring that the data is clean, relevant, and ready for effective analysis in
machine learning models.
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Data preprocessing includes tokenization, stopword removal, stemming, ensuring the text is
clean and transformed for effective analysis [7] (see Fig. 4).

InputText:
"Menid XaTeiMObl ok 17

v

Lowercase and Tokenization :

["menin”, "xateimgb”,” oxbl

'

Stopword Remove:

["xaToimam”™, "oKm"]

"

Stemming:

["xat”, "orp"]

v

Processed Text
“MaT oKbl"

Figure 4 — Data preprocessing steps

Note — compiled by the authors based on work [3]

For each message, the first step is to convert each word in the message to lowercase. This
transformation can be formally defined as a mapping where each word is transformed into its
lowercase version.

Next, the lowercased string is split into a sequence of words or tokens. This process converts
the string into a list of alphanumeric tokens.

Stopwords are commonly used words in a language, such as conjunctions, prepositions, and
pronouns, that are often filtered out in natural language processing tasks because they carry
minimal meaning and do not significantly contribute to the content of the text.

Connectives and Conjunctions: (xoHe (and), 6ipak (but), consiMeH (also) etc.)

Pronouns: (meH (I), cen (you), 613 (we) etc.)

Articles: (6y (this), con (that), op (each), 6apmsik (all), keitbip (some) etc.)

Prepositions: (ymuriu (for), apkbuisl (through), neitin (until) etc.)

Adverbs: (xui (often), opkamran (always), Te3 (quickly), 6asy (slowly) etc.)

Miscellaneous: (koK (not), ap (every), Tarsl (again), ocsl (this), onna (then) etc.)

After tokenization, we remove stopwords from the token set, se identified these words above.

Before starting steaming step let's consider structure of the words in the Kazakh language
by its features. Morphology is a branch of linguistics that studies the structure of words, including
affixes and parts of speech [17]. Words can be categorized into two main types based on their
structure: simple and compound words.

Simple words are made up of a single root.

Compound words consist of at least two roots and convey a single meaning.
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According to morphology, each word consists of parts: root, suffix, and ending.

Root: The most basic, indivisible part of a word («xar»).

Suffix: An affix that creates new words or modifies the form of a word («xaTmib).

Ending: A grammatical form that connects the word it is attached to with another word,
establishing a relationship between them («xatmbiaapray).

In the Kazakh language, there are types of endings:

Plural endings: (-map/nep, -nap/nep, -tap/tep, etc.), which indicate a plural meaning for the
words they are attached to.

Possessive endings: Grammatical categories that express ownership by one of three persons
(-bIM/1M, -HBIH//I1H, -HIKI/IIK1/TiKi, etc.).

Case endings: Affixes that link words to one another, facilitating their relationship and
interaction. They include: (-HBIH/HIH, -IBIH/IIH, -THIH/TIH, -Fa/Te, -Ka/Ke, -Ha/HE, -a/e, -HBI/HI, -
IBl/ i, -THI/TI, -H, -Aa/1e, -Ta/Te, -Haa/Hae, -HaH/HeH, -AaH/neH, -TaH/TeH, -MeH, -OeH, -IIeH, -MeHEH,
-TICHEH, -OCHEeH).

Stemming is the process of reducing words to their root form (or stem) to normalize inflected
words. The stemming function maps a word to its stemmed version, representing the preprocessed
message.

At the end, the preprocessing pipeline for any message X, € X can be expressed as the
composition if above steps. The final transformation X, =stemming(tokenization(lowercase( X, ))-

stopwords), representing the preprocessed version of X, , is given by: X;

After preprocessing the text, we extracted features using the Term Frequency-Inverse
Document Frequency vectorizer. It is a statistical measure used to evaluate the importance of a
word in a document relative to a collection of documents. This technique assigns greater weight
to terms that are frequent in a document but rare across other documents, effectively reducing the
influence of common words that do not add meaningful information for classification. The formula
for calculating TF-IDF for each word ¢ in document d is shown as in formula 1.

TD — IDF(t,d) = TF (t, d) x log( ) (1)

DF(t)

where:
TF (t,d) — is the term of word # in document d;

N — is the total number of documents in the corpus;

DF(¢) —1s the document frequency, which represents the number of documents in which term
t appears.

By using TF-IDF, each document in the corpus is converted into a numerical vector that
highlights the significance of each word. This vector representation enhances the model’s ability
to differentiate between spam and non-spam messages effectively [15].

The Multinomial Naive Bayes (MNB) method was chosen for this analysis due to its
effectiveness in handling categorical data and its strong theoretical foundation in probabilistic
classification. In applications such as spam detection, this algorithm is effective when processing
discrete features, which represent word frequencies in messages. By assuming feature
independence (i.e., each word or feature contributes independently to the classification result),
MNB simplifies the calculations, making it computationally efficient while maintaining its
effectiveness in classification problems [18]. Additionally, previous studies have highlighted its
strong performance in spam detection tasks across various languages, reinforcing its applicability
to Kazakh text messages.

To detect spam, MNB calculates the probability that a given message belongs to a certain
class “spam” or “not spam” based on the occurrence and frequency of words in the text. The model
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calculates the posterior probability P(C | X) of a class C (spam or not-spam) given a feature set X
(words). The equation is shown in formula 2.

P[] ,PXxIC)
P(X)

P(C|X)= @)

where:

P(C) — is the prior probability of the class;

P(x, | C) — is the likelihood of word x;occurring in class C;
P(X) —is the evidence.

In spam detection tasks, Multinomial Naive Bayes algorithm works effectively because
spam messages tend to use distinctive words or phrases. The algorithm learns these patterns from
the training data, making it adept at identifying new messages like spam such as “free”, “offer”,
“click here” or non-spam based on word frequencies and the calculated probabilities for each class
[19].

The dataset was divided into an 80/20 ratio for training and testing, respectively, to evaluate
the performance of the spam detection model. Subsequently, the model was evaluated on the
unseen test set to gauge its performance. Several metrics were employed for this evaluation,
including accuracy, precision, recall, and F1-score.

Results and Discussion.

The spam detection was evaluated using a dataset consisting of 200 messages, where 20%
of data is tested, 21 of which were labeled as not spam and 19 of which were labeled as spam. The
performance of the system is shown in Table 1, which presents the precision, recall, F1 score, and
support (see Table 1).

For the non-spam, the model achieved a precision of 0.9524, meaning that 95% of the
messages predicted as not spam were indeed non-spam. The recall for non-spam was 0.9524,
indicating that the model correctly identified 95% of all actual non-spam messages. The F1 score,
which combines precision and recall, was 0.9524 for non-spam. For spam, the model performed
with a precision of 0.9474, meaning that messages predicted as spam were closely correctly
classified. The recall for spam was 0.9474, showing that most of all actual spam messages were
correctly identified. The F1 score for spam was 0.9474.

The overall accuracy of the system, which reflects the percentage of correctly classified
messages, was 95%.

Table 1 - Classification Report of the program

precision recall F1-score support
non-spam 0.9524 0.9524 0.9524 21
spam 0.9474 0.9474 0.9474 19
accuracy 0.9500 40

Overall, the model demonstrated an accuracy of 95%, reflecting the percentage of correctly
classified messages. These results highlight the efficacy of the spam detection model for Kazakh
language texts based on the Multinomial Naive Bayes algorithm, showcasing high precision and
recall in both spam and non-spam categories.

The TF-IDF analysis highlight the most influential words in the dataset, with "ci3" (you)
having the highest importance. Other top-ranked words such as "typansr" (about) and "rerin"
(free) indicate a focus on informational and promotional content, which is relevant for spam
classification (see fig. 5).
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Figure 5 — Significant terms ranked by their TF-IDF scores

In comparison to existing literature, our results align closely with findings from [6] and [10],
which also reported high accuracy rates using similar algorithms. However, our model's
performance is particularly significant given the limited resources and datasets available for the
Kazakh language.

In contrast to [7] findings, which reported varying results across algorithms, our model
consistently performed with high precision and recall metrics. The comparative studies by [14],
[19] work also emphasized the efficiency of Multinomial Naive Bayes, which aligns with our
results, reinforcing the model's applicability for Kazakh language spam detection.

Despite the outstanding performance of the model, some challenges and limitations emerged
during its implementation. The complexity of preprocessing the language, given its rich
morphology and syntax, presented obstacles. Although the main preprocessing methods used for
this purpose yielded good performance, they did not fully capture the subtleties of grammatical
structures. In addition, the relatively small dataset limited the model’s ability to generalize across
contexts. This suggests the need for more comprehensive linguistic preprocessing, with
lemmatization or word embedding steps, to better capture semantic nuances. An alternative
approach could involve more advanced machine learning techniques, such as deep learning models
or transformer-based models which could enhance contextual understanding.

Furthermore, the relatively small dataset limited the model's ability to generalize across
varied contexts. This suggests the need for more comprehensive linguistic preprocessing, such as
lemmatization or word embeddings, to better capture the semantic nuances. Future research should
focus on advanced machine learning techniques. Additionally, expanding the dataset with more
diverse text sources would strengthen the model's robustness and improve its classification
accuracy in detecting spam within the Kazakh language.

Although the data preprocessing steps are well-detailed, the explanation of model selection
can be further improved by discussing its limitations and alternative approaches. One notable
limitation of MNB is its assumption of feature independence, which may not always hold in real-
world data. This assumption can sometimes lead to suboptimal performance when features are
strongly correlated. Additionally, MNB relies on sufficient training data to estimate reliable
probabilities, and it can struggle when dealing with rare features or unseen words, which can be
mitigated using Laplace or other forms of smoothing.

Alternative classification methods, such as logistic regression or support vector machines,
could also be considered. While these models do not rely on the naive independence assumption,
they may require more computational resources and hyperparameter tuning. Furthermore, deep
learning approaches, such as recurrent neural networks (RNNs) or transformers, could improve
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performance in complex text classification tasks but at the cost of increased training time and
model interpretability.

Conclusion.

Effective spam filtering is critical not only for user experience but also to protect against
potential security risks associated with malicious content. This research contributes to addressing
the existing gap in spam detection resources specifically designed for the Kazakh language, which
has been largely ignored in the field of natural language processing.

In this study, text preprocessing methods, combined with a Multinomial Naive Bayes
algorithm, provided a reliable framework for distinguishing between spam and non-spam
messages in a dataset of manually labeled texts. The model’s performance yielded an impressive
95% accuracy, demonstrating the potential for automated spam detection in Kazakh. The accuracy
rate indicates the efficacy of this method for distinguishing unwanted content in this language
context.

Despite promising results, challenges remain due to the syntaxis, morphology and complex
grammatical structures of the Kazakh language. Basic preprocessing methods did not fully capture
the intricacies of Kazakh syntax and semantics.

The theoretical novelty of this research lies in the application of MNB in the given context
and its adaptation to the specific characteristics of the dataset. The study explores how prior
distributions influence classification performance and evaluates the impact of different feature
engineering techniques on the model’s accuracy. By refining preprocessing methods and
optimizing model parameters, this research contributes to improving the applicability of Bayesian
classification in high-dimensional data scenarios. Additionally, the practical significance of this
study lies in its potential to enhance text classification methodologies, offering an efficient and
interpretable approach for categorizing textual information with probabilistic reasoning.

Future work in this domain should prioritize the integration of advanced preprocessing
techniques and sophisticated machine learning models that can better accommodate these
linguistic complexities. Potential solutions could include the use of deep learning methods, which
excel at capturing nuanced language patterns and other promising models that covered in review.
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KA3AK TUIIHAE CITAM/IbI AHBIKTAYFA APHAJIFAH MYJIbBTHHOM/IBIK
AHFAJIABIK BAUEC TAJITAYBI: MOP®OJIOI'UAJIBIK TAJIIAY MEH 3EPTTEY

Anoamna. Canovix KOMMYHUKAYUAOAbL CNAM Xa0bapnapoviy Koberoi, acipece Hcemkinikmi
CaHObIK, pecypcmapul HCoK Ka3ax mini CUsKmol minoep yYuin muimoi cnam aHblKmay dicylenepine
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OezeH Wyeblll Kadxcemminikmi kepcemeoi. bByn sepmmey Kazax mininoezi cnam xabapramanapovl
AHLIKMAY2a APHANEaAH MAWUHATLIK OKbIMYy2a HelizoelceH a0icmi azipieyee OAbIMmAngaH, ol
MoOenb  OHIMOINIZIH  apmmulpy YWiH 2pmMypii MamiHOepoi anidvlh ana eHoey adicmepiH
KONOAHAObL.

3epmmeyoiy Hezizei makcamol — dcacandvl manoananzan 200 yneioen mypamoin depexmep
HCULIHLIHOARLL CNAM JiCoOHe Cham emec xabapramanapowi dxcikmeyoezi Mynvmunomowix Haile
Batiec anecopumminiy muimoinicin 6azanay. 9oicnama Oepekmepoi JHCUHAY, MIMIHOI mazapmy
JHCOHEe KANLINKA Kelmipy VWi aniOblH ania 6HOey, COHOAU-ax xabapiapovl manoayed Koaauisl
Gdopmamra mypnenoipy yuin epekuenikmepoi any Kaoamoapvii KAMmMuobwl.

Homuowcenep ycvinviniean mooenvoiy 95% 0andixk  kepcemkiwiine KON JHCEMKI32eHiH
KepcemeOi, OV Kazax miiinoe2i cnam xabapiamanapovl aHbIKMayobly MuiMoiniei 30p ekeHoieiH
Oanenoetioi. Byn owcymvic kazax mindi KaybiMOacmviKKa apuativl 23ipileHeeH Cnam aHbIKMay
pecypcmapulHoazvl  6ap  OIKbLILIKMAPOblY —~ OPHLIH — MOAMbIpyea eneyli  yiec Kocaobl.
Homuoicenepdiy npakmukanvl mauwizvl 30p, cebebi onap KOoLOAHYWbliap maxcipubeci meH
CaHObIK  KOMMYHUKAYUALAPOA&bl KAYINCI30IKMi  apmmulpa Ombulpbln, Kypoeii cnam cy3sy
Jcytienepin asipneyee neeiz 6ona anaovl. Teopusiiblk mypevloan an2anod, OYi JcYymvic maobueu
Minoi eHoey HcoHe MAULUHATIBIK OKbINY CANANAPbIHA Yilec KOCbln, KOA0dy mannazan miioepee
KONOany2a bonamvin aneopummoep mer 20icmepoi 00aH api 3epmmeyee HeaHe 0aMblmy2d bIKNal
emeodi. 3epmmey Kazax mininoezi cnam xabapiamaiaposbl aHLIKMay 0dN0iciH apmmblpy YUuliH
MOMIHOI OHOEY KAOaMOAPbIH YCbIHAObL HCIHE MAUUHANBIK OKbIIY MOOENbOePIHIY Yi2inepoi mauy
Kabinemin scakcapmaobi.

Tyiiin co30ep: cnamowvt anvikmay, TF-IDF, Mynemunomowix Haiie batiec aneopummi, Kazax
Mini, cnamovl OONHCAY, MAUUHATLIK, OKBINTY.

MYJIbTUHOMMUAJIbHBIN HAUBHBIA BAMECOBCKUIN AHAJIU3 J1JI51
OBHAPYKEHUS CIIAMA HA KA3AXCKOM SI3bIKE: UCCJIEJOBAHUE C
MOP®OJIOT'MYECKUM AHAJIU30M

Annomayun. Pacmywee Konuwecmeo cnam-coooujerutl 6 yu@dposou KOMMYHUKAYUU
noouepkusaem Ocmpylo HeoOX00UMOCMb 8 IDDEeKMUBHbIX CUCmMeMax OOHAPYHCEHUs Chamd,
0COOEHHO OJIs1 A3BIKOB, HE UMEIOUUX OOCIAMOUHBIX YUPDPOBLIX PeCypCos, MAKUX KAK KA3AXCKULL.
Llenvio oannozco uccnedosanus A61semcs pazpadomrka nooxoo0da Ha 0OCHO8e MAWUHHO20 00YYEeHUs,
CNeYUuanbHO NPeOHA3HAYEHHO20 O/l OOHAPYICEHUSI CNAMA 8 KA3aXCKUX COOOWEeHUsIX, C
UCNONIL30BAHUEM DATUYHBIX MEeMO008 U NPUEMO8 Nped8apumenbHol 00pabomku mexkcma O
NOBbLULEHUS. NPOU3BOOUMENbHOCIU MOOEITU.

OcHo6HOU Yenblo 0aHH020 UCCTIe008aHUS ABIAEMC OYeHKA dPheKkmusHocmu areopumma
MYTbMUHOMUATILHO20 HAUBHO20 OANeCOBCKO20 AHANU3A NPU KIACCUPUKAYUU CRAM-COOOWeHUL U
He cnam-coobwenuii 8 Habope Odanmuvix, cocmoswem uz 200 6pyuHyl0 nomeyeHHvIX 00PaA3Yos.
Memoodonocuss  ekaOuaem  HECKOIbKO — OCHOBHBIX — OMAN0S,  GKIOUYAs  COOp  OAHHbIX,
npeosapumenvhyio 0opabomky OJisk O4UCKU U HOPMATUZAYUU MEKCA U U36lleYeHie NPUSHAKOS
07151 npeodPaz08anUs cCOOOWeHUl 8 NOOX0OAWULL hopmam O AHAIU3A.

Pezynomamoer noxasvieatom, umo npeoyodceHHas Mooelb O0ocmuzaem neyamiaoue2o
yposHs mounocmu 8 95%, oemoHcmpupys ceoll nomeHyuan 0 3QHeKkmueHoc0 0OHAPYI’CEeHUS
cnama Ha Kazaxckom s3zvlke. Dma paboma 6HOCUM 3HAYUMENbHBIU 6K1A0 8 YCMpAaHeHue
cywecmeyrowe2o npobena 8 pecypcax oOHApYM#CeHUus Cnamd, CneyuaibHo paspadomanHulix Ol
KA3axcKos3bluHo20 coobwecmea. I[lpakmuueckue nocieocmeusi pe3yibmamos 3HAYUMENbHb,
HOCKONILKY OHU MO2Ym UHGOpMUposams 0 paspabomke Oonee CIOHCHbIX cucmem Quibmpayuu
cnama, mem CamblM YAYYULAS NOIb306AMENbCKULL Onblm U 0e30NAcCHOCMb 6 YUPpPosbix
KommyHuxkayusx. bonee mozo, meopemuueckoe 3sHaueHue 3aKa04aemcs  ee 6kiaoe 6 obracmu
00paboOmMKU ecmecmeeHH020 A3bIKA U MAWUHHO20 00YYeHUsl, NOOWP OalbHelluue UCCIe008aHUS
U paspabomky ancopummos U Memooos, HPUMEHUMbBIX K HeOOCMAmOYHO HPeOCmAasleHHbIM
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A3vIKam. B uccneoosanuu usnazaromes wiazu no oopabomke mexkcma 0715 NOGbIULEHUS MOYHOCTU
OOHapYJHCeHUsl Cnama 6 KA3axXCKUX COOOWeHUsX, YIY4ulas CnocoOHOCmb Mooeneli MAUUHHO20
00yuenus onpeoenams 3aKOHOMEPHOCIU.

Knrwoueevie cnoea: oonapysicenue cnama, TF-IDF, Mynomunomuanvuoni HausHoli
baiiecosckuii ancopumm, kasaxckuil A3viK, NPOCHO3UPOBAHUE CNAMA, MAWUHHOe 00yYeHuUe.
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TEOPETUYECKOE N YUCJIEHHOE MOJAEJIMPOBAHUE
ASPOJUHAMUYECKHUX XAPAKTEPUCTUK U MEXAHUYECKOU
YCTOUYUBOCTHU POTOPA JAPBE

Aunomayua. B Oaumnou cmamve npedcmasieHo meopemuyeckoe U HYUCIEHHOE
MoOenuposanue pomopa [lapve — 00HO020 u3 Haubosee NONYIAPHLIX POMOPO8 OJisi eMPOBbIX
mypoOuH ¢ B8epmuKaibHoOU ocvlo epawjenus. IlIposedenvl pacuémvl  a3pPOOUHAMUYECKUX
Xapakmepucmux, 8KI04aAs 3PHekmusHyo niowadsL pomopa, CuLy COnpomuBIeHus, NOObEMHYIO
CUTY, KPYMAWULL MOMEHM U MOWHOCMb. HIcnonb306anbl anarumuyeckue mMemoovl U YUCieHHOe
Mmooenuposarue 6 cpede SolidWorks ons oyenku pabomvl pomopa npu pasiuyHvlx napamempax
6030yuwiH020 nomoka. Takce blnoIHeH anaius degopmayuu KOHCMPYKYUYU npu KpUmudecKux
HA2PY3KAX, Ymo NO360JULO OYEHUMb e€ YCcmouuusocmv u s¢@exmusnocms. I[lonyuennvie
pe3yabmamsl NOOMEePIHCOAom cnocooHocms pomopa /lapve Kk cmabuibHol pabome 8 yCi08UsX
BbICOKUX CKOPOCEll 6emMpPa U €20 8blCOKYI0 MEXAHUYECKYI0 NPOYHOCTID.

Knwouesvie cnosa: pomop [apve, uuciennoe mooenupogarue, a’spoOUHaMuiecKue
Xapakmepucmuxu, 6emposas mypoura, 0e@opmMayuorHblil AHATU3.

Beenenue

BerpoBast »HepreTuka sBiSeTCSs OJHOW U3 Haumbojee MEpClNEeKTHBHBIX OTpacien
BO300HOBIISIEMBIX HMCTOYHUKOB JHEpPruu. B mocneaHue necsaTuneTus axkTHUBHOE pa3BUTHE
TEXHOJIOTUIl BETPOIHEPreTUKH TPUBEIO K COBEPIICHCTBOBAHUIO KOHCTPYKLIUH pOTOPOB,
HOBBIIIEHUIO MX 3(P(PEKTUBHOCTH M CHUKEHUIO HKCIUTyaTallMOHHBIX 3arpar. OcoOblil MHTEpec
HPEJICTABISIOT POTOPHI C BepTuKanbHOU ockio Bpamenus (VAWT — Vertical Axis Wind Turbine),
cpeau KOTopbix poTop Jlapbe sBisieTcss OAHUM M3 Haubosee pacnpocTpaHEHHbIX petieHuid. Ero
OCHOBHBIE MPEUMYILECTBA BKIIIOUAIOT BO3MOXHOCTh PabOThl MPU HU3KUX CKOPOCTSX BETPA,
MEHBIIYI0 YYBCTBUTEIBHOCTh K M3MEHEHHWIO HANpaBICHHUS BO3AYIIHOIO IMOTOKA U IMPOCTOTY
KOHCTPYKIUH.

3a  mociegHuUE  TOABI  IPOBEJEHO  MHOXKECTBO — HMCCIEINOBAHMM,  IMOCBSIIEHHBIX
a’poIMHAMUYECKOMY MojenupoBanuio poropa [apee. Tak, B pabote [1] mpeacraBieHbl
pE3yJbTaThl YUCIEHHOTO MOJEIMPOBAHUS C HCIOJIb30BAHMEM METOJA KOHEYHBIX JJIEMEHTOB
(CFD-ananu3) i u3y4deHus BIMSHHUS T€OMETPUU JiomacTeil Ha K03 HUIMEHT MOIIHOCTH. B
UCCIIEIOBAaHUM  [2] paccMaTpuBalOTCAd  OKCIIEPUMEHTAIBHBIE JIaHHBIE, IIOJyYEHHBIE B
a’POJIMHAMUYECKOW TpyOe, M HMX CpaBHEHHE C TEOPETUUYECKMMH MojeisMu. B pabore [3]
NPOBEAEH aHAIU3 YCTOWYMBOCTH KOHCTPYKLIMH poropa Jlapbe Npu pasIMyHBIX CKOPOCTSIX
BO3/IYILITHOTO MOTOKA € y4ETOM Je(OpMAIIMOHHBIX XapaKTEPUCTHK MaTepUaIOB.

HayuHnast HOBU3HA TaHHOM CTaThU 3aKIIOYaeTcs B 00bEINHEHUN TEOPETHUECKUX METOJIOB U
YHCIIEHHOTO MOJENUPOBaHUS B €IMHYI0 METOJMKY KOMIUIEKCHOM oueHKku poTtopa [lapbe,
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BKJIIOYAIOUIEH HE TOJBKO a’pPOJMHAMUYECKHE  XapaKTePUCTUKH  (MOABEMHYIO  CHILY,
CONPOTUBIIEHUE, KPYTAMIMA MOMEHT, MOUIIHOCTh), HO U MEXaHWYECKYID) YCTOMYMBOCTb
KOHCTPYKIIUH IPU BBICOKUX CKOPOCTSIX BeTpa. OCOOCHHOCTHIO MOAX0/1a SBISICTCS UCTIOIh30BaHUE
tpé€xmeprori CAD-Moznenu potopa ¢ KpUBOJIMHEHHBIMU JionacTssMu B cpene SolidWorks ms
aHaJIM3a KaK a’dpOJAMHAMUKH, TaK U Ae(QOpPMAIIMOHHBIX HATrPYy30K.

I'unoresa uccie10BaHUs COCTOUT B TOM, YTO pOTOp Jlapbe ¢ ONTUMU3UPOBAHHOK T'€OMETPUEIN
nomnacteit criocooeH 3hPekTUBHO HYHKIIMOHUPOBATH MTPU 3HAYUTEIBHBIX CKOPOCTSIX BO3IYIITHOTO
MOTOKA, 00ECTIeurBast IPH ITOM MUHUMAIIbHBIE JIehOpPMAIIUU KOHCTPYKIIMH, YTO TOBBIIIAET €T0
HaAEKHOCTh U YCTOMYMBOCTH B 3KCIUTyatauuu. HacTosmias pabora HampapiieHa Ha MPOBEPKY
JJAHHOW THUIIOTE3bl U PACIIMPEHHUE MOHMMAHUS BO3MOXHOCTEW NpUMEHEHHUs poropa [lapee B
BETPOIHEPreTHUECKUX YycTaHOBKax. I[lomyueHHble pe3ynbTaThl MOTYT OBITH IOJE3HBI IPHU
pOoeKTUPOBaHUH d(H(PEKTHBHBIX BETPOTCHEPATOPOB C BEPTUKATHHON OCHIO BpaIlleHUsI, 0COOCHHO
B YCJIOBHSIX ITOBBIIIEHHOW BETPOBOM Harpy3KHu.

Martepuajabl 1 METO/BI.

B 1aHHOM WHCCIIEIOBAaHWM HCIIOJIB30BAHbl YHCICHHBIE WU AHAJIUTHYECKUE METOIbI s
MOJICIIUPOBAHUS AIPOJIMHAMUUYECKUX XapakTepUCTHK poropa [apwe. Jlns pacuéra OCHOBHBIX
napaMeTpoB ObUTH MPUMEHEHBI ciieayromntie Gopmyiibl. Db heKTUBHBIN paanyc gonactu [4]:

3(1)(1)6KTHBHBII>'I paaunyc JonacTtu OIpeACIsACTCa € YUECTOM I'COMCTPHUYUYCCKUX XAPAKTCPUCTUK
poTopa. 3[[€CI) — E)MHI/IpI/I'-ICCKI/Iﬁ KOB(i)(bI/IIII/IGHT, y‘II/ITI)IBaIOHII/Iﬁ CHU)XCHHUC IIIOoIIaan

B3aMMO/ICUCTBHUS C IIOTOKOM BO3.yXa (11 KpMBOJIMHEHHBIX Jtonacteit o cocrasiser 0.95), R —
paauyc potopa. DdpdekTrBHaAs oMeTaeMas IIonaab poropa [5]:

HanHas ¢popMyiia HCIONB3YETCs I ONPEAETICHUS IUIOIAAN, OMETaEMOH POTOPOM BO BpEMsI
ero BpaieHus. Beicota potopa u 3¢ (eKTUBHBIN panyc BIUSAIOT Ha B3aUMOJIEHCTBHE C TOTOKOM
BO3[yXa, 4YTO HaIpsIMYyI0 CKa3blBaeTCsi Ha TIeHepupyeMoil MoinHocTd. JlaHHas ¢opmyna
UCIIOJB3YETCSl AJI ONPENENICHHs IUIOIIAAY, OMETAeMOM pOTOPOM BO BpEMs €ro BpPAILLEHUS.
Bricota potopa u 3¢ pekTUBHBIN paauyc BIUSIOT Ha B3aUMOJIEHCTBUE C TIOTOKOM BO3/yXa, YTO
HanpsIMyIO0 CKa3bIBAE€TCS HA TeHEpUpyeMOW MOINHOCTH. CHila CONPOTHUBIIEHUS OIPEAEIAETCS
a’POIMHAMUYECKUMHU XapaKTEPUCTUKAMU POTOpPA M 3aBUCUT OT KO3 (PUIIMEHTa CONPOTUBICHUS
C, MIIOTHOCTH BO3]lyXa P, CKOPOCTH BO3AYIIHOTO MOTOKAa Vi M 3¢ (EeKTUBHON MIIOMAAN poTOpa
Aspp . DTa cuita IeficTByeT MPOTUB HATIpaBIICHHS JIBHKEHUS Jonacreii [6]:

1 2
F(©)=2-C-p-Ayy- Vi 3
ITonpéMHas cuila BO3HMKAET B pE3yJIbTAaTE Pa3HULbI JIaBICHUM Ha BEPXHEW U HWKHEU

MOBEPXHOCTSAX JiomacTe. OHAa pacCUMTHIBACTCS AHAJOTMYHO CHIJIE COMPOTHBICHHS, HO C
UCIIOJIb30BaHHeM Kod(duinenTa noasEMHO# cubl [7]:

1
F,(0) =2C-p- Ay - Vi 4)

MOMEHT CHJIBI MOXKHO OTIPEAeNUTh 1o dhopmyse [7]:
T.,=0,5-" (Fa(g) - Fn(g)) ’ R3¢)(1) (5)

OTOT MOMEHT ONUCHIBAET KPYTALUI 3 (PeKT, co31aBaeMblil a3poIMHAMUYECKUMH CUJIaMH Ha
porope. Pa3HOCTh CHJI COMPOTHUBIIEHUS U MOIBEMA YMHOXKAeTcs Ha 3(P(EKTUBHBIA pajnyc, YTo
OIpElEeNsAeT Pe3yAbTUPYIOIMIMM KPYTALIMA MOMEHT. YTIIOBas CKOPOCTb POTOpPA ONPENEIAeTCS
4yepe3 Kod(PPHUIIMEHT CKOPOCTH , KOTOPHIH YYUTHIBAET COOTHOIIEHUE JIMHEWHOW CKOPOCTH Kpas

JIONIACTH K CKOPOCTHU BO3YILIIHOTO TOTOKA 10 opmyie [8]:
AVy

w=" (6)

MOI_HHOCTB, IMPOU3BOAUMAA POTOPOM, OIIPECACIIACTCA IPOU3BEACHUEM KPYTAIECIO MOMCHTA HA
YIJIOBYIO CKOPOCTb. JTO KIIIOYEBOM Mapamerp, OTpaxaromui 3(PQPEeKTUBHOCTh pOTOpa B
npeoOpa3oBaHNU PHEPIUH BETpa B MEXaHUYECKYIO [9]:
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P=T.  w (7)

Koadduiment momrHocTr Xapaktepu3yeT 3GGEeKTUBHOCTh MPeoOpa3oBaHusi KHHETUIECKON

SHEPruu BeTpa B MEXaHHUYECKYI SHepruto potopa. OH paccUMTHIBAETCS KaK OTHOIICHHE

BBIPAOOTAaHHON MOIIHOCTH K MaKCHUMaJIbHOW BO3MOXHOM MOIIHOCTH BO3AYIIHOTO IOTOKA,
MIPOXOJISIIIETO Yepe3 IJIOIIAIb POTOPA. MOXKHO ONPEeAeauTh 1o ¢hopmyse [10]:

P

= O.5-pV€A3¢¢ (8)
st onieHku aedpopMaril KOHCTPYKIIMH MO JISHCTBIEM HAarpy3Ku Obllla UCTIOIb30BaHa
dopmyna [11]:
FL
AL = — 9)

AE
3nech, F — npunoxxennas cuia,L — niauHa poropa,A — 1011131 MOMEPEYHOr0 CEYEHU,

E — monynp KOHra marepuana, KOTOpBI XapaKTepU3yeT €ro kKeCTKOCTb.

Mogenb, peann3oBaHHas B paMKax JaHHOTO MCCiIe0BaHus, Oblia pa3paboTaHa ¢ onopoi Ha
TUIIOBBIE KOHCTPYKTHBHBIE MapamMeTpbl poTopoB [lapbe, panee omucanneie B padorax [1,2]. B
ITHX HMCTOYHHKAX PACCMATPHBAIOTCA PA3JIMYHbIE TEOMETPUH JIOMACTEH, yCIOBUS OOTEKaHWS,
JUAna30Hbl CKOPOCTEH BO3IYIIHOTO MOTOKA M MOJAXO/IbI K UACICHHOMY M SKCIIEPUMEHTAIbHOMY
MOJIeNMpoBaHmIo. B mporecce pa3paboTKu YMCIeHHONW MOeNn 0c000€ BHUMaHHUE OBUIO YAETICHO
COTJIACOBaHUIO KIIIOYEBBIX MapameTpoB (dopMa, BHICOTA, paANycC, TUANa30H CKOPOCTEH) ¢ TeMu,
YTO WCIOJB30BATNCHh B YKa3aHHBIX MyOiukamuax. Takod moaxonx mo3Boiws c(hOpMHUpPOBATH
MPEINOCHUIKU JJISl TIOCIEIYIOIET0 COMOCTaBICHHS PE3yJIbTaTOB, MOTYYSHHBIX B XOJI€ TEKyIIei
paboThl, ¢ JaHHBIMH, UMEIOIIMMUCS B JuTepaType. Kpome Toro, MeTonuka MOAEIMpPOBAHUS B
cpene SolidWorks u ucnonp3yemble aHATMTUYECKHWE 3aBHCHUMOCTH ObUIM BBIOpaHBI TaKUM
00pa3oM, 9ToOBI 00ECTIEYUTh COBMECTUMOCTD C TIOAXO0IaMH, YK€ alpoOMPOBAaHHBIMH B HAYYHBIX
nyOMMKaIUsAX, YTO TaKXKe CIOCOOCTBYET KOPPEKTHOW WHTEpIpeTaluu pe3ynbTaTtoB. B
CIIEAYIOIIEM pa3jelie TPHUBEACHBI IOJYyYCHHbIE B XOJI€ PAacuy€TOB 3HAUCHHS KITFOUEBBIX
AIPOIMHAMUYECKUX U TPOYHOCTHBIX XapaKTEPUCTHUK, & TAK)KE BBIMOJHEH WX KaueCTBEHHBIA U
KOJINYECTBEHHBIN aHaJIM3 B KOHTEKCTE paHee OMyOIMKOBAHHBIX MCCIIEIOBAHUN. DTO TO3BOISET
OIICHUTh TOYHOCTh PAcUETHOM MOJIENH, a TaK)Ke 00OCHOBAHHOCTH MCIOJIB30BAHHBIX JOMYIIEHUN
¥ METOJIOB.

Pe3yabTaTsl U 00Cy:KIeHHE.

Japse poTop sBIsS€TCS OAHMM M3 HaWOOJEe YacTO HCIOJNB3YEMBIX THIIOB POTOPOB IS
BETPOBBIX TypOHWH C BEPTUKAIBHON OCBIO BpallleHus, Omarogaps ero cnocoOHocTd 3G(HEeKTUBHO
npeoOpa30BhIBATh YHEPTUIO BETPa B MEXAHUUYECKYIO MOIIHOCTH IPU BBICOKHX CKOPOCTSX BETpA.
OcHoBHast 3afaya MJAaHHOTO HCCIEIOBaHHS — pPAcCYUTaTh adPOJUHAMUYECKHE CHIIBL,
JeicTByromue Ha potop Jlapbe, ONEHHTh MPOM3BOIUMYIO MM MOIIHOCTH, a TaKXKe H3YYHUTh
MOBEJICHWE pOTOpa MPHU OIpeNe]eHHBIX MapaMerpax. B paMkax 3KCHepUMEHTa HCIOIb3YIOTCS
dbopmyIsl 11 pacueTta 3P GEeKTUBHOM MIIOMIAIN POTOPA, CHUIIBI COITPOTUBIICHUS, TOABEMHON CHIIHI,
MOMEHTa CHUJIBl M MOIIHOCTH, MOJy4aeMOil poTOpo. Bbimu BHIOpaHBI ClEAyIONIUE MapaMeTpbl
poTopa: BeicoTa potopa L=2m, pagmyc potopa R=0.5m, ckopocts BeTpa Vi=8 M/c, p=1.225kr/m°
[12], Koadhduuument ckopoctu st potopa apee A=1.8, koadduuuenT noabéMuoii cubel C~0.12,
k03¢ durment conporusienus Cc~0.6 [13]

OddexTuBHbIM paanyc gomnactu no Gopmynie 1 paBeH:

R5$$=0.95%0.5=0.475 m

Jns xpuBonuHeitHON Jnomactd R,pp=0.95R, uyTO ymeHbIIaeT miomaab B3aUMOACHCTBUS
JIONACTH C TMOTOKOM BO3JyXa M CHMXaeT compoTuBieHue. CienoBaTebHO, B COOTBETCTBUU C
dbopmyroii 2 a3¢dexTuBHAS oMeTaeMas oAb potopa Jlapbe paBHa:

Aspp=2xH*Rop$=2%2x0.475=1.9 m?

B cootBeTcTBUM ¢ hopmyIoit 3 cuiia COMPOTUBIIEHUS PaBHA:
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1
Fi(8) =51225-0.619- 82 = 44,688 H

Cuna moapemMa B COOTBETCTBUU C popmyrioi 4 paBHa:
1
E,(6) = 5 1.225-0.12-19-64 =8.938H

MOMEHT CHJIbI MOKHO PacCUMTaTh, UCIOIB3YSl PA3HOCTh MEXAY CUJIaMU CONPOTUBICHUS U
noabsema 1o gpopmye 5:

T.=0.5%(44.688—-8.938)x0.475=8.491 Hm
B cootBercTBUM ¢ hopmysioi 7 ObuIa paccuMTaHa yriioBasi CKOPOCTh:
1.8-8
o5 28.8 paa/c
Hcronb3ys yriioByto CKOpOCTh @, Obllla pacCYMTaHa MOIIHOCTH 10 (hopmyie 7:
P =8.491 x 28.8 = 244.53 Bt

Koaddunment momiHoctu ams poropa Jlapbe 1uist BHIOpaHHBIX YCIOBHM COCTABIISET:
244.53

2 12251.9V3

Ha pucynke 1 npezacraBineHa TpexmMepHas Moiesb poropa Jlapbe, co3aHHasi B IpOrpaMMHON
cpene SolidWorks. Jlomacti BBIONHEHBI B KpPUBOJIWMHEHHOH Qopme, YTO CcrnocoOCTByeT
CHIDKCHUIO a’POJMHAMHYECKOTO CONPOTUBICHUS M MOBBIIICHUIO 3(P(GEKTUBHOCTH DPaOOTHI.
KoHcTpyknus BKIIOUAeT HEHTPAJIbHBI B M TPH JIOMACTH, OOECIIEYMBAIOIINE ONTUMAIBLHOE
npeoOpa3oBaHUe YHEPTUHM BO3AYLIHOTO MOTOKAa B MEXaHWYECKYI0 MOIIHOCTh. /laHHas Mojenb
NPUMEHSUIACh IS YMCICHHOTO aHajH3a, MO3BOJISIIONIETO MCCIEA0BAaTh MOBEACHHE POTOpa MPHU
BBICOKHX CKOPOCTSIX BETpA.

w =

(10)

Pucynox 1 — 3J1 Mmonens potopa

Ha pucynke 2 npuBenéH rpaduk HOpMaJIU30BaHHBIX XapaKTepUCTUK paboThl potopa Jlapse,
MIOJIyUEHHBIX B XOJI€¢ YMCIEHHOIO MOJEIMPOBAHHUA, I'/I€ OJHA HUTEpalMsl dKBUBAJICHTHA OJHOMN
cexynze. IIponecc HopManu3anuu MO3BOJSAET OTCAEAUTh JUHAMHUKY U3MEHEHUS IIapaMeTPOB BO
BpeMeHH B auana3one ot 0 70 1, 4to obieryaer BU3yaln3alnnio MOMEHTa CTAOMIN3AI[H CHCTEMBI
IIOCJIE ONPEICIIEHHOTO KoNMn4YecTBa ntepannii. CHHsS KpUBas OTPaKaeT JMHAMUYECKOE NABIICHUE,
KOTOpOE BO3PACTAET HA MPOTKEHUH NEPBbIX 30 nTepannii, JOCTUraeT MaKCUMaJIBHOTO 3HAUYEHUS,
a 3aTeM BBIXOJMT Ha CTaOMIIbHBIN YPOBEHb, PaBHBIN 1, UTO CBUAETENLCTBYET O MEPEXOJIE POTOpa
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B YCTOHYMBBIM pexuM paboTel. DuoneroBas JIHUHHUA OTOOpaXKaeT CyMMapHOE JaBJICHUE
(ctaTueckoe M AMHAMHUYECKOE), TAaKXKe JeMOHCTpHUpymolee ctabunuzanuto nocie 30 cexyHn.
OTOT mapaMmeTp SBISETCA KIIOYEBBIM JJIi  OLIEHKM a’pOAMHAMMYECKON Harpy3ku Ha
KOHCTpyKLuIO. JKEnTast IMHUS XapakTepu3yeT ypOBeHb TypOYJIEHTHOCTH, KOTOPBIH BO3pacTaeT B
TedyeHue nepBblx 30 CEeKyHA U JOCTUIaeT 3HAuYEHUs OKOJIO 6%, YTO yKa3blBaeT Ha YMEPEHHYIO
CTENEHb TYpOYJIEHTHOCTH B CHUCTEME, MOJIOKUTEIBHO BIMAIONIYI0 Ha 3(P(EKTUBHOCTH pabOTHI
poropa. 3enéHble KpHUBBIC I10Ka3bIBAIOT M3MEHEHHUS BEPTUKAIbHONH M 00Lel ckopocTH
BO3AYIIHOTO MOTOKAa, KOTOpPbIE, aHAJOTMYHO APYTHMM HapaMeTpaM, BBIXOIAT Ha CTAOMIbHBIN
YpOBEHb ociie nepBbix 30 uTepanuii, MOATBEPK1asi YCTAHOBUBIIUNUCS PEeXUM padboThl. B 11emom,
rpaduK JEMOHCTPUPYET, YTO OCHOBHBIE padOYHMe XapaKTEPUCTUKU POTOpa CTAOMIU3UPYIOTCS
nocie 30 urepauuii, 4TO CBUAETENILCTBYET O TOCTHKEHUH YCTOWYMBOIO COCTOSHUS CUCTEMBI.

10 Normalized Scale{from 0to 1)

08

0B 4|

i AT A Y. s [V
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Pucynok 2 — JluarpaMmma HOpMaJIM30BaHHBIX XaPaKTEPUCTUK (DYHKIIMOHUPOBaHUsS poTopa Jlapse

Ha pucynke 3 npezncraBnena tabiuma ¢ OCHOBHBIMU IapameTpamMu paboTsl poropa Jlapbe,
IOJYYEHHbIMU B pe3yJbTaTe YHUCIECHHOIO MOJENUpOoBaHMs. B He€ BkiIIOueHBl Kak cpenHue
MOKa3aTesy, Tak 1 MaKCHUMaJIbHbIC 3HaUCHHs, 3aQUKCHPOBAaHHBIE B X0J1¢ pacyéToB. OCHOBHBIC
napameTphl:

Cpennee nunamuueckoe napieHue (GG Av Dynamic Pressure 1): cocraBmino 268.243 Ila,
oTpaskasi Bo3JlelicTBHEe BO3AYILIHOTO TOTOKA Ha JIONACTH POTOPA;

Cpennee cratuueckoe aasinenue (GG Av Static Pressure 1): ctabmibpHO Ha ypoBHe 101370
[Ta, 9To cooTBETCTBYET aTMOC(EPHOMY AABJICHHUIO U BaXKHO JUISI OLICHKH PAaBHOMEPHOCTH paboThI
potopa;

Cpennsis BeptukanbHas ckopoctb (GG Av Velocity (Y) 1): mocturma 20.165 wm/c,
JEMOHCTPUPYS XapaKTep ABUKEHHS BO3AYIIHOTO TOTOKA OTHOCUTEIBHO JIOMACTEH;

MaxkcumanbsHoe auHamuuyeckoe nasienne (GG Max Dynamic Pressure 1): gocturmno 592.489
ITa, yTo yKa3pIBaeT Ha HaUOOJIBIIYIO HarPy3KY, UCIIBITHIBAEMYIO POTOPOM;

MakcumanbHasi cKopocTh Bo3aymHoro noroka (GG Max Velocity 1): cocraBuna 31.1 m/c,
YTO SIBJISI€TCS MPEESIbHON CKOPOCTHIO, TPH KOTOPOI poTOp 3(PPEKTUBHO reHEPUPYET SFHEPTHUIO.

OTU J1aHHBIE CBHJIETENIBCTBYIOT O TOM, 4YTo potop Jlappe crnocobeH cTabuiIbHO
(GYHKIIMOHHUPOBATh B YCIOBHIX BBICOKMX CKOpOCTel BeTpa. JJocTHKeHne yCTONYMBBIX 3HAYEHUN
JTABJICHUS] M CKOPOCTH yKa3bIBaeT Ha CTaOMIIbHOE pabouee COCTOSIHUE CUCTEMBI U MOATBEPKIAET
CIIOCOOHOCTh KOHCTPYKIIUH BBIAEPKUBATh 3HAYUTEIbHBIE a9POAMHAMUYECKHUE HATPY3KH.
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Name Current Value Criterion Averaged Value
. GG Av Dynamic Pressure 1 267.971 Pa 2.97306 Pa 268.243 Pa
B GG Av Heat Flux 1 0 W/mn2 0 W/m~n2 0 W/m~n2
. GG Av Static Pressure 1 101370 Pa 3.83442 Pa 101370 Pa
[ GG Av Total Pressure 1 101638 Pa 4.51555 Pa 101639 Pa
GG Av Turbulence Intensity 1 7.10725 % 0.571865 % 7.07384 %
GG Av Velocity (Y) 1 20.1664 m/s 0.00255442 m/s 20.1659 my/s
GG Av Velocity (Z) 1 0.234487 m/s 0.0297928 m/s 0.262034 m/s
B GG Av velocity 1 20.3726 m/s 0.0230425 m/s 20.3754 my/s
. GG Friction Force (Y) 1 9.3762 N 0.204746 N 9.38799 N
. GG Max Dynamic Pressure 1 592.499 Pa 34.3555 Pa 568.328 Pa
. GG Max Total Pressure 1 102188 Pa 62.7313 Pa 102194 Pa
. GG Max Velocity (Y) 1 31.1091 m/s 1.01021 my/s 30.5578 m/s
. GG Max Veloaity (Z) 1 19.6333 m/s 1.09542 m/s 19.6183 m/s
. GG Max Velocity 1 31.3689 m/s 0.943034 m/s 30.721 m/s
|SG Av Total Pressure 1 101373 Pa | 512907Pa  101373Pa

Pucynoxk 3_ Tabynumia mapamMeTpoB npu pabote poTopa .I'taﬁ;,e

bbut poBeA€H KCIEPUMEHT 10 YUCIEHHOMY MOJENUpOBaHuIo Aedopmarnuu potopa lapbe
JUIs aHalli3a ero IOBEJICHHs MPH KPUTHUYECKOW CKOPOCTH BeTpa 25 M/C, YTO TO3BOJIMIIO
OIpENIeIUTh MPOYHOCTHBIE XAPAKTEPUCTUKU KOHCTPYKIMHM U BBIABUTH 00JAaCTH HamOOJbIINX
HarpsbkeHu# (pucyHok 4). B mporiecce ucciaegoBaHusi pacCMaTpuBalICsS POTOP € BBICOTOM 2 M U
paauycom jonacteit 0.5 M, OCHaIIEHHBIA KPUBOJIMHENHBIMU JIONACTAMU. B kauecTBe maTepuana
ucnosjp3oBajics amoMuHuil ¢ moayineM lOnra E = 69x10° [la, uro mo3BOJMIO J1OCTOBEPHO
paccuMTaTh HANpPsDKEHUS B KOHCTPYKLUH. 3HAU€HHE CKOPOCTH BO3IYIIHOTO MOTOKA 25 M/c ObLIO
BbIOpaHO Kak MpeJesIbHOE JJIs JaHHOTO TUIIA POTOPOB, IIPU ATOM Harpy3ka Ha €ro noBEpXHOCTb
paccuuThIBAJIaCh Ha OCHOBE IIapaMETPOB BO3AYIIHOIO IOTOKA. Pe3ynpTaTel MOAEIMpPOBaHUS
MO0Ka3aJM, YTO MAKCUMAaJIbHOE CMEIEeHUEe KOHCTPYKIMHU cocTaBuio 0.630 MM B BepxHeH yacTu
poTopa. DTOT MOKa3aTelb OKa3alcs 3HAUUTENbHO HMXKE IO CpaBHEHHIO C Oosiee TMOKMMU
KOHCTPYKUUSMH, YTO CBHUJIETEIBCTBYET O BBICOKOM YCTOMYMBOCTH poTopa Jlapbe K BETPOBBIM
Harpy3Kam.

Max:
0.630 mm
/

0.00 0.157 0.315 0.472 0.630
- e X

Pucynok 4 — lepopmarus poropa Jlapse

MakcumanbHO€e cMellleHre, oJIydeHHoe B Xojie 3kcnepumenta, AL = 0.630 mm = 0.00063 M,
MOXKET OBITh WCIOJB30BAHO I pacuéra JaBJCHHS, BO3JCHCTByromero Ha portop. OreHka
JABJICHUST TPOU3BOAMUTCA C Y4ETOM MOAYJS YIOPYTOCTH MaTepuana, MPUMEHsSs ypaBHEHUE
nedopmaruu coraacHo Gopmyiie 9:

0.00063 = —=2

69-10°
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Takum oOpa3om, JaBieHHE PABHO:

0.00063 - 69 - 10°
P = > = 21.735 - 10°Ia

Uucnennoe mozaenupoBanue aedopmanuu poropa Jlapbe npu KPpUTUYECKONH CKOPOCTH BETpa
25 M/c mokaszajo, 4TO MAaKCHUMAJIbHOE CMEILEHHE KOHCTPYKLIMHM B BEpXHEW 4YacTH poTopa
cocraBuio 0.630 mm. [Ipumenenue amomunus ¢ moxyieMm FOnra E = 69 x 10° Ila no3Bonwmiio
IIPOBECTU OLIEHKY HAINPsDKEHUI, BO3ZHUKAIOLIMX B poTope. Pacuérsl mpoaeMOHCTpUpOBAIIM, YTO
IPpU 3aJaHHBIX YCJIOBMSX JaBlIeHME Ha KoHCTpykuuio gocruraer 21.735 Mlla. Ilonydyennsie
pe3yibTaThl CBUIETENbCTBYIOT O BBICOKOM MpoyHOCTH poTopa Jlapbe, ero ycTOMYMBOCTH K
BETPOBBIM HAarpy3kaM M CIIOCOOHOCTH MHHHMMHU3HUPOBATh Je(dopMaluu, 4YTO CIIOCOOCTBYET
YBEJIMYEHUIO CPOKa CIYKObl yCTPOHCTBA B YCIOBUSIX PEaIbHOM IKCILUTyaTalUH.

[Tonmy4yeHHbIe pe3yabTaThl ObUIA COMIOCTABIICHBI C JAHHBIMH, IPUBEIEHHBIMH B UCCIICAOBAHUH
[14]. Tak, pacu€THbIii KOX()DPUIMEHT MOIIHOCTH, a TAKXKE 3HAYCHUS KPYTAIIETO0 MOMEHTa H
a’pOMHAMHUYECKHX HArpy3o0K, IOJIyYCHHbIE B paMKax HacToseil paboTbl, HaXomsTcs B
npezenax, XapakTepHbIX Ui aHAJOTMUYHBIX Mojened poTopoB Jlapbe ¢ KpUBOJIMHEHHBIMU
JIOTIaCTSIMU, MIPEJICTABICHHBIX B YKa3aHHBIX MyOnukauusx. B yactHocTu, padotsl [15] conepxar
YUCJICHHBIE M SKCIIEPUMEHTAJIbHBIE OLIEHKH, KOTOPbIE JEMOHCTPUPYIOT OJIM3KYIO TUHAMUKY
MOBE/ICHNS POTOpa MpPU AHAJIOTMYHBIX YCJIOBUAX BO3AYIIHOIO IOTOKAa. DTO IMOATBEPKIAET
a/IeKBaTHOCTb UCIIOJIb30BAaHHON YHCIEHHONW MOJENIU U IPUMEHEHHBIX JOMYIIEHUH.

Kpome TOro, xapakrep yCTaHOBJIEHHUS YCTOMYMBOI'O PEKHUMa, OTPAKEHHBIA HAa PUCYHKE 2,
KaueCTBEHHO COOTBETCTBYET BPEMEHHBIM XapaKTEPUCTHKAM, OIMMMCAHHBIM B paboTax [16] u [17],
YTO MO3BOJIIET TOBOPUTH O BOCIIPOM3BOJUMOCTHU KIHOUEBBIX 3aKOHOMEPHOCTEH.

Tem He MeHee, HEOOXOIUMO OTMETUTh PAJ] OTPaHUYEHUH, IPUCYILUX AAHHOW Mojenu. Bo-
NEPBBIX, YUCIIEHHOE MOJEIUPOBAHUE IMPOBOJUIOCH IPU YCIOBUM JaMHUHAPHOTO OOTEKaHHS
pOTOpa U MOCTOSIHHOM CKOPOCTH BO3/YIIHOIO IOTOKA, YTO HE B ITOJIHOW MEpE OTPaXKaeT peasibHble
aTMoc(epHbIe YCIOBHSA, BKIOYas TypOYJIEHTHOCTb, MOPHIBBI BETPAa W BIHSHHAE OKPYKAIOIIMX
00BEKTOB. B0-BTOpBIX, INPOYHOCTHOW aHANM3 KOHCTPYKLMHM Oa3upoBajics Ha YHPOLIEHHOH
reOMeTpUM U JMHEWHON Mojenu JepopMmaiuii, YTO MOKET HE YUHUTHIBATh JIOKaJbHBIE
KOHIIGHTPALlMN HANpsOHKEHUH U KojiebaTesbHble Mpolecchl. B-TpeTbux, pacuéThl MPOBOAUIINCH B
CTaIlMIOHApPHOM MOCTAHOBKE, 0€3 yuéra IUKINYECKHX Harpy30K U yCTaJOCTHBIX XapaKTEPUCTHK
MaTEpUasoB, YTO OIPAaHUYMBACT BO3MOXKHOCTh JKCTPANOJALMU PE3YJIbTaTOB HA JJIUTEIbHBIN
NEepUOJ SKCILTyaTalluu.

VYKka3aHHBIE OIpaHUYEHHUS CIEAYET YUYUTHIBATh IIPU MHTEPIPETALUU PE3YJIbTATOB, & TAKKE
IIpY TUITAHUPOBAHUH JIaIbHEUIIINX UCCIIEIOBAHU, HAITPABJICHHbBIX Ha PACHIMPEHNE TPUMEHUMOCTH
MOJIEJIH U MOBBIILIEHUE €€ TPOrHOCTUYECKOW TOUHOCTH.

3ak/ro4eHue.

B nanHol paboTe mpoBeIeHO TEOPETUUECKOE U YUCIIEHHOE MOojieirpoBanue poropa Jlapse,
0J1HOTO U3 Hanbosee 3H(PEKTUBHBIX TUIIOB POTOPOB I BETPOBBIX TYPOUH C BEPTUKAIBHOMN OCBIO
BpaileHus. MccienoBanye BKIOYAIO aHATIU3 a9POAMHAMHUYECKHX XapaKTEPUCTUK POTOPA, TAKUX
KaK CHUJIa CONIPOTUBIICHMUS, TOABbEMHAS CHIIA, KPYTAIIMI MOMEHT, YII0Basi CKOPOCTh U MOIIHOCTb.
Vcnonb30BaHHBIE aHAIUTUYECKUE METOJbl U YMCIEHHOe MojaenupoBaHue B cpere SolidWorks
MO3BOJIUIM JIETAJbHO OLIEHUTH IMOBEACHHUE POTOpa MPU Pa3IUYHBIX MapaMeTpax BO3IYLIHOTO
noToKa. Pe3ynbTaThl YUCIEHHOTO MOJETUPOBAHMS MOJITBEPIAMIIN, YTO potop Jlapse crnocobeH
3¢ (PeKTHBHO TPeoOpPa30OBBIBATh YHEPTHUI0 BETpa B MEXAHWYECKYIO MOIIHOCTb, OCOOCHHO MpH
BBICOKMX CKOPOCTSX BO3IYLIHOTO MOTOKa. I'paduky HOpManM30BaHHBIX MapaMETPOB MOKA3alH,
YTO CHCTEMa JIOCTUraeT YCTOWYMBOro pexuma padorel mocie 30 wurepanuid, a OCHOBHBIE
a’pOIMHAMHUYECKHE XapaKTEPUCTHKHN cTabumu3upyrorcs. [IpoBenéHHbI aHATN3 HANPSHKEHUN U
nedopmaruii  KOHCTPYKIIMM ~ pOTOpa TPU  KPUTHUYECKOW CKOpOCTH BeTpa 25 wm/c
IIPOJEMOHCTPUPOBAJI €TI0 BBICOKYIO MEXAHMUYECKYIO MPOYHOCTH. MaKCHUMallbHOE CMEIIEHUE B
BepxHel dactu poropa coctaBmio 0.630 MM, 4TO MOATBEPKAAET YCTOWUHMBOCTh KOHCTPYKIUHU
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Jla’ke TIPU 3HAYUTEIBHBIX a’POJMHAMHYECKUX Harpys3kax. Pacuérsl naBieHUs U MeXaHHUYECKOU
HArpy3Ky MOKa3ajlu, 4TO POTOP BBIIEPKUBAET BO3ACHCTBHE MOTOKA BO3AyXa 0€3 3HAUUTEIbHBIX
negopmanuii, yTo 0OECIeYNBAET €ro JOJATOBEYHOCTh M HAAEKHOCTh B AKCIUTyaTanuu. Takum
00pa3oMm, MOJy4yeHHbIE PE3yJIbTaThl MOTYT OBITh MOJIE3HBI IJIS JAIbHEUIIEro MPOEKTUPOBAHUS U
ONTUMM3AIMHU BETPOIHEPTETUUYECKUX YCTAHOBOK C POTOpoM Jlapwpe, MO3BOJISAA MOBBICUTH HX
3P PEKTUBHOCTD U CTPYKTYPHYIO YCTOHYNBOCTb.

[IpoBenénHoe wuccienoBaHue CO3MaET OCHOBY Ul JAlbHEMINEro COBEpIICHCTBOBAHUS
KOHCTpYKUMHU poTopoB [lapbe. B Oynymiem miaHupyercss paclIMpUTh MOJENb 3a CuéT ydéra
HECTAIlMOHAPHBIX BETPOBBIX YCIOBUI, TYpOYJIEHTHOCTH, YCTAJOCTHBIX XapaKTEpUCTUK MaTepuasa
U BIMAHUS TEMIIEPAaTyphl OKpYyKaromiei cpenpl. Takke NpeACcTaBiseTcs MepCHeKTUBHBIM
MCIIOJIb30BaHNE ONTHUMU3AIMOHHBIX aJrOPUTMOB JUIS YIYYIICHUS a’3pOJuHAMUYECKON (hOopMbl
jJonacteid M BHEAPEHHE aJalNTHBHBIX KOHCTPYKTHUBHBIX 3JIEMEHTOB, CIIOCOOHBIX H3MEHATH
TEOMETPHIO B 3aBUCUMOCTHU OT YCIIOBUM DKCILTyaTallUH.

Hugpopmayusa o punancuposanuu
Pesynomamer  uccneoosanuii  nposedenwvt  npu  noooepocke  Komumema — Hayku
Munucmepecmea nayku u evicuieco obpaszosanusi Pecnyonruxu Kaszaxcman 6 pamkax epanma
«AP23489937 Paspabomka mexanuueckotl camope2yiupyroueticss Kopooku nepeoay 0Jisl 60€HHO-
MPAHCROPMHOU MEXHUKUY .
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JAPBE POTOPBIHBIH ADPOJIMHAMMKAJIBIK CUTTATTAMAJIAPBI MEH
MEXAHWUKAJBIK TYPAKTBLIBIFBIH TEOPUASJIBIK JKOHE CAHJIBIK
MOJEJBIEY

AHnoamna. Byn makanaoa mik aiimany oci 6ap oicen mypOuHaniapvl yuliH ey MAaHblMal
pomopnapoviy 0ipi — Jlapbe pOmOpbIHbIY MEOPUSIBIK IHCIHE CAHOLIK MOOenboeyi OepinceH.
Pomopoviy muimoi ayoanvin, Kapcolivlk Kyulit, Kemepy KyuiH, auHary MOMEHMIH HCIHe KYyammbl
Koca aneamnod, aspoouHamMuKanbly CUNammamanapovly ecenmeynepi sHcypeisinoi. Aya agvinbiHblH
apmypni napamempiepinoe pomopobly Hcymulcvln Oaganay ywin SolidWorks opmaceinoa
AHATUMUKATILIK d0icmep MeH CaHObIK Moodenboey Ko10anuliobl. CoHOali-axK, CblHU JdcyKmemenep
Ke3iHOe KYPbLIbIMHbIY O0e@OopMAyUusicblh Manoday iCypeisiidi, OYn OHblH MYPAKMbLIbIELL MEH
muimoiniein oazanayea Mymkinoik 6epoi. Homuoicenep Jlapve pomopwinbly JicellOiy dco2apul
HCLIIOAMOBIELIHOA MYPAKMbL HCYMbIC iCmey KaOilemin JHCoHe OHbIH HCO2apbl MeXAHUKANbIK
bepixmicin pacmatiowi.

Tyiiin ce30ep: /apve pomopul, caHOblK MoOenboey, adpOOUHAMUKANILIK OHIMOINIK, Jicel
mypounacwl, 0eghopmayusiiblK manioay.

THEORETICAL AND NUMERICAL MODELING OF AERODYNAMIC
CHARACTERISTICS AND MECHANICAL STABILITY OF THE DARRIER ROTOR

Annomayusn. This article presents a theoretical and numerical simulation of the Darrier
rotor, one of the most popular rotors for wind turbines with a vertical axis of rotation. Calculations
of aerodynamic characteristics, including the effective area of the rotor, drag force, lifting force,
torque and power are carried out. Analytical methods and numerical modeling in the SolidWorks
environment were used to evaluate the operation of the rotor at various air flow parameters. An
analysis of the deformation of the structure under critical loads was also performed, which made
it possible to assess its stability and efficiency. The results obtained confirm the Darrier rotor's
ability to operate stably at high wind speeds and its high mechanical strength.

Keywords: Darrier rotor, numerical modeling, aerodynamic characteristics, wind turbine,
deformation analysis.
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EPTE KAPTAIO BEJTLJIEPTH AHBIKTAY YIITH MAIIAHAJBIK OKBITYIbI
KOJIJJAHY

Anoamna. Epme namonocusinvlk xapmaro KoOiHe JHCYPeK-KaHMamvlp aypyiapbiMeH
batinanvicmol, Oy aypyiap a1eymemmik-9KOHOMUKATbIK, MemadOIUKANbIK, MIHe3-KYIblK HCIHe
Kopuiazan opmaza 6aianblcmsl mayekein (aKkmopiapblHbl JCUbIHIMbIZbIHAH MYbIHOAUObl. By
Gaxkmopnap HcbiHbICMbIK AUBIPMAUBLILIKINAD, HCAC, HCORAPHI KAH KbICbIMbL, CeMi30IK, (PUBUKATbIK
benceHOinikmiy memeHOi2l, WblIbIM wezy, alKo20Nb0l WaAMAO0aH MelC NAtoalaHy, Xolecmepun
MeH 2NI0K03a OeH2eUIHIH JHCOSAPbLIbIEbl HCIHe KAHM Ouabemin Kammuovl. Aoam azzacvinoagvl
bapnvix npoyecmep OUOXUMUSIBIK HCIHE UMMYHOLOSUSNIBIK Manoaynapod KepiHic mabaowvl jHcane
01ap HCYPEK-KAHMAMbID HCYUECIHIY epme KapmaloblHbly Mapkepiepi 001ybl MYMKIH.

Aemopnap 6inim, HCYMbIC, IHCHIHBIC, OMOACHIILIK HCALOAlU, MYeeOeKmiK, (HU3UKATLIK
OenceHOiniK, WbLIbIM We2y JHCIHe aIKO20b MYMbIHY CUAKMbL d1eyMemmik Gakmopiap meH
arcypexmin umemusnoix aypyel (AKHUA), ungpapkmman etiinei kapouocknepos (MKC), cozviimansi
acypex ocemxinixcizoiei (CHKIK), xanm ouabemi (KI), oenme maccacvinwviy unoexci (IMH),
enoKo3a Oeneeli, acannvl xonecmeputr (KX) ocone xan gvicoimvl (KK) cuskmol KIUHUKATBIK
KepcemKiwmep apacvlHoazvl datiianvicmapovt sepmmedi. Convimen kamap, 65-74 sxcac, 75-89
arcac otcane 90 ocacman ackan nayuenmmepOiy KIUHUKATILIK Oepekmepi (buomapxepnep) meu
aneymMemmixk OMipi apacblHOA&bl KOppenayusHvl AHbIKMAobL.

Tyiiin co30ep: dicacanOvbl unmen1ekm, MAWUHALLIK OKbINY, epme Kapmaioo maprepiepi,
AHCYDEK-KAHMAMBIP aAypyiapbl, UMMYHOBIK Kapmaro, 60xcay.

Kipicme.

CoHFbl  KbUITAphl  XaJBIKTBIH KAaC  KYPBUIBIMBI ~ alTapibIKTail  e3repii; COHFBI
OHJKBUIJBIKTapAarbl JeMOTpadUsUIbIK >KaFdail erfe »acTarbl aJamMJapAblH CAaHBIHBIH 6CylMeH
cunartanaabl. bYY nepekrepiHe coiikec, Ka3ipri yakpITTa 65 »acTaH acKaH KapTTap >KaJIlbl
XaJIbIKTBHIH mamMaMmeH 15%-bIH Kypaiapl. by jxarnail mapaJoKCThl CUIIATTa: OMIp CYPY Y3aKThIFbI
TOMeEH, Oipak erjie )KkacTarbl, )aJIFbl30acThl )KOHE kKecipiep caHbl ecyne. MyHail reMorpadusiibk
e3repicTep SKOHOMHKAra ocep erell, ce0edl eHOekKe KaOlmeTTi XasbIKTBIH YJeCl a3aifbim,
JICHCAYIBIK CaKTay IIbIFbIHIAPbI apTHII KeJie 1, OHbIH HeTi3ri OeJIiriH KapT aJlaMaapFa xKyMcaia bl
[1,2,4].

AnaM eMipiHiH Y3aKTBIFbIH apTThIPY, aypYIIAHABIKTHI a3alTy KoHE epTe KapTaroJblH albIH
ajy — Kazipri 3aMaHfbl aJiJIbIH ATy MEAUIIMHACKIHIAFEI €H MaHbI3Ibl MIHACTTEPIH Oipi. XKacka
OaiiIaHbICTBI ©3repicTep albIMEH XYPEeK-KaHTaMbIp KyHecine acep eteni. [lom ockl xyile y3aK
eMip Cypy MEH epTe KapTaloiblH apachlHIaFbl albIpMAIIBIIBIKTEI aHbIKTaiab! [1,2,3]. XKypek-
KanTambIp aypynapsl (KKA) onaran xbuiap 60iibl a1em/e eJ1iMHiIH Heri3ri ce6edi 6omap. 2021
*KbUIbl 20,5 MUJUTHMOH a/laM KYpPEK-KaHTaMblIp aypyJapblHaH KalTeic 00mnbl, Oy 1990 xbiibl
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TipkenreH 12,1 MWIIHMOHFa KaparaHaa aWTapibIKTall JKOFapbl KOPCETKIIl KOHE JKaNIbl eJiM-
JKITIMHIH YIITeH OlpiHe JKyBIFbIH Kypaiibl. Ka3ipri yakbITTa KOpoHapIbIK Kypek aypysl (KIKA)
146 enne epnep apaceiaa sxxoHe 98 enjie oifenaep apacbiHaa Mep3iMiHeH OypbIH KAThIC OOTYIbIH
Heri3ri ce6ed1 Oompin TadbIaab [5,6,7].

JyHuexy3inik neHcaynblk cakTay YubMbIHBIH (/1Y) 60omkaMbiHa coiikec, 1eMorpadusibiK
e3repicrepre (XaJbIKTBIH KapTarobl), WHQEKUMSUIBIK €MEeC aypyJlapAblH ©cCyiHEe J>XoHE eMip
CAJITBIHBIH ©3repyiHe OaillaHbICThI JaMblFaH jkoHe JaMylbl enaepae XKKA xoHe ogaH 0oaThiH
eNIM-KITIMHIH ecyi kanracanel nen kytiurynae [8]. Kazakcranma ma skypek-KaHTambIp Kykect
MaTOJIOTUSUIAPBIHBIH JKUUIITIHIH ©Cy TEHACHIUACH OalKanaabl, OHbI Oip JKaFbIHAH, CKPHHUHITIK
TEKCEPYJEP/IIH CalachblH XAKCapTy JXOHE aHBIKTAy[bl JKAKCApTy AapKbUIbl, CKIHII KaFbIHAH,
MEIUITMHAJIBIK KOMEKTIH KOJDKETIMITITT MEH CcallachlHbIH TOMEHACYIMEH TYCiHaipyre 6oasl [9].

JKypek-kaHTambpIp aypylapbl JKYpPeKKEe HEMece KaH TaMbIpjapblHa ocep eTedl JKoHE
QJIEyMETTIK-9KOHOMHKAJIBIK, METAa0ONMKANIBIK, MIHE3-KYIBIK JKoHE KOpIIaFaH opTa Kayil
(dakTOpIapeIHBIH YHJIECIMIHEH TYBIHAAYbl MYMKiH. OJapra >KbIHBIC allbIpMAIIbUIBIKTapHI, JKac,
JKOFaphl KaH KBICBIMBI, CEMI3iK, (HU3UKAIBIK OCJNCeHIUTIKTIH TOMEHIIT, IIbUIBIM IIIETY,
QJIKOTOJIB/II IIaMaJIaH THIC TYTHIHY, XOJECTCPHUH MCH TITFOKO3a JCHICHIHIH KOFAPBUIBIFbI )KOHE KaHT
nuaberi jkataapl. OAeOu JepeKkTepl Tajjay HOTWKelepl OoibIHIIA Kayilnl (haKTOpiIapbIHBIH
TapaJlybl HET131HEH MIeKTeYI monmyisnusuiapaa 3eprreneni [10,11,12].

Epnep men oitennep apaceinaarsl JKKA mgamy kaymi »ac yiiFaiiFa cailblH TEeHECTIpUIeTiHI
Typanbl KeiOip FeutbiMu Jasenaep O0ap [14]. CoHFbI MoTiMETTEp epiiep apachlHIa KOPOHAPIIBIK
xypek aypybl (KJKA) >kuiniriHiH TeMEHJEreHiH, all oilelep apachblHAa TOMEHJEMETeHiH
Kkepcerei. JKbIHBIC TEH Kac KOINTEreH KYPEK-KAHTaMbIP JECHCAYIBIFbI TypaJibl 3epTTEyIepe
MaHbI3/Ibl ©3repMENTIH Kayin (axTopiapsl peTiHie ecenke anbiHaAbl. JKbiHbIC TIeH kac JKKA
Oomkay MojenbaepiniH kemmmirine kipemi [13,14]. Oceinaiimia, erme KacTarsl agamuaap
apaceiaaa JKKA namy kaymiHiH (akTopiapblH 3€pTTEy alJIbIH aly METUIIMHACBIHIA MaHBI3/IbI
OarbIT OOJIBINT TAOBLITA B,

2021 >xputel XKahauablk aypyabIH KYKTEMEC] 3epTTEyIHE COMKEC, aIeM/IeT1 OJIMHIH JKeTeKIII
e3repMelti Kayin (akToOpbl KOFapbl KaH KBICHIMBI OOJIBINT TaOBUIABI KOHE OJ1 )KYPECK-KaHTaMBIP
aypynapbiHat 10,8 Munmnos emniMre xayantsl 60ab1 [5,13]. JJAY cemizaikti 21 raceiparsl )kaHa
MHQEKUMIIBIK eMec '"smuuaeMus" peTiHAe KapacTbIpalbl. bysl aypyablH >KOFapbl Tapaiybl
ypOaHu3anusMeH, QU3UKAIbIK OEJICeHIUNKTIH TOMEHJCYIMEH JKOHE JKOFapbl KaJlOpHsJIbI
TaFaMHBIH KOJDKETIMAUTITiMeH OainanbicThl [13,14]. XKyprizuireH KenTereH FbUIbIMU 3€pTTEYIIEep
apThIK canMak, ceMislik sxoHe JKKA mamybl apacblHAAFbl THIFBI3 OalaHbICThl KepceTeni [15].
CewmiznikTig cebenTepinin 6ipi — (u3uKanbIK OenceHauTIKTIH 6oamaysl, oi JKKA Herisri xayim
(baxTopaapeIHbIH Oipi 6osbin TabbutaAbl. bipHeme 3eprreynep runoguHamus MeH JKKA namyst
apachIH/arbl OalllaHBICTBl pacTajbl, COHbIMEH KaTap (pU3MKaibIK OEJCEHIUTIKTIH TOMEHAIr 2
TUNTI KaHT AualeTi, CeMi3diK, KaTrepii ICiK, OCTEOMOpO3 CHSKTHI aypylaplblH JaMy KaymliH
aptTeipansl. byn aypynap na skacka OaiimaHblcThl aypynap gen aranaisl [12,13]. Feuibimu
Oaranaynapra colKec, IIBUIBIM IIETY XKYpPEK-KaHTaMbIp aypynapblHbiH 10%-bIHa jKayanThl )KOHE
KKA naMybIHBIH KaH KbICBIMBIHAH KEHIHT1 €KiHII Heri3ri ced6edi Oombinm Tabbutanbl. Temexi
TYTiHIHE 9Cep TEK IIbUIBIM IIEeTyIIiIepre FaHa eMmec, 0ackanapra J1a 3UsiHbIH TUri3eail. XKbul caliblH
TEeMEeKI IIery HeMece TeMeKl TYTIHIHE dcep €Ty cajlapblHaH I1aMaMeH 6 MUJUIMOH a/1aM KauThIC
6omazpl, Oy oifenaep apachlHAAFbl ©1IMHIH 6%-bIH KOHE epliep apachlHAarbl oJiMHIH 12%-bIH
Kypaiael. Temekire OainanbicThl omiM-iTiM 2030 xbUTFa Kapai KbUIbIHA 8§ MUJUTMOHHAH acTaMm
eniMre nediH ecemi naen Oomxanyma [16,17,18,19]. 2019 »xeuiel ankorons canaapeiHan 2,4
MUJUTHOHHAH acTaM ajJilaM KalThIC OOJIIbI, Oy onmemeri O0apiblK emiM-xkiTiMHIH 4,3%-bIH JKOHE
15-ten 49 »xacka pAeifiHri ep amaMaap apachiHaarbl emiMHIH 12,6%-bH Kypanbl. FeutbiMu
3epTTEYNIep AJKOTOJBIIH a3 MeJIepl N1e KYpPeK-KaHTaMbIp aypylapblHbIH, COHBIH IMIiH/E
KOPOHAPJIBIK KYPEK aypybl, HHCYIBT, KYPEK KETKUTIKCI3AIri, THIEPTEH3USIIBIK JKYPEK aypyshl,
KapIMOMMOMIATHSI, >KYypeKienaepAiH (GuOpHUISILUICH *KoHE aHeBpHU3Ma KayIliH apTThIPaThIHBIH
kepcerTi [20].
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KKA eniM-KITIMIH a3aiiTy YIIIiH, €H aJAbIMEH, aJIIbIH ATy OaFbIThIH JTAMBITY KOKET. AJJIbIH
ajy Heri3i — JeHcayiblK cakray kyieciHiH JKKA gamy kayin ¢akTopiiapblH aHBIKTAIl, OJIapAbl
Ty3ety KaoOurerinae xkarbip [5,10,11]. Tuicinme, XXKA XanblKk JeHcCayabIFbl ACHIEHiHE ocepi
FBUIBIMU KaybIMIACTBIKTHI OChl MOCEJNIeH1 HICIIY/iH KaHa JKOJAAPBIH 13/1eyre urepmeneiai. by
MOCEJIeHI MICIIyAiH Oip KOJbl — MEAUIMHANBIK aKMIapaTThIK TEXHOJIOTUSIIApAbl JaMBITY, Ol
MEIMIIMHATBIK KOMEKTIH OaplibIK caThUIapbIHAA KOJIJAHBLIBIN, OMOAKMapaTTaHy, MEIUITMHAIBIK
uH(poOpMaTUKa KOHE OHOMENUUMHAIBIK HWH(POpPMATHKA CHIKTHI KONTETeH MaMaHAbIKTap/Ibl
KamMTuabl [21]. Onebuertepre coiikec, akmaparThIK TEXHOJOTHSUIAp MEH OarmapliamaliayidblH
KIIMHUKAJIBIK KOJAAHBUTYBIHBIH KOFapbl TUIMJIUTITT aCKbIHYJIap MEH KOJaichI3 JKaFaiiap caHblH
azaiiTyra, QJICYMETTIK JKOHE JKOHOMHKAJBIK TIaifla alyFa >KOHE eMip camachlH >KaKcapTyFa
OarpiTTanFad. Ocbl TEXHOJOTHUIAPAbI KIMHUKAJIBIK TOKIpUOEre eHri3yliH apThIKIIBUIBIKTAph
COHFBI OHXKBUIIIBIKTap/a OeICeH 1l TYpAe TaaKbUIaHbIm Keneni [21,22].

[23] enberinae aBTOp aKMaparThIK TEXHOJOTUSIIAPABIH KapKbIH/IbI 1aMybIH, OHBIH 1II1H/E
MeIuIUHaga HHQOPMATUKATAHIBIPY YAEpICTEepiHIE MaHBI3Ibl PONIH aIlbIl  KepPCeTeNi.
MenunuHanslK Skyhenepre coHFbl [T JKeTiCTIKTEpiH €Hridy OyJl yzaepicTepre alTapibIKTan
QJIEYyMETTIK MOH Oepezi. MalnHaIBIK OKBITY, JKaCaH bl HEUPOHIBIK JKEIIJIEP JKOHE TePEH OKBITY
CUSIKTBI JKacaHJbl MHTEIJIEKT TEXHOJOTHUSJIAphl €peKlle cypaHbicka ue Oomyma. byn sxymbic
MEIUIIUHAIBIK KYHenep/e MallMHAJIBIK OKBITY 9MICTEpiH KOJJaHy YpHAiCTepi MEH OoamarbiH
Oaranayra apHanraH. MalIMHAIBIK OKBITYAbl MEAUIIMHAA KOJIJAaHY MaHbI3/IbI, ce0edl o1 opTyp:l
MIHJCTTEeP/IH KbUIIAMIBIFBIH, CATIAChIH KOHE CEHIMIIUTITIH apTTHIPHIN, MaMaHIapAbIH KYMBICHIH
KEHUIETe 1 XKoHe oJlapFa OarqapiamMalblK Koijgay kepcereni. JKyMmbIcTa OChl canajarbl HETi3T1
kahaHIBIK ypIicTep, KyHenep/i 93ipieyln KOMIaHusIap, COHmai-ak Oyl yIepicTi MIeKTeUTiH
dakropnap Ttangananel. CoHbIMeH Karap, [24] 3eprTrTeyiHe colKec, jKacaHIbl HHTEIICKT
MeIHIIMHAMA OapraH CaWblH OCJCCHMI KOJIIAHBLIY/A, OHE KbLJI CAWbIH JICHCAYIBIK CaKTay
canacbiHa apHanraH VW memiMaepid 93ipaelTiH KOMIAHUSUIApAbIH caHbl apThin kenemi. MU
Jopirepiepre JAWMArHOCTHKANa KOMEK KOpCEeTydl Kojmad anaapl, OipaKk OHBIH KOJIAHBUTYHI
Bepu(UKaAIUsAIAHFAH  JICPEKTEepIiH  KCETKUIIKCI3AIr, MEIUIUHAIBIK  KYPBUIFbLUIAPIBIH
KOpFaJIMaFraH/IbIFbl JKOHE 3aHHAMAJIBIK Oa3aHbIH OONMMaybl CHSIKTBHI IICKTEYJIepre OaislaHbICThHI
Oeuriai O6ip MIHIAETTEPMEH IISKTENreH. boamakra apTypini IepeKKe3aepAcH allbIHFaH ACPEeKTEeP/Ii
KEeIIeH 11 TYp/ie TajlJjail anarhlH Kyhenep ThiMI1 Oonazsl gen Oomkanyna. Anaiiaa, [25] enOerinae
KOPCETUITeH I, MalllMHAJIBIK OKBITY QJITOPUTMJIEPIHE HETi3leNreH on Ooibkay MOJENbIEpiH
KOJJIaHy WHQEKIHMSUTBIK €MeC aypyliapibl, OJIapJblH AaCKBIHYIAPBIH KOHE TOCIUTATH3AIUSI
BIKTUMAJIJIBIFBIH OOJDKAy/Ia KaHa MYMKIHJIIKTEp amabl, Oy ajablH ally jKoHe eMJIey [IapalapbiH
YaKTBUIBI TaFalbIHAyFa MYMKIHIIK Oepel. Oae0u moay MyHaail MOACNIbIEePAIH KapIuoJIoTHs A,
HEBPOJIOTHSIa, TEHETHKa/la KoHe 0acka canamapia >KOFapbl IOJAIriH kepceteni, an Random
Forest, neliponnpik xemninep xoHe XGBoost anroputMaepi eH TUIMAI OosbIil caHanmaabl. by
ANTOPUTMACPAI MEIUIMHANBIK aKMaparThIK JKyWeJepre eHrizy MeIUIMHAIBIK OKHUFaIapabl
OoJKay/Ipl KaKcapTyFa JKoHe JAepOeCTeHIPIIreH MeAUIIMHAHBIH kahaHBIK YPAICTEpIHE COMKEC
kenyre yone 6epeni. Ochl canagarbl 3epTTEYIEp/AiH apTybl MAIIMHAIBIK OKBITY TEXHOJIOTUSIIAPBIH
KEHIHEH KOJIZIaHy YIIiH OJ[aH 9pi 3epTTey KoHE OHTAIIaHbIpy KaXKETTUIIH KOPCETeIl.

Kazipri yakpITTa MallMHANBIK OKBITY jkKoHE R TiNiH KongaHy aypynaapasl JTUArHOCTUKaAy JKOHE
Oormxay, Kayin (akTopiapblH aHBIKTAy, IepeKTep 0a3achlH KYPY KOHE HAyKACTApIbIH YKaFIalblH
OakpLIay YIIIH METUIIMHAAA KeHIHEH KOJIJaHbLTY/A.

3epTTeyain MaTepuaJIapbl MeH JicTepi.

3epTTey OapbIChiHIA OLTIM JEHTEHl, )KYMBIC, JKBIHBIC, OTOACBUIBIK XaFgal, MYTeIEKTIK,
(bu3UKaIBIK OCJICEHAUTIK, MIBUIBIM IIIETY KOHE aJIKOTOJIh TYTBIHY CHSKTHI JJIEYyMETTIK (hakTopiiap
MEH KOPOHAPINIBIK XYpPEK aypybl, MH(APKTTaH KEUIHT1 KapIUOCKIEpO3, CO3BUIMAIBI JKYPEK
KETKUTIKCI3IT1, KaHT TUaleTl, IeHe MacCaChIHbIH MHICKCI, TIIFOKO3a JICHTEeH1, Kbl XOJIeCTEPHUH
JKOHE KaH KBICHIMBI CHSKTHl KIMHUKAJBIK KOPCETKIIITEp apachlH/la MaHBI3Ibl KOppesuusiap
AHBIKTAJIJTBL.
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3eprTey OapbIChIH/IA KAC KOHE HKBIHBIC CUSKTHI ©3TepMENTIH Kayil (pakTopiapbIHBIH KYpeK-
KaHTaMbIp raTosiorusicel MeH JKKA naMybIHIa MaHBI3IbI POJI aTKAPAThIHBI aHBIKTANBL. Erlie skoHe
KapT KaCTaFbl TONTAFbI QJICYMETTIK-IeMOTPpaUsIIBIK KOHE 3€PTXAHAIBIK MapaMeTpliepli Tangay
TEMEKI IIeTy, aJIKOTOJIb TYThIHY, IcHe MaccachiHbIH UHIEKC] (JIMU), KaH KBICHIMBI, allIKapbIHIaFbI
XOJICCTEPHH >KOHE TJIIOKO3a JCHTeWl CHSAKTHI OipKaTap CKPUHHHITIK KOPCETKIITep OOMBIHIIA
ayBITKYJIApIbIH 0ap eKeHiH KOPCETTi.

3eprrey TONTApBIHAAFBl Kayill (hakToOpiapblHBIH TapalyblH 3EpPTTEreHHeH KeiiH, R
Oafrmaprnamanay Tijli apKbUIbl KOPPETSIISUIBIK Tajaay sKyprizinai. Tanmay opTypii aitHbIMambLIap
apachlHIaFbl  KaThbIHACTApIbl  Oaramayabl  KaMTBIAbI, OYJl  CTaTUCTHKAJIBIK  MaHbBI3IbI
KOppeIsLusIap/Abl aHBIKTayFa JKoHE Kayill (haKkTopiapbl MEH 3€pTTey HOTHXKeNepi apachIHIaFrbl
OailTaHBICTHIH KYIIIH OaranayrFa MYMKIHIIK Oepmi. R Timinae Oarmapnamanay aHaTUTHKAIIBIK
npoleaypanapasl  OpblHAayda MOJAIK TeH THIMAUTIKTI KaMmMTamachl3 eTill KaHa KoWMai,
aifHPIMANIBIIIAp ~ apachIHAAFbl  KaTbIHACTApAbl  KAKCHl  TYCIHY  VIIIH  HOTIDKEIEPIi
BU3yaJIM3alusIayFa MyMKiHAIK Oepi. Jlepekrepai amy sxone 65-74, 75-89 sxxone 90+ xxac Tonrapsl
OOMBIHINIA MMAMEHTTIH OJEYMETTIK ©Mipl MEH KIMHHUKAJIBIK Jepekrepi (Omomapkeprepi)
apachIlHJarbl  KOPPEJSIIMSUIApABl  €CenTey  VIIH  JOCTypidl  MAIlMHAIBIK  OKBITY
kiaccudukaropimapeiMen yisaecerin "RStudio" 2023.09.0+463 Hyckachl KomuaHbuLabl. bismix
TOCUTIMI3 OMOMapKepliep apachlHAAFbl OAMJIAHBICTBI TaOYIbl KAMTBHIIBI JKOHE OCHI MaKcarTa
[Tupcon koppesnsus KodhGHUITMEHTI KEHIHESH KOJTaHbLIIbI:

_ N - D Wi- )
JZ’iil(xi— f)z\/zﬁil(yi— y)2

r

HoTunxkenep :koHe oJ1apabl TAIKbLIAY.

3epTTey O6apbichiHAa OiTiM, KYMBIC, JKbIHBIC, OTOACBUIBIK KaFail, MyTeIeKTiK, (PU3UKaIIBbIK
OEJICeHIUTIK, MIBUTBIM IIETy OHE AJIKOTOJNb CHUSKTHI QJIEYMETTIK (aKTopiap MEH KOPOHAapIBIK
KYpEK aypybl, HHGAPKTTaH KEWIHI1 KapIUOCKJIEpPO3, CO3bUIMAIBI KYPEK KETKUTIKCI3Iiri, KaHT
nuabeTi, JIeHe MacCachIHBIH WHICKCI, TJTFOKO3a JICHTCH1, )KaJIbl XOJIECTEPHH KOHE KaH KbICHIMBI
CUSIKTBI KIMHHUKAJIBIK JEPEKTep apachlHIa MaHBI3Ibl KOppESAIUsuiap aHbIKTanIsl. HaykacThiH
JKBIHBICHI, OTOACBUIBIK >KaFJaibl, OLTiMI, MYTEIEKTIrl, >KYMBICHI, (DU3UKAIBIK OEICeH LTI,
HIBUTBIM IIIETY 5KOHE aJIKOTOJIb TYTHIHYBI CUSKTHI QJIEYMETTIK AEPEKTEP X OCIHE OPHATACTHIPHLIIBL.
Haykactein xoponapinbik xkypek aypybl (KXKA), mndapkrran keitinri kapauockiepo3 (MKC),
*Kypek-Kantamblp aypyaapbl (JKKA), xkant nuaberi (K), nene maccacwinbiH unaekci (JIMU),
IJII0KO03a, kanmnbl xonectepud (KX) sxoHe aprepusiblk runepreHsus (AlY) cHSIKThI KIMHUKAIBIK
JEpeKTepi y ociHe opHANIACTHIPhLUIIALL. 60-74 jkac apallbIFbIHAAFbI TOI YIIIiH HETI13T1 HOTHXenep 1-
CypeTTe KOPCETIITEH.
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[putbiM mery MeH KopoHapiblK skypek aypybl (KJKA) apacbinga oH Koppemnsius
Oaiikanansl (r = 0.15). Jlon oceinaaii Oaitnansic nHapkTTad Keiinri kapaunockiepos (MKC) nen
QJIKOTOJIb apachiHa Ja OalKanamubl, OYJI )KYpEK JCHCAYIBIFbIH CaKTay YIIiH 3HSHIBI 9IETTePICH
aynak 00y KaKeTTUliriH kepcereni. Ou3nKalbIK OEJICEHAUTIK MEeH KaJlbl XOJIECTEPUH JIeHIei1
(OX) apaceiaga oH Koppessusa aHbIKTaas! (r = 0.1), Oyi1 KaH XoJlecTeprHIH OaKplIayna Kyeni
JKATTBIFYAbIH MaHBI3IBUIBIFBIH Kepceredi. Jlene MmaccacweiHblH uHAekci (M) meH >bIHBIC,
COHJIali-aK KaHT JUa0eTi MeH 0TOACBUIBIK JKaF/Iail apachiHia OAiIaHBIC AHBIKTAIFAH KOK.

Amnaiina, 01311iH 3epTTey/e KaJIbl X0JIECTEPUH MEH IIBUIBIM LIETY apachlHa Kepi OaiiiaHbIC
(r = -0.1), connaii-ak nHbpapkrTan Keiinri kapauockiaepo3 (MKC) nen xpIHBIC apacbiHaa Kepi
Oaiinanbic aHbIKTaNAbI (6-cypet). bys HoTtmxkenep 65-74 xac apaibIFbIHIAFBI a1aM/Iap apachiHa
KYPTi3UIreH 3epTTey OapbIChIH/IA )KUHAIIFAH JCPEKTEPAl Tal1ay HOTHIKECIH KOpCeTe/l.

75-89 xac caHaThl YIIiH HOTHKEJIEp TOMEHICT1IeH:

Blood.pressure
Diabetes

Ischemic.heart.disease

value

Chronic.heart.failure

00

variable

Postinfarction.cardiosclerosis

Cholesterol

Glucose

BMI

3 cypet — 75-89 xac TOOBIHIAFBI HET13T1 HOTHXKEIEP

By tonra koppernsnus kodddunuenti -0.1 men 0.1 apanbireiaaa e3repeai. KaH KbICBIMBI
MEH UIBUIBIM IIEry apachlHIa, COHJAl-aK alKOrojb TYTHIHY apachlHIA KAKChl KOPPESIus
Oaiikamanel (r=0.1). Byn ankorombli Kem TYTBIHY MEH IINBUIBIM IIEry KaH KbICBIMBIHBIH
JKOFapblUIaybIMEH OalTaHBICTBI OOMYbl MYMKIH €KEHiH KepceTeli. SIFHH, ajgam HEFypibIM Kell
QJKOTOJIb TYTHIHCA JKOHE INBUIBIM IIEKCe, OHBIH KaH KBICKIMBI COFYPIIBIM JKOFapbl Oomaasr (4-

cyper).
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Correlation plot between Blood Pressure and Smoking
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4 cypet — KaH KbICBIMBI MEH HIBUIBIM IIETY apachIHIAFbl KOPPETAIus rpaduri

bi3nin 3epTTeyiMi3ae KOPOHAPIBIK KYPEK aypybl MEH CO3BLIMAIIbI KYPEK KETKITIKCI3IIr ae
aJNKoroJbpMeH oH Oainansic kepcereni (r=0.1). Hotmxkenepimiz co3pIIMabl dKYPEK KETKUTIKCI3Ir
JICHreil MEH aJIKOrojbJli TYThIHY apachlHJla CTAaTUCTUKAJIBIK MaHbI3bl OH OailaHbIc Oap JereH
OoIDKaMIbI KOJITAMIBI, SIFHU aJIKOTOJIB1 KO TYTHIHY CO3BLIMAIIBI )KYPEK KETKUTIKCI3AITiHIH 1aMy
HEMece eplly KayIiHiH >KOFapbuiaybIMeH OaitnanbicTbl. COHBIMEH KaTap, KOpPOHApJIbIK >KYpeK
aypyBIHBIH ITAIIMCHTTIH OUTIM JcHrediMeH OalaHBIChI KOK €KeHi jkoHe KaHT auaderi (KJI)
HIBUTBIM LIETY KOHE aJIKOTOJIb CUSIKTHI JKaMaH 9JIeTTepMeH OalIaHbICThl eMec eKeHl OalKaabl
(r=0). Conpaii-ak, ocel TonTa HH(APKTTAH KEHIHT1 KapAUOCKIEPO3 OCH JKbIHBIC apaChIHIaFbl Kepi
OaiiyaHbIC CaKTalIaThIHBIH aTam eTyre 0osabl.

Hepexrepai Tangay HOTHXKeENEpl TII0K03a JSHTel MeH OUTIM JIeHTeil apachlHAa KbI3bIKTHI
KOppeNsusHbl KopceTTi. HoTrxkenep 6iniM AeHreii KaH ITIOKO3aChIHBIH JCHTeHiHE acep eTeTiHIH
JKOHE KaHT auabeTri MeH Oacka Ja MeTaOOJMWKANbIK aypylapJblH JaMy KayliH OarajaraHja
QJIEyMETTIK-3KOHOMHUKAJIBIK (haKTOpIIap/Abl €CKepy KaXeTTIiriH kepcerei. by KopbIThiHAbLIAD 75-
89 »ac apaJbIFBIHIAFBI 3€PTTEY KaThICYIIbIIAPBIHAH JKUHAIIFAH JEPEKTepre HeTi3elNTeH.

JXac miamaceIHBIH J€HCAyJIBbIKKA ocepl Typajbl TaJKbUIAYBIMBI3/Ibl YKaJIFacThlpa OTHIPHII,
yJIKeH kac TOOBbIH (90+) KapacThIpailblK *oHE OChl KaTeropusijia KaHaai ¢akropriap HETI3r1 pel
aTKapaThIHbIH KapacThlpailblK. bi3 koppemsuus koddduuuenti -0.4-ten 0.4-xe neiiiH esrepyi
MYMKIH €KE€HIH aHBIKTa/IbIK, OYJ1 allHbIMaJIblJIap apachblHAAFbl OAMIaHBICTHIH KYIIl MEH OarbIThIH
kepceteni. HoTmxkenep TeMeHie KOpPCETIIreH.
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Blood.pressure

Diabetes

Chronic.heart.failure
value

Postinfarction.cardiosclerosis 04

0.0

variable

schemic.heart.disease
Cholesterol
Glucose

BMI

var1

5 cypet — 90 jxacTaH acKaH TOII YILIiH HET13T1 HOTHXKEJep

AJBIHFaH IepeKTepAl Tanaai OThIPbII, 013/11H 3epPTTEyiMi3 JKaJIIIbl XOJIECTEPUH JIeHIeli MeH
JKBIHBIC aPACHIHJIAFbI KBI3BIKTHI HOTIKENEp i aHbIKTa b (1=0.4). XKanmsr XonecteprH qeHreii MeH
oiienn JKBIHBICHI apachlHAAa OH KOppessiuus OailKamapl, OYJ XOJECTEpHH MACHIeWl IKOFaphl
olienepaiH KypeK-KaHTaMbIp aypylapblHbIH 1aMy KayIiHiH apTybl MYMKIH €KeHIH KepceTeai. by
HOTH)KE JKYPEK-KaHTaMbIPJIBIK Kaylll (pakTopiiapblH Oarasay/ja *oHe aJlIbIH ally MEH eMJIEYTe JKeKe
KO3Kapac YChIHY/Ia *KbIHBICTHIK albIpMAIIBUIBIKTAP/Ibl €CKEPY KAXKETTII1H KOpCeTel.

AliTa KeTeTIH >XaWT, OCHI Aac KaTeropUsChIHAA, COHJali-aK aJIbIHFBl KaTeropusiiapaa
UH(apKTTaH KeHIHT1 KapIuoCKiIepo3 OEH JKbIHBIC apachIHAAFbl Kepi KOPpEessIMs cakTanaisl (1=-
0.4). Conpaii-ak, 3epTTey IIBUIBIM LIETY MEH CO3BLIMAJIbI KYPEK KETKUTIKCI3AITHIH AaMy KayIi
apachlHAa alTapiablKTail OH KoppesuusHbl aHblkTaabl (r=0.3). [beuieiM mereTiH agamaapaa
CXKOK (co3puiMalbl )KypeK KETKITIKCI3/Ir) 1aMy HeMece acKbIHY KayTll IIbLIbIM IIEKIEeUTIHaepTe
KaparaH/la >KOFapbl. ByJ IIBIIBIM IIETYAIH XYPEK-KaHTaMbIp JI€HCAyNbIFbIHA THUTI3€TiH ayblp
3apanTapblH KOHE KYPEK aypylapbIHBIH aJJIbIH ATy YIIH TeMeKi SIUAEMUSICHH OaKbLIayIbIH
MaHBbI3/IbUIBIFBIH KOPCETE .

3epTTeyimizae OuTIM AeHreill MEeH CO3bUIMaJbl KYPEK KETKUTIKCI3AIriHIH 00ybl apacklHIa
CTaTUCTUKAJBIK MaHBI3b! Oaitnanbic aHbiKTanMassl (r=0). by Hotmxke O0i3niH ynrimizae CHOK
Jamy KayTiiH Oaranayaa OiM JeHreil MaHbI3bl GaKkTop eMec eKeHiH kepceTyl MyMKiH. CoHpaii-
aK, OI37iH 3epTTeyle JKajlbl XOJIECTEpUH JIeHIeil MeH OTOACBUIBIK KaF[ai apachlHa MaHbI3/IbI
Oaiinanbic anbIKTaIFaH 0K (1=0). byt HoTHIKE G13111H 3epTTeyeri KaTbICyIIbIIapIbIH XOJIECTEPUH
JeHreiiHe 0TOACHUTBIK YKaFJaiIbIH BIKIAJIBIHBIH )KOKTBIFBIH KOPCETEI.

Anaiina, GuznKanplK OSICEHIUTIK MeH KaHT IuadeTi, CO3BUIMAIBI JKYPEK KETKITIKCI3IIr
JICHreii MeH KaH KbICBIMBI apachIH/ia opTala kepi Oaitiansic anbIKTamabl (r=-0.3). byn HoTmxkenep
KYPEK-KaHTaMBIp aypy/lTapblHBIH AJJIBIH ajly MEH eMJIeyre apHaJlFaH YCBIHBICTapFa (U3UKAIBIK
OEJICEeHIUTIKTI KOCYy KaXETTUIIIH OHE XaJblK JIEHCAYJIbIFbIH CaKTay YIIiH cajlayaTThl eMip
CANITBIHBIH MaHBI3ABUIBIFBIH KOJMAaAbl. byl KopbIThIHABUIAp 90 XKacTaH ackaH 3epTrey
KaTBICYIIbUIAPbIHAH KUHAJIFaH JAepPEeKTep/li Tanaay HoTHxKesepiHne Herizaenred. Ocel Oipereit sxac
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TOOBIH TaHJAy €rne jkacTa y3aK eMip Cypy MEH eMip camachblHa acep €TeTiH (hakTopiap.sl
TEepPEHIPEK TYCiHyre MyMKIHAIK Oepe/i.

CoHFBl  OHXKBULABIKTApAAFbl  QJIEMIETi JAeMOTrpadusibIK — ypIicTep erie  JKacTarbl
MAIUEHTTEP/I1H MOCENECiH alKbIH KOPCETT1. XaJbIKThIH JKac KYpambl erje jKoHe KapT afaMaapAblH
OaceiM OonybIHA Kapaii esrepyme. Kasipri yakpiTTa ojemM XankblHbIH 10%-1aH actaMmblH erjie
JKacTarbl anaMmaap Kypaiiael. JXKakeia apama Oyi kepcerkim 30%-Fa neitin eceni qen 60pKaHyna.
Kazipri Tanma TepaneBTiKk KOMEKKe KYTiHeTiHAepiH mamMmamMeH 90%-bIH erje jkoHe KapT agamaap
Kypaiinel. Onap[plH KOMIILIITrT apTepUusiIblK TUIEPTCH3HsS, 0ac JXKOHE MOWBIHHBIH HETI3rl
apTepHsUIapbIHbIH  aTepOCKIIEPO3bl, HIIEMHSUIBIK JKYPEK aypybl CHSKTBI KYPEK-KaHTaMbIp
aypynapbiHa MaIIsIFyAa . BYriHri KyHi erjie xacTarbl agamIapaa sKypeK-KaHTaMBIPIIBIK OKHFaIap
Kayli MEH KapTalora ocep eTy OOMbIHINA ayKpIMIbl 3aMaHayH KIMHUKAJIBIK 3€pTTeyliep
KETKUTIKCI3.

Ocpinaiiia, OarmapiiaManay apKbUIbl KYPTi3UIreH 3epTTeyiMi3 erje *KacTarbl TONTAa HIbUIBIM
miery MeH KopoHapuiblK kypek aypysl (KXKA), mudapkrran xeifinri xapamockiepos3 (MKC)
apachlHJa aWTapibIKTail KoppensuusHbl aHplkTanbl. [IIsuibiv mery XXKA (kypek-KaHTambip
aypyJapbl) KOHE OHBIH ACKBIHYJIAPBIHBIH JaMy KayIliH apTTHIPBIN, KAapTarora Ja ocep eTel.
[puibM mIeTy Ke3 KenreH jkacta skoHe kblHbicTa JKKA mamy kaymin aptreipagst [28,29,30].
Kenreren 3eprreynepre cydeHe OTBIPHIN, aBTOpiap OapiblK >KAac TONTAPBIHAAFBI IIIBLIBIM
merymriiep apackiiga KOKA xone HWKC xargaiinapblHbIH KOMNIIUIITT IIBUIBIM IMIETYMEH
0aliIaHbBICTHI JIeTeH KOPBITHIHJIBIFA KeJi, Oy Ka3ipri yakbITTa KOJDKETIMAl 0acKa KIMHUKAJIBIK
3epTTeyepAiH HOTHXKeNIepiMeH colikec keneni. Erme skactarbl TONTa KaH KbICHIMBI MEH IIBLIBIM
HIeTy, aJIKOTOJIb TYTBIHY apachlHIa aKChl Koppeisuus aHblKTaiael. CoHpmai-ak, Oi31iH
3eprreyimizae ankoronb TYThIHYAbIH WBC xone XXKA nmamysina ocepi (r=0.1) kepcetinmi.
Kemnreren 3eprreyinep y3aK yakbIT OOMBI KYHJISTIKT] aJIKOTOJIb TYTHIHY KOPOHAPIIBIK KYPEK aypyHhl,
apTepHsUIBIK TUIMEPTEH3MS, WIIEMHSUIBIK JKOHE TeMOpPParusiiblK HHCYABITEP, KYpEKIIenep
(UOPMIUIAUSACHIHBIH JaMYbIMCH OalTaHBICTBI eKeHIH naneneni. Jlereamen, "AJKOTOJIb TYTBIHY
MeH Oenriii Oip KypeK-KaHTaMblp aypyJlapblHbIH HOTHIKEIepl apachlHIArbl OailaHbIC: Kyieml
IOy JKOHE MeTa-aHaimm3" CHUSAKTHI KehOip 3eprreynep amkoroibaiH KKA maMmysiHa aimbiH ary
acepi Oap ekeHiH kepcerTi. Ocpuaiima, JKKA namybiHa ankoroib TYTHIHYJABIH dCEpiH OAaH api
3epTTey KaXeT.

90 »xactaH ackaH agamiapibl OaranaraH Ke3[€ HIbLIBIM IIETy MEH CO3BLUIMANbl KYpEK
KETKUTIKCI3ITIHIH JJaMy Kaylli apacblH/a alTapiblKTail OH KOPPENsIMs aHbIKTaJIbl, COH/Iali-aK
kaHT auabeti, JXKA sxone Al (apTepusuiblK THUIEPTEH3MS) aFrbIMbIHA TOMEH (DHU3HUKAIBIK
OeNCeHAUTIKTIH acepl TaObUIBI.

KopbIThIHABI.

Ocpuraiima, 613 65-74 xac, 75-89 sxac »xoHe 90 kacTaH acKaH »ac TOINTaphbl OOMBIHINIA
KJIMHUKAJBIK Jiepekrep (OMomapkepiep) MEH MalMeHTTIH oJeyMETTIK eMipi apachbIHaFbl
KOppesuusIapbl JICTYpil MalIMHAIBIK OKBITY Kilaccu(HKaTopiapbIMEH YillecTipin ecenrtei
annblK. Bbynm HOTIKenep >KYpeK-KaHTaMblp aypylapblHBIH aiIbIH ajy YIIiH OapiblK Kac
TONTApbIHAa (PU3UKANBIK OCJICEHIUTIKTIH MaHBI3ABUIBIFBIH ~ KOpceTenl. TypakTbl JeHe
JKATTBIFyJaphl JEHCAYNBIKTHI CAaKTaIl, OCHI aypyJap IbIH AaMy KayIliH a3alTyIbIH THIM/I1 TOC1Ti 60a
anajpl.

Hortmxenep kepceTkeH e, OCHI )Kac TONTAPBIHBIH OPKAHCHICHI ©31HE TOH EPEKIIENIKTep MEH
KOKETTUTIKTepre We, COHABIKTAH OJapiblH oi-ayKaThlH KOJJIAy JKOHE JKaKCapTy YIIiH JKeKe
Tocinmepai o3ipney manpapl. CoHmai-ak TaHganFaH eki MareMmaTukanblk Momenbai (1)-(3)
OojamakTarel OCBIFAH YKcac 3€pTTeyiep YIIIH SKCIEPUMEHT peTiHAE KapacTblpyFa OoJaipbl,
ce6e01 omapIpIH HOTIKETepl Oip-0ipiHe OTe KAKChI ColKec Keme/l.
byn camanmarel omaH opi 3epTTEyNep €pecek KoHe erne kacTa OeJCeH Il opl cajayaTThl eMipi
Y3apTyAbIH THIMI CTpaTeTUsUIAPhIH aHBIKTAyFa KOMEKTECYl MYMKIH.
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HNCITOJIB3OBAHUE MAIIMHHOI'O OBYYEHMUA AJI51 OIIPEJAEJIEHUA
IMPU3HAKOB INPEXXIEBPEMEHHOI'O CTAPEHUSA

Annomayus. Ilpedcoespemennoe namonocudeckoe cmapexue yauje 6ce20 CEA3AHO C
€epoeuHo-cocyOuUCmuiMu 3a001e6aHUAMU, KOMOPbLE 603HUKAIOM U3-3A COBOKYNHOCMU COYUANbHO-
IKOHOMUHECKUX, MeMAabOIUYeCKUX, NOBEOEHUEeCKUX U IKONO2UHEeCKUX (akmopos pucka. mu
gaxkmopwl exmouarOm 2eHoepuvle pasiuyus, 803pach, 8blCOKOE KPOBAHOe 0asieHue, odlcupeHue,
HU3KYI0 QU3UYECKYI0 aKMueHOCMb, Kyperue, ypeameproe ynompeoienue aiko2ois, NosblileHHble
VPOBHU XONeCmepuna u 210KO3bl, d makdice caxapHulii ouabem. Bce npoyeccol 6 opeanuszme
yenoeeka ompax)caromcest 8 OUOXUMUYECKUX U UMMYHONOSUYECKUX AHAIU3AX, KOMopble MO2Ym
ObIMb MapKepamu npeHcoespemMeHH020 CIMapeHus cepoeyHo-cocyOUCMOl CUCTEMbI.

Asmopbl uccnedosanu ceA3uU Meicoy COYUANbHLIMU (PaKmopamu, makumu Kax ypOGeHb
obpasosanus, paboma, noiu, cemelnoe NONONHCEHUe, UHBATUOHOCMb, PU3UYecKas aKmueHOCmb,
KypeHue u ynompeoienue auiko20s, u KIUHUYeCKUMU NOKA3AMeNAMU, MAKUMU KAK UleMudecKkas
ooneznusv cepoya (UBC), nocmungapkmuuiii kapouocknepos (IIMKC), xponuyeckas cepoeynas
neoocmamounocmos (XCH), caxapnuviti ouabem (C/), unoexc maccer mena (MMT), yposens
entokoswl, 0ouwuii xonecmepun (OX) u apmepuanvnoe oasnenue (A/]). Kpome mozo, 6vina evisignena
Koppenayus mexcoy KIUHUYeCKUMU OAHHbIMU (Ouomapkepamu) u COYUANbHLIMU ACHEKMAMU
HCUZHU NAYUEHMO8 8 B03PACMHbIX 2pynnax 65-74 200a, 75-89 nem u cmapwe 90 nem.

Kniwoueswvie cnoga: Hcxyccmeennvlii unmennekm, MawluHHoe oOOyueHue, MapKepvl
NPeHcOeBpeMeHH020 CMapeHus, CepoeuHo-cocyoucmole 3a00ne6anus, UMMYHHOe CmapeHue,
NPOCHO3UPOBAHUE.

USING MACHINE LEARNING TO IDENTIFY SIGNS OF PREMATURE AGING

Abstract. Premature pathological aging is often associated with cardiovascular diseases,
which result from a combination of socio-economic, metabolic, behavioral, and environmental risk
factors. These factors include gender differences, age, high blood pressure, obesity, low physical
activity, smoking, excessive alcohol consumption, elevated cholesterol and glucose levels, and
diabetes. All processes in the human body are reflected in biochemical and immunological
analyses, which can serve as markers of premature aging of the cardiovascular system.
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The authors studied the relationships between social factors such as education, employment,
gender, marital status, disability, physical activity, smoking, and alcohol consumption, and clinical
indicators such as ischemic heart disease (IHD), post-infarction cardiosclerosis (PICS), chronic
heart failure (CHF), diabetes mellitus (DM), body mass index (BMI), glucose level, total
cholesterol (TC), and blood pressure (BP). Additionally, correlations were identified between the
clinical data (biomarkers) and the social life of patients aged 65—74 years, 75—89 years, and over

90 years.

Keywords: artificial

intelligence,

machine learning, premature aging markers,

cardiovascular diseases, immune aging, forecasting.
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KOMMNbIKOTEPHbLIE HAYKW, NPUBOCTPOEHUE N ABTOMATU3ALIUA
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P. Ocnanos?, E. Ceiitkynos!, H. Tamartos!, b. Epraiuesal, K. Yre6aes?
'EBpasuiickuii nanmonansuelii yausepcuret uM. JI.H.[ymunesa,
Acrana, Kazaxcran
2®umran HalmoHaIbHOTO UCCIIEI0BATEIBCKOTO saepHoro yausepcureta « MUDN»,
Anmatel, Kazaxcran

“E-mail: ergalieva_banu@mail.ru

BBIBOP ONITUMAJIBHBIX METOJIOB MHOI'OKPUTEPUAJIBHOI'O AHAJIM3A C
MOMOIIBIO CHEITUAJIN3UPOBAHHOI'O ITPOIT'PAMMHOI'O OBECIHIEYEHUSI
JIJIS1 OITPEJIEJIEHUS ITPOTOKOJIA KOHCEHCYCA B CETSIX HHTEPHETA
BEILEN

Annomayusn. 3anada BHIOOpa ONTUMAIBHBIX MEXaHM3MOB KOHCEHCYCa OJIOKYEHHA B CETsIX
WuTepHera Bemield MOXKET OBITh paccMOTpeHa Kak 3ajJaya MHOTOKPUTEPHUATBHOTO TMPUHSATHS
pemienuid. Llenpto naHHOM paOOTHI SABISETCS ONpEZesieHHe HambOosee MOAXOASIEro MEeTona
MHOTOKPUTEPUAJILHOTO MPUHATHSA PELIEHUH B paMKax 3TOM 3ajauud. B HacTosiee Bpems
CyIIECTBYET MHOXECTBO PAa3JIMYHBIX METOJOB MHOTOKpUTEpHAIBHOro aHanusa. Kpome Toro,
MOSIBIISIFOTCSL HOBBIE METOJbI, a YXKE CYIIECTBYIOIIME MPOAOJKAIOT pa3BUBaThbcsi. B Takux
YCIIOBUSIX IPEJCTABIISIETCS OUEHb BaXKHBIM IIPABUIIBHO ONPEAETIUTh Haubosee MoAX OAIINi METO/
MHOTOKPHUTEPUAJILHOTO IPUHATHS PEIIEHUH 1)1 paccMaTpuBaeMoit 3afaun. [Ipeanonaraercs, 4ro
TaKOM IMpaBWIbHBIA BBIOOP JacT OONbIIYI0 YBEPEHHOCTh B OOBEKTUBHOCTH M TOYHOCTH MpHU
OLICHKE M NPHUHATHU PEUICHHH. DTO TaK)KE€ CYILIECTBEHHO, YYMTBIBas, YTO paccMaTpuBacMas
3a/la4ya XapakTepusyercss OOJbIIMM KOJIMYECTBOM aIbT€PHATHB (MHOKECTBO pa3IMUYHBIX
IPOTOKOJIOB KOHCEHCYca) U OOJIBIINM KOJIMYECTBOM KpUTEPHUEB (HApUMEp, SHEPTronoTpedieHue,
IPOIyCKHAasi CHOCOOHOCTh, YCTOMYMBOCTh K aTakaMm, 3ajiepKka 00paboTKH TpaH3akuil u T.1m). B
HACTOSALIEE BPEMSI CYLIECTBYIOT OTKPBITHIE IIPOIPAMMHBIE HHCTPYMEHTBI, IPEAHA3HAUYEHHBIE JUIS
aBTOMAaTH3allMK Ipoliecca BbIOOpa Haubosiee MOAXOSAIIMX METOJ0B MHOTOKPUTEPHAILHOTO
IPUHATHS penleHnid. Takue cucTeMbl ONIEPKKU NPUHATHS PEIICHUI TOMOTal0T aHAJIMTUKAM U
MCCJIEIOBATENSIM B PA3IMYHBIX cpepax MpUMEHEHUs MHOTOKpUTEpUaIbHOrO aHanu3a. B nanHoi
paboTe MmpeCTaBIeH MOAX0/ K BEIOOPY ONTUMANIBHBIX METOJI0B MHOTOKPUTEPUAIILHOTO PUHSATHS
pelmeHui, OCHOBAaHHBIM Ha IPUMEHEHHH TAKOr0 CIHEHHUAIU3UPOBAHHOIO IPOIPAMMHOIO
o0ecrieyeHus B cllyyae 3a/laud BbIOOpa ONTHMAaJIbHOrO MexaHu3Mma KoHceHcyca ais loT. Kax
pe3ynbTaT, Obn BeIOpanbl u3BecTHBIC MeTobl TOPSIS, VIKOR, a Takxke nx uHTEpBaIbHBIC U
HeueTKkre Moaudukanuu. [[omonmHUTENbHO, A B3BEIIMBAHUS KPUTEpUEB ObUT BHIOpAH METO
aHanutnyecko umepapxun (AHP). IlpakthueckuM npuMEHEHHMEM OTOro pes3yjibTaTa cTajla
pa3paboTKa cHCTeMbl BbIOOpa ONTHMMAIBHOIO MPOTOKOJA KOHCeHcyca aisi cetel MHTepHera
Belllell Ha OCHOBe OJIOKYEHHa, a TaKKe COOTBETCTBYIOIIEH NMPOrpaMMHON peaqu3aliy Ha sS3bIKe
Python.

Knwouesvie cnosa: mexnonocuu pacnpeoeieHHo2o peecmpd, ONOKYElH, HPOMOKOJ
KoHcencyca, Mumepuem eewell, Memoobl MHO2OKPUMEPUATLHO20 NPUHAMUSL PeUleHUL.

207



Ne3(38) AAA XKAPLbICHI

BBenenue.

Kak wm3BectHo k cersasm Hurtepnera Bemell (IoT) npenbsBisitoTcsi pa3iavyHbIE BBICOKHE
TpeOoBaHUSl (OrpaHUYEHUS HA BBIYUCIUTEIbHBIE PECYpPChl, BHICOKAs IMHAMHUYHOCTH CETEBBIX
y3JI0B, HEOOXOAMMOCTh OOecredeHus] Oe30MacHOCTH MPU XpaHEHUH U Iepeadye JaHHbIX U T.II.).
OTO ciemyeT yYuTHIBaTh IPU PELICHUN 33a4i BEIOOpE ONTUMAIBHBIX MEXaHU3MOB KOHCEHCYCa,
MPUMEHSIEMbIX B TEXHOJOTHIX pacHpeleIeHHbIX peecTpoB, B ceTsix MutepHera Bemeil. Takum
o0pa3oM, 3TO BechbMa CIIOKHAs M KOMIUIEKCHAs 3aja4a, MPHU PEIICHHH KOTOPOH HEOOXO0IMMO
YUUTBHIBATh MHOKECTBO Pa3HOOOPA3HBIX U 3a4aCTyI0 NMPOTUBOPEUMBHIX KPUTEPUEB, TAKUX Kak,
HarpuMep, yCTOWYMBOCTh K arakam, 3a7iepkKka OOpaOOTKM TpaH3aKLIMH, YHEPromnoTpediieHue,
MPOIYCKHAsl CHOCOOHOCTh U T.I. B TakuX CIOXKHBIX YCIOBHUSIX METOJbI MHOTOKPUTEPHAILHOTO
OPUHATHS PELIICHUH MOTYT MOMOYb B TIOMCKE M OLEHKE BO3MOXKHBIX AIBTEPHATHB PELICHUS B
noo0HbIX 3a7adax. [IprMeHeHne TakuxX METOJOB MOKET IOMOYb B PEIICHUHU 3aJadu BbIOOpa
HauOoJ1ee MOAXO0IALIEr0 MPOTOKOIa KOHCEHCYCa.

[lenpto  maHHOM  paboThl  sBisieTcs  BbHIOOp Haubosiee  MOAXOIALIETO  METoAa
MHOTOKPUTEPHAILHOTO TPUHATHS PEIICHUH ISl ONpEeAeNCHUS ONTHMAIbHOTO KOHCEHCYCHOTO
MexaHu3Mma Uil ceredt VHTepHeTa Beleil, OCHOBAHHBIX Ha TMPUMEHEHUU TEXHOJOTHUIl
pactipezenieHHoro peectpa. Panee B padorax [1], [2] 6111 paccMOTpEHBI IEPBOHAYATBHBIC ATAIIBI
9TOM 3a/1a4yM, 3aKII0YAIOIINecs B COCTaBICHIHN Habopa aabTEepHATUB, U Jajiee Habopa KpUTepUeB
JUI OLUEHWBAHMSA aIbTepHATHB. {71 MOCTM)KEHUS MOCTABICHHON LENH JaHHOW paboThl ObLI
n30paH MOX0, COCTOSIIUIN B IPUMEHEHUH CIISUAIN3UPOBAHHOTO MPOTPAMMHOI0 00eCTIeUeHUSI.
B mHacrosimee Bpemsi CyIIECTBYIOT crHenuain3upoBaHHble WHCTpyMeHTHI MCDA Methods
Selection Software (MCDA-MSS) [3] u WEighting Methods Selection Software (WEMSS) [4],
KOTOPBIE aBTOMATH3UPYIOT MPOLECC BEIOOpA ONTUMAIBHOTO MeTo/1a. C IOMOIIBIO ATHX MTPOrpamMM
MO>KHO MOA00paTh HauboIee MOAXOIAIIUE METOABI AJIsl BELIOOpa MPOTOKOJIA KOHCEHCYCA.

Marepuajibl 1 MeTOABI.

Janee paccMoTpuM JieTalbHO mporiece padboTsl ¢ mporpammoii MCDA-MSS.

Jist TOro 4TOOBI ONPENENUTHCS ¢ TeM, KaKOi METOJ WM, BO3MOKHO, HECKOJIBKO METOJIOB
MHOTOKPUTEPUAIBHOTO TPUHATHSA pPEIIeHUH TMOAXOAWT [UIsi paccMaTpuBaeMoil 3aaauu,
HEOO0XO/IMMO OTBETUTH HA PsiJl BOPOCOB, COCTOSIINN U3 YeThIpex rpym. Kax i Bopoc nmeer
HECKOJIbKO BAapUaHTOB OTBETOB, B TOM 4YHCJIE€ M OTBET «HE 3HAIO» (T.e. JIOMYCKAaeTcs, 4TO
MI0JIb30BATEIh MOXKET M HE 3HATh HA MOMEHT pabOoThl C HHCTPYMEHTOM KaK OTBETUTH Ha BOTIPOC).
K Bompocam u oTBeTaM MMEIOTCS MOSCHSAIOUINE UX cMbIcH onucaHus. [Ipu BeiOOpe OTBETOB Ha
94acTh BOMPOCOB HMJIM HAa BCE BOMPOCH aBTOMATHUYECKH MOSIBIISICTCS CIIMCOK METOJIOB, KOTOPHIE
cucTeMa peKOMEHJIyeT Uil paccMaTpuBaeMol 3afauu. [Ipuuem ans Kaxaoro mMeroja Aaercs
OIHCAaHHUE CO CIIMCKOM COOTBETCTBYIOIIMX JTOMY METOJy OTBETOB Ha BOMPOCHI. BrIOpaHHBIE
OTBETHI OYAYT BbIIEICHBI )KUPHBIM HIPUPTOM.

[lepBast rpymma BorpocoB Ha3zbiBaeTcs «DopmynupoBka mpobiembl». OTBETHI Ha HUX
IIOMOTAIOT OMNPEIENUThCS, K KaKOMy THUIy OTHOCHUTCSI paccMaTpuBaeMasl 3ajada, M Kakyro
CTPYKTYpPY OHa HUMEeT.

[TepBbIif BOpoC rpyHmbl HOMOTAET ONPEAETUTHCS ¢ TUIIOM PEKOMEHJAIMH 110 PEIICHUI0
3aaud, paccMaTpPUBAEMOW IMOJB30BATEIeM CHUCTEMBL. JlOCTYIHBI CIIEAYIOIIHE OTBETHI:
«PAHXKUPOBAHHE», KCOPTUPOBKAY, «KIACTEPHU3ALIM», «BBIOOP». THI «paHKUPOBAHHUE)» O3HAYAET,
YTO paccMaTphBaeMble albTEPHATHBHI YIMOPSAOYHMBAIOTCS OT HamOoiee MPearnOYTUTEIbHON
IbTEPHATUBBI K HAMMEHEE MPEANOUTHUTEIbHON. Tl «COPTUPOBKA» O3HAYAET, UTO BHIMOIHAETCS
Ha3HAUeHHWE albTEPHATHB MPENONPENCICHHBIM KJlaccaM TMpennoyTeHnid (oT Hamboiee
IPENOYTUTEIFHONW aJdbTePHATUBBl K HaMMEHEee NpPEeANnouTUTeNbHON). Tum «ximactepuzanus
03HAYaeT, YTO BHITMIOIHSICTCS pa3/iejCHe aTbTePHATUB Ha TPYIIIHI B COOTBETCTBUU C HEKOTOPOI
Mepoil MoA00Ms WJIM OTHOILEHHEM NPEANOUTeHUs. TUI «BBIOOP» O3HAYAET, YTO BBHIMOIHIETCS
BbIOOpP HanboJee NPeAnOYTUTEILHOTO MOAMHOXKECTBA albTEPHATHUB.
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K kaxJ1oMy U3 3TUX BapHaHTOB CUCTEMOM IPEIaratoTcs AOMOJIHUTENbHbBIE BONPOCHL. Tak,
HalpumMmep, B Cilydae BbIOOpa «paH)XKMPOBAHUS» I10JIb30BATEIIO MPEIaraeTcsi OTBETUTh Ha JIBa
JIOTIONIHUTENIBHBIX BOIIpoca. B OIHOM M3 HHX BBIACHSETCS, KakoW IOpSAJOK aJbTEpHATUB
3aIpalllMBACTCA: «YaCTUYHBIN» WM «TIOJHBIN». «HacTUYHBIN» MOPANOK AOIYCKAaCT OTHOLIEHUE
HECPaBHUMOCTH, 3TO MMEET INPEUMMYILIECTBO B TOM, YTO BBIIEISECT AIbTEPHATHBBI, KOTOPBIE
3HAUUTENBHO OTIMYAIOTCS APYT OT Jpyra. A B CiIydae «IIOJHOT0» IOpsJiKa BCE aJlbTEPHATUBbI
YIOPAJOUYEHB! OT JIYYHIMX K XYALIMM, 0€3 Kakoi-mnbo BO3MOXKHOCTU HECpaBHUMOCTH. B
CJIEIYIOIIEM BOIPOCE BBIICHSAETCS, Kakas IIKaja, BeAyllas K peKOMEHAALNH, 3alpalluBacTCs:
«TIOPSIAKOBAS WM «KOJUYECTBEHHas». [Ipn «1opsAakoBoi» Hikane peKOMEHAalus OCHOBaHa Ha
OMHApHBIX OTHOLIEHMSIX, IJI€ TOJIBKO IOpPSJIOK albTEpHATUB uMeeT 3HadeHue. [lpu
«KOJIMYECTBEHHOW» IIKaJle OKOHYaTeJIbHAas pEeKOMeHJalus oOOyCIOBIEHAa OLEHKOM, rae
paccTosHUSA MEX]y OLIEHKaMHU BCEX aJIbTEPHATUB UMEIOT KOJIMYECTBEHHOE 3HAUCHHUE.

B ciyuae BBIOOpa «COPTUPOBKM» IOJIB30BATEII0 MPEAJAraroTCsl TPU JOINOJHHUTEIbHBIX
BOIIPOCA. B 0THOM M3 HUX BBIACHSETCS, KAKOM MOPSAOK KJIACCOB 3allpallIMBACTCS: «4aCTUYHBIN
WIHM «IIOJIHBIM». B cilydae «4acTHYHOro» mopsika IOIyCKaeTCs OTHOIICHHE HECPaBHUMOCTHU
MEX1y KJIJacCaMH IIPUHSITUS PELICHHUM, 3TO UMEET IIPEUMYIIIECTBO B TOM, YTOOBI BBIJIEIUThH KJIACChl,
KOTOpBIE 3HAYUTEIBHO OTJIMYAOTCA Ipyr oT Apyra. llpm «monmHOM» mHopsike Bce KIacChl
YIOPSAOYEHBI OT JYUIIETo Kjlacca K Xy/ueMy, 0e3 Kakoi-1n6o BO3MOKHOCTH HECpaBHUMOCTH. B
CJIEYIOIIEM BOIPOCE BBIACHAETCS, Kakas IIKaja, BeAylas K PeKOMEHIALNH, 3alpaliiBacTCs:
«TOpsiAKOBas» (PEKOMEHalMs OCHOBaHAa Ha OWHApHBIX OTHOIICHUSAX, IJI€ TOJIBKO 3aJlaHue
KJIACCOB aJIbTEPHATHB MMEET 3HAUCHHUE) WIIH «KOJMYECTBEHHas» (OKOHYATeIbHasi peKOMEHalus
00yCJIOBJIEHa OLIEHKOM, TJ€ pacCTOSHMUS MEXAYy OLEHKaMU BCEX aJbTEPHATUB HUMEIOT
KOJINYECTBEHHOE 3HaueHue). 11 B TpeTbeM BoIIpoce ompezessercs, Kakas TpeOyeTcs MOIHOCTh
KJIACCOB: «C OTPaHUYEHUSAMU» (B 3TOM CIIy4dae YYUTHIBAIOTCS OrPAHUYEHUSI HA KOJIUYECTBO
QJIbTEPHATHB, KOTOpPbIE MOTYT OBITh 3aJaHbl B KaXKJIOM KJacce) WU «0e3 orpaHUuYeHHiD» (He
BKJTIOYAET OIpaHMYEHHS Ha KOJIMYECTBO ATbTEPHATHUB, KOTOPHIE MOTYT OBITH 33J]aHBI B KaXKIOM
KJjacce).

B ciyuae BpiOOpa «KiacTepusaluny» MOSIBISETCS €€ OAMH JONOJHUTENbHBIN BONpPOC, B
KOTOPOM ONpeAesseTcs, Kakoi TpedyeTcs THUIl KJIacTepU3aLuu: «HEYHOPs10UEeHHbIE KIIacTephbh»
WIH «YTIOPsIIOYEHHBIE KiacTepb». [IepBblif TUIT 03HAYAET, YTO aNbTEPHATUBBI IPYIIUPYIOTCS Ha
OCHOBE TMAapHBIX OTHOIICHUH NpeArnouTeHUH Oe3 yCTaHOBJIEHUS MOpAAKA B PE3YIbTUPYIOIIUX
Kjactepax. BTopoll Tum o3Hawyaer, 4TO aJbTEpPHATUBBI TPYNIUPYIOTCS HA OCHOBE IAPHBIX
OTHOLICHHUH MIPEANIOYTEHUH C YCTAHOBICHUEM ITOPSAIKA B MTOJIyYEHHBIX KJIaCTepax.

Jlis THna «BBIOOP» MOSIBIISIETCS AOMOJIHUTENBHBIN BOIIPOC, B KOTOPOM OTIpEeAEIsAeTCs, KaKas
TpeOyeTcsl MOIIHOCTh AJbTEPHATHB: «C OrPAaHUYEHUSMHU» (B 3TOM CIIyyae YUMTHIBAIOTCA
OTrpaHMYEHUs Ha KOJMUYECTBO BHIOMPAEMBIX aJIbTEPHATUB) WIH «0€3 OrpaHHMuEHU» (He BKIIOYaeT
OTpPaHUYEHUS HAa KOJIMYECTBO BHIOMPAEMBIX aJIbTEPHATHUB).

Crnenyroumii BOIIpoc Mocie Bompoca 0 TUIE PEKOMEHIALUU 110 PEHIEHUI0 — 3TO BOIPOC O
xapaktepe HaOopa anbTepHaTuB. JlOCTYNHBI CJEIyIOIIUe BapUAHTBhL: «CTAOMJIBHBIN» U
«BO3pacTarouiiy. BapuaHT «cTaOUIBHBIN) 03HAYAET, YTO HOBBIX aJIbTEPHATUB HE MPEIBUIUTCS
U He 700aBisieTcst B HabOp, a BTOPOIl BApHaHT O3HAYAET, YTO HOBBIE aJIbTEPHATHUBHI MPOJIOKAIOT
HOSIBJISITHCS 110 MEPE PA3BUTHUS KOHTEKCTA MPUHSATHSI PEIICHHUS.

B cnenyromeM Bompoce Ipynmbl ONPENesieTcs, KakoBa CTPYKTypa HUCIIOJIb3YyEMbIX IS
OILICHKH KpuTepHeB. JloCcTyNHbIE BApUaHThl OTBETOB: (IIJIOCKAs» U «HepapXUUYECKas» CTPYKTYPBHI.
«[Inmockas» CTpykTypa O3Ha4aeT, 4YTO BCE KPUTEPUU HAXOATCS Ha OJHOM YpPOBHE.
«Mepapxuyeckas» CTpyKTypa O3Ha4yaeT, 4YTO KPUTEPUU OPraHU30BaHbl [0 YPOBHSM,
UEePapXUYECKH, OT OOIIUX KPUTEPHUEB 10 AETAIU3UPOBAHHBIX.

Janee cnenyeT BOnpoc, C MOMOIIbI0 KOTOPOTO MOJIb30BATENb MOKET OMPEEIUTHCS C TUTIOM
XapaKTEpUCTHUK  KPUTEPUEB:  «IETEPMUHUPOBAHHBIN» WIM  «HEONpeAeNeHHbl». Tun
«JI€TepMUHUPOBAHHBIN» 03HAYaeT, YTO BXOJ/IHbIE JaHHBIE SBIIAIOTCS TOUHBIMU. B ciydae BriOopa
3TOr0 OTBETA IOSBISAETCS €I1€ OJUH JONOJHUTEIbHBIA BOIPOC, B KOTOPOM OIPEAEISAETCS THII
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JETEPMUHUPOBAHHBIX XapaKTEPUCTHK: «3a aJIbTEPHATUBY» (3TO OTHOCHUTCS K XapaKTEPUCTUKAM
JIBTEPHATHBBI [10 KPUTEPUIO) WIN «CPABHEHNE OTHOCUTEIIBHOM XapaKTePUCTUKU» (3TO OTHOCUTCS
K XapaKTEpUCTHKaM aJbTEPHATUBBI 110 KPUTEPUIO OTHOCHUTEIBHO XapaKTEPUCTUK JIPYyrou
JIbTEPHATHUBBI 110 TOMY K€ KpuTeputo). Tum «HeonpeaeneHHbI» 03Ha4aeT, YTO BXOJHbIE JAHHbIE
HE SIBJIAIOTCS TOUHBIMU. B ciydae BbIOOpa 3TOro oTBETa MOSBIISIETCS €1E OJANH JOMOTHUTEIbHBIN
BOIIPOC, B KOTOPOM OIPEAENAETCS TUIl HEONPEICIICHHbIX XapaKTEpUCTUK. AHAJIOTM4YHO
IIPEIBIAYIIEMY BOIIPOCY AOCTYIIHBI BAPUAHTHI «3a aJIbTEPHATUBY» U «CPABHEHUE OTHOCUTEIIbHOU
XapaKTEPUCTUKH.

B cunegyromem Bompoce onpenensercs, KakoBO 3HAaHUE IPEANOYTEHUS [UIsl 3HAYCHUU
KaXJI0OT0 KpUTEpHs. BapuaHThI: «M3BECTHO» WM «CIeAyeT OOHapyXuTby». llepBblii BapuaHT
03HAYaeT, YTO MOPSAOK IPEANOYTEHUs M3BECTEH. BTOpOM BapHaHT 03HA4acT, YTO MOPALOK
IPEINOYTEHUS! OTHOCUTEIBHO XapaKTEPUCTUK HEU3BECTEH U JIOJDKEH ObITh OOHapyxeH. Ecmu
3HaHWE MPEANOYTCHUs Ul 3HAYCHUM KAKIOrO KPUTEPUs SBISAETCS «U3BECTHBIM», TO
IIOJIB30BATEII0 IPEJIAraeTcs ONPENEIUTh THUII WM3BECTHOIO IOPSAAKA IPEAIOYTECHHS IS
KPUTEPUEB: «MOHOTOHHBIN)» UM «HEMOHOTOHHBIN». «MOHOTOHHBIN» OPAIOK OIPENEISAETCS KaK
IIOCTOSIHHO HEYOBIBAIOIIMKM WJIM HEBO3PACTAIOLIUN [0 OTHOLIEHUIO K MPEANOYTEHUSIM 110
kputrepusiM.  «HEeMOHOTOHHBIN»  MOPAJOK  OmpeneNseTcss Kak  HeyObIBAOLIMM MU
HEBO3PACTAIONINI B Pa3HBIX 00JACTAX MIKAJIBI XapaKTEPUCTHK B OTHOIICHUH MPEANOYTCHUN 110
KPUTEPHUSM.

Haxkonen nmocneqnuii BOIpoc NMEepBOM TPYyNIbl NMPEJHA3HAYEH Ul ONPEIEIICHHs CTaTyca
HOJHOTHI Habopa kpuTepueB. CTaTyc MOXKET OBITh ONPEETICH KaK «IOJHBIN» UM «HEMOIHbII.
B nepBoMm ciydae Bce KpUTEPHUH, UMEIOIIME OTHOIIEHHUE K PACCMATPUBAEMOM 3aa49€ U UMEIOIIHE
BJIMSIHME HAa PEKOMEHJIAIUIO0, ONpPEAEICHbl Ha 3Tale MOJAEIMPOBAHUS NMPOOIEMbl U BKIIOYEHBI B
Habop kputepues. Bo BTopom citydae, 1o KpaitHel Mepe, OAUH KPUTEPUid, UMEIOIIUM OTHOIIICHUE
K paccMaTpUBacMOM 3aJade M MMEIOIIMM IOTEHUUAJIbHOE BIUSHHE HA PEKOMEHJALUIO, HE
BKJIFOYEH B HAOOp KPUTEPHEB.

Ha cnepyromem pucyHke nokasaHa yacTb MHTepdelica ¢ BOIIpOcaMH INEPBOW IPYIIIbI
(Puc.1).

Section 1: Here you can define how the problem is framed by (i) choosing the type of decision-making challenge under

consideration and (ii) describing the criteria used to assess the alternatives.

Problem statement

| don't know ~ (117)
What type of decision recommendation is requested?
Set of alternatives lldo kN oW (205)
What is the nature of the problem in relation to the alternatives that
constitute the set?
Criteria structure (ldoniiknow (204)
What is the structure of the criteria used for the assessment?
Evaluation of alternatives on the criteria lidontikiows (204)

What is the type of performance of the criteria?

Pucynok 1 — MCDA-MSS: gacte uaTepdeiica c BOmpocaMu MepBOi IpyIIIbI

Bropast rpynna BonpocoB HazbiBaeTcs «Mojenb npeanodreHnin». C moMombpo HUX MOXKHO
BBISICHUTD, KAKOW TUI MOJIENIN CJIEyeT NIPUMEHUTDh K pacCMaTpuBaeMoii 3a1aye.

C nomol1p10 NEPBOro BOIIPOCA 3TOM IPYIIIBI 10JIB30BATENb CUCTEMBI MOXKET OIPEIEIUTHCS
C TeM, KakuM o0pa3oM BXxoAHass UHGOpMalUs/JaHHBIE O XapaKTePUCTHKAX JOJKHBI
UCIIOJIBb30BAaTbC HCKOMBIM METOJOM WJIHM METOAAMU. JIOCTYNHBI CIEAYIOIUE OTBETHI:
«KAueCTBEHHOY, «KOJINYECTBEHHO» U «OTHOCHUTEIIBHOY.
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B cnyuae BapuaHTa «KaueCTBEHHO» pacCMaTpPHUBAETCS TOJIBKO MOPSIOK XapaKTEPUCTHK.
[Ipu BBIOOpE STOrO BapHaHTa BO3MOXKEH BHIOOp THIAa METOJa Ha OCHOBE Kau€CTBEHHBIX
XapaKTEpUCTHK: «OCHOBAHHBIM Ha XapaKTEpUCTHKax» (IPU OLEHKE KauyeCTBa XapaKTEPUCTHK,
HA3HAYCHHBIX OTIEJIbHBIM allbTepHATUBAM, pAcCMAaTPUBAETCS TOJBKO HX TMOPSAIAOK 0e3
MHTEPIIPETAMU PA3IUYUN WM COOTHONICHUN XapaKTEePUCTUK) WM «OCHOBAaHHBIA Ha MapHBIX
CPaBHEHUSIX» (CPaBHHUBAIOTCSI XapaKTEPUCTUKHU aJIbTEPHATUB B M1ape, HHTEPIPETUPYS TOIBKO UX
MOPSAOK OTHOCUTEIBHO UX KauecTBa).

Bo BTrOpOoM BapuaHTe A BBIPDAKEHUS CUJIbI INPEANOYTEHUS MCIONb3YIOTCS pPa3Inyus
Mexay Xxapakrepuctukamu. [Ipu BeiOOpe 3TOro BapmaHTa BO3MOXKEH BbIOOp THIIAa METO/Aa Ha
OCHOBE  KOJIMYECTBEHHBIX  XAPAKTEPUCTHUK:  IMHEHHBIN», «KYCOYHO-JIMHEUHBIN» WU
«HCIIMHEWHBIN». B ciydae «JIMHEHHOro» THINA TPUMEHSETCA JHHEHHAs QYHKOHUS s
OIIpeIENIEHUs TOI'0, HACKOJIBKO MPEANOUYTUTEIbHBI PA3JIMUHbIE XapAKTEPUCTUKU 110 KpuTepusim. B
ClIly4ae «KYCOYHO-JMHEHHOIro» THUIa MPUMEHsIeTCSd KYCOUHO-TMHEeHHas (YHKIUS (C JMHEHHON
UHTEPIONSIIMEH MEXAY KOHTPOJIBHBIMM TOYKaMM) Ul OIPEIEIEHHUS TOr0, HACKOJIbKO
MPEANOYTUTENbHBI PA3JIMYHbIE XapAKTEPUCTUKH 10 KpUTEpUsAM. B cilydae «HEIMHEHHOro» Thuna
NPUMEHSETCS TPOM3BOJIBHO HENMHEHHass (QYHKIUS Ui OIpENeNIeHHs] TOTo, HACKOJIBKO
MPEANOYTUTENbHBI PA3JIMUHBIE XaPAKTEPUCTUKHU 110 KPUTEPUSIM.

[Ipn BapuaHTe «OTHOCUTENIBHO» JUISl BBIPAXKEHUS CUJIbl NPEANOYTEHUS MCIONb3YIOTCS
OTHOCHUTEIIbHBIE CPaBHEHUSI XapakTepucTuk. [Ipu BbIOOpE 3TOro BapraHTa BO3MOXEH BHIOOD TUIIA
METOJla Ha OCHOBE CpPAaBHEHUM: «IOPSAIKOBBIN» (OTHOCUTENBHBIE CPAaBHEHUS XapaKTEPUCTHK
WCIIONIB3YIOTCS JJI BBIPA)KEHUSI HHTEHCUBHOCTU MPEINOUYTEHUI B MOPSAIKOBBIX TEPMUHAX) WU
«OTHOCUTEJbHBIN» (OTHOCUTENbHbBIE CPABHEHUS XapaKTEPUCTUK UCIIONb3YIOTCS I BBIPAXKECHUS
WHTECHCUBHOCTH MPEINOYTEHUI B TEPMUHAX OTHOILICHUS).

Ha cnenyromem pucyHke mnoka3zaHa 4acTb HMHTep(eiica ¢ BompocamMu BTOPOM TpYIIIBI
(Puc.2).

Section 2: Here you can define what type of model you would like to apply, accounting for (i) how the input data is used by
the method, (ii) comparison of criteria performances, (iii) compensation between the criteria performances, (iv) aggregation

of the criteria evaluations, and (v) the capacity of the MCDA methods to deal with inconsistent preference information.

Scale used by the method(s) qualitatively ~

How should the input information/performance data be used by the (129)
method(s)? (J Idon't know (205)
Qualitative-based method(s) type v qualitatively (129) 83)
What type of method that only considers the qualitative information O quantitatively (93)
from the criteria performances should be selected? .

() relatively (1)
Comparison of performances | don't know (89)

How should the comparison of the performances on the criteria be
performed?

Pucynok 2 — MCDA-MSS: wactes uHTEpdEiica ¢ BOpOCcaMu BTOPOI TPYIIITBI

B crnemyromem BoOmpoce TpPYNIBI  pacCMaTPUBACTCS CpPaBHEHHE XapPaKTEPUCTHK.
[Tonb30BaTeIh MOXKET BHIOPATH CIEAYIOIINE OTBETHI:

1) mokazarenu nmpeoOpa3yroTcs ¢ TOMOIIBIO TI0IX0/1a HOPMATU3aI[ii Ha OCHOBE JTAaHHBIX, a
3aTeM CpaBHUBAIOTCS (B 9TOM CiIydae MOKa3aTeH M0 BCEM KPUTEPHSIM MPUBOIATCS K OJMHAKOBOU
HIKaJIe TIepe]l arperarel ¢ MOMOIIBI0 METoJa HOpMaJIM3allii Ha OCHOBE JTAaHHBIX );

2) TmoKa3aTenu CpPaBHHUBAIOTCS JIMIIOM, NPUHUMAIOIIUM pEIIeHHUEe, OTHOCHTEIHHO
rpaJydpOBaHHON CHJIbI MPEANOYTEHUs] (B ATOM CIydyae CpaBHEHHS BBIMOJIHSIOTCS JIUIIOM,
MPUHUMAIOIIUM PEIIeHNe, KOTOPBIN TOIKEH BEIOPATh OJJHO 3HAUEHHUE U3 IIKAJIbI, KOTOpas 3apaHee
ompeJiesieHa);
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3) 1mokazareiad CpaBHMUBAIOTCS JIMLIOM, NPUHHUMAIOLIMM pEIIEHUE, OTHOCHUTEIBHO
HErpaJydupOBaHHOW CHJIbI MPEAIOYTEHUS (B TOM Cllydyae CpPaBHEHUS BBINOJIHAIOTCS JIULOM,
NPUHUMAIOIIUM pEIlIeHHe, Ybs CHJIa MPEINOYTeHUS He ONpe/ieieHa 3apaHee B Habope 3HaueHH);

4) chlpble XapaKTEPUCTUKU CpPAaBHUBAIOTCS HANpsAMYyI0 (B 3TOM Cilydae IIOKa3aTelu
CPaBHUBAIOTCSl JIMLIOM, [PUHUMAIOLUIMM PpEIIEHUE, OTHOCUTEIIBHO HEOLICHEHHON CHIIbI
MPEANOYTEHUS).

Crnenyromuii Bompoc Kacaercsi BecoB KpurepueB. llonb3oBarenb CHUCTEMBI MOXKET
OTIPENIeNIUTh, CIICAYET JIU MCII0JIb30BaTh Beca KpuTepueB Jis AuddepeHunaniy poiu KpuTepruen
B [IPOLIE/Iype arperanuu, BeIyuiei K OkoHuaTeaIbHON peKoMeHIaluu 1o pewmenuro. [lonp3oBaTens
MOJKET /1aTh MOJIO)KUTEIbHBIN WM OTPULIATENIbHBIN OTBET.

B crnenyromem Borpoce BeISCHAETCS, CIEYET JIM UCII0JIb30BaTh [IOPOTU APHOTO CPAaBHEHUS
[0 KaXJA0My KpUTEPUIO [UIsI MOJEIMPOBAHUS HECOBEPLICHHOIO 3HAHUS XapaKTEPUCTHK
KPUTEPHEB W/UIIH /7Sl XapaKTEPUCTUKU YyBCTBUTEIbHOCTH MPEANOYTEHUH JIUIA, TPUHUMAIOIIEe
pelleHue, Ipy CPaBHEHUH ABYX aIbTEPHATHUB 110 OAHOMY KpuTeputo. I1oabp30BaTelb Takke MOKET
JlaTh IOJIOKUTEIbHBI MM OTpULATENbHbIM OTBeT. IloNoXKHUTENbHBI OTBET O3HAYAET, YTO
MCIIOJIb3YIOTCS] IOPOTOBBIE 3HAUEHUS B CPABHEHUAX AJIIbTEPHATUB 110 KPUTEPUSAM JJIs1 BHIPAKEHUS
pasnyMii B Mokas3aTessX, KOTOpble UMEIOT 3HadeHue [yl Oe3pa3inuyus U NpearodYTeHus, Win
MO’KHO HaJIOHUTh BETO Ha BCEOOBEMIIIOIIEE OTHOIIEHUE NpeAnodYTeHns. OTpUIaTeabHbli OTBET
03HayaeT, YTO MCII0JIb30BaHKE MIOPOTOBBIX 3HAUEHUI B IOKA3aTEIAX IPU CPABHEHUU albTEPHATUB
[0 KpPUTEpHUSIM HE TpeOyeTcsl, MOCKOJIbKY KaKJash HEHyJeBas pa3HHIla MoKa3aTejeil o3HayaeT
HpEeAnoYTeHUe Ui JIMLa, IPUHUMAIOLIEe PEeLIeHHUE.

Crnenyronmii BONpoC KacaeTcs B3auMOJEHCTBUA MexAy Kpurepusmu. Ormnpenensiercs,
clIeflyeT JIM pacCMaTpUBaTh B3aUMOAECHCTBHS MEXy KPUTEPUSAMHU KaK OTPaKCHUE HEeaIUTUBHON
IpUPOJbI TpEeAnodTeHud. B ciayyae MoJI0OKUTETBPHONO OTBETA IOKA3aTeNMd albTEPHATHB I10
HEKOTOPbIM KPUTEPUSM BIIMSAIOT HAa BOCHPUATHE JIMLA, NPUHUMAIOLIEE PELIEHHE, LIEHHOCTH
NoKa3aTesen Mo APYruM KpUTEPUsIM, YTO O3HA4aeT, YTO ITH JiBa HAOOpa KpUTEPUEB SIBIISIFOTCS
IPEUMYLIECTBEHHO  3aBUCUMBIMH. B oTpunarenbHoM — ciydyae  KpPUTEPHM  SIBIISIOTCS
IPEUMYIIECTBEHHO HE3aBUCHUMbBIMU, YTO O3HAYaeT, YTO IpPHU IOCTPOECHUU KOMILIEKCHOTO
OTHOILEHUS MPEANOYTeHUI 3HaYeHUs IMoKa3aTeield MO OTIENbHBIM KPUTEPUSM HE 3aBUCAT OT
noKasaresel aJbTepHATHB 10 JI000OMY IPYroMYy KPUTEPHIO.

Jlanee cnexgyer Bompoc, CleQyeT JM HCIOJb30BaTh MNPOGWIN KpPUTEpUEB, He
COOTBETCTBYIOILIME pPacCMaTPUBAEMbIM aJbTEpPHATUBAM, JUISl TOJIYYEHHUS PEKOMEHJAIUU 10
pemieHnio. B ciyyae MOMOKUTENBHOIO OTBETa MHOTOKpUTEpHANbHBbIE MNPOGUIM — 3TO
(UKTUBHBIE aJbTEPHATUBbI, C KOTOPHIMH CpPAaBHUBAIOTCS pealibHble aJIbTEPHATUBBI JUIS
pa3paboTKN OKOHYATENbHON peKOMEHJallMH 10 pelleHuto. B ciiyuae oTpunaTebHOro OTBETa HeT
HEOOXOJUMOCTH OIpENeNsITh MHOTOKPUTEpUAIbHbIE MNPOPUIN, CclayXkamue (UKTUBHBIMU
aIbTEpPHATHUBAMM, C KOTOPBIMH CpaBHHMBAIOTCA peajbHble albTEPHATHBBI I Pa3pabOTKU
OKOHYATEJIbHON pEKOMEHAAINHU 10 PELICHHUIO.

Crnenyrommil BOIPOC KacaeTcsl KOMIIEHCALIUA MEXAY KpUTEpHUsIMH. BbIACHsAETCS, B KaKou
CTENEHM XOpoulas XapaKTepUCTHKa IO KPUTEPUIO MOXKET KOMIIEHCHPOBATh IJIOXYIO
XapaKTEpUCTHKY IO IPYroMy KpUTEpHuio. JlOCTyNHBI BapHaHTHI: «HHKAK», «YaCTUYHO» HIIHU
«TIOJTHOCTBIO». B ciyyae nmepBoro BapraHTa HUKaKasi XOpoIlasi XapaKTepUCTHKA 110 KPUTEPUIO HE
MO’KET KOMIIEHCHUPOBATh IUIOXYIK0 XapaKTEpUCTUKY IO APyromy Kpurepuio. Bropoii BapuaHT
03HAYaeT, YTO XOpoIllas XapaKTEpPUCTUKA MO KPUTEPHUI0 MOXKET YAaCTUYHO KOMIIEHCHPOBATh
IUIOXYI0 XapaKTepUCTHKY IO JApyromy Kpurepuro. TpeTwii o3Hadaer, 4To Xopoluas
XapaKTEPUCTHKA 110 KPUTEPHIO MOXKET MOJIHOCThIO KOMIIEHCUPOBATH TUIOXYIO XapaKTEPUCTUKY 10
JIpYrOMy KpUTEPHIO.

B crnenyromem Bompoce, BBISICHSETCS, MOXHO JIM arperupoBaTh XapaKTEPUCTHKU IO
CTaHJApPTHBIM METOAAaM [UIsl MpPENOCTABICHUS PEKOMEHJAIMM [UIsl NPHUHITHS pPELLEHUS.
[TonoxuTenbHBIA OTBET O3HAYAET, YTO MOKA3ATENU [0 HECKOJIBKUM KPUTEPUSIM CYMMUPYIOTCS C
IIOMOIUIbIO METO/1a JUIs IPEJOCTABIEHHS PEKOMEHJAUi 10 penieHno. OTpuLaTeNIbHbIN 03HAYaET,

212



Ne3(38) AAA XKAPLbICHI

YTO [IOKA3aTelIM II0 HECKOJIBKUM KPUTEPUSM HE CYMMHPYIOTCS C IOMOULIBIO METoJAa JUIs
MIPEIOCTABIICHUS PEKOMEHJAIUH 110 TPUHSATHUIO PEILICHUSI.

B cnydae 1mosio)kMTEIBHOTO OTBETA OINPEAEIAETCS TUIl arperalyy OLIEHOK HECKOJBKHX
KpUTEpUEB, a HMMEHHO, KaKOW IMOAXOJ]l ClIeyeT HCHOJIb30BaTh [JIsl arperaiuy HECKOJbKUX
KPUTEPUEB JIJIS TPEIOCTABIICHUS PEKOMEH/IALINY 10 PEIIECHUIO: «QYHKIUS MTOACcUeTay, «OMHapHbIe
OTHOILICHHS WU «TIpaBuiiay. [Ipu noaxoae «pyHKIus nmoacyeray GpyHKIus, KOTOpasi arperupyer
OTJIeIbHBIE TMOKa3aTeNId KPUTEPUEB, UCIIONB3YETCs JJIsl ONpeAeNeHUs] 00IIero KauyecTBa KaxJI0i
aJIbTEPHATUBBL; OTHOCUTCS K METO/IaM, KOTOPBIE HCIIOJIb3YIOT IIOKA3aTEIN 110 KAXKI0MY KPUTEPUIO
U arperupyroT HOPMAaJU30BaHHBIC JaHHBIE JJISl MMOCTPOCHHUS PEKOMEHIAlMU IO pelleHuto. B
ciydyae «OWHApHBIX OTHOILICHWW» TMOMApHBIE CPABHEHUS AalbTEPHATHB HCIOJIB3YIOTCS IS
pa3paboTKu KOMIUIEKCHOM OLEHKU Kax10i anbTepHaTuBbl. [Ipu moaxoae «mmpaBuiay nokasaTein
arperupyroTcss ¢ TMOMOINBIO MPAaBUJ TNPHUHATHS PEUICHWH, OOBIYHO BBIpAXKAeMbIX B (opme
yTBEpKIeHuil "eciu ..., T0 ...".

Crenyromuii BOpoc, J0JDKEH JIX METO/I MHOTOKPUTEPUATBHOTO MPUHSTHS PEICHUNA OBITh
CrocoOHbIM 00pabaThiBaTh HECOOTBETCTBYIOLTYIO HHGOPMAIUIO O IPEANOYTEHHX: «1a» (METO.
JIOJDKEH OBITh CIIOCOOCH 00pabaThiBaTh MPOTUBOPEUNBYIO HH(POPMALIUIO O MIPEANOYTCHUSX ) WIH
«Her» (He o00s3aTenbHO, YTOOBI METOA ObUT CcrocobeH o0pabdaThiBaTh MPOTUBOPEUHBYIO
UHPOPMALIUIO O TPEAIOYTEHUSX ).

B cnyuyae monoKuUTENBHOTO OTBETa BOSHUKAET JIOMOJIHUTENBHBIN BOIIPOC O TOM, KAKOW THUII
HECOOTBETCTBYIOMICH WH(POPMAIIUU O TMPEANMOYTCHUSX JIOJDKEH OBITh criocoOeH oOpabaThiBaTh
METOJI: «TOJbKO HApyIIEHUE AOMUHUPOBAHUSA», «TOJHKO APYrue THUIBI HECOOTBETCTBUM, HE
BKJTIOYast JOMHUHHAPOBAHUE) WIIH «HAPYIICHUE JOMUHUPOBAHUS U IPYTUE THUITBI HECOOTBETCTBHUIN.
B nepBom cnyuae 0OpabaTbiBaloTCs HECOOTBETCTBHSI, MOJIPa3yMeBaeMbIE TOJILKO HApyIIEHUEM
OTHOLICHMS] JIOMHUHHMPOBAHMS MNPEANOYTEHMSIMM IOjb3oBaTens. Bo  BTopoM  ciyyae
0o0pabaThIBalOTCS ~ HECOOTBETCTBUS,  MOJApPa3yMeBaeMble  HCKIIOYUTENIIBHO  BHYTPEHHE
KOH(IMKTYIOIUMH TIPEIIOYTCHUSMHU TI0JIb30BaTeNsl. B TpeTheM ciiydae o0padaThIBaroTCS
HECOOTBETCTBUS MEXAY MPEANOYTCHUSIMH TOJB30BaTeNsl W MOJENIbI0 MPEANOUTEeHU, He
CIIOCOOHOM MX BOCIPOM3BECTH (BKJIHOYAsi HAPYIIEHUE IOMUHUPOBAHUS).

Tperbs rpymnma BompocoB HasbiBaeTcsi «BbisBlieHue mnpenmnouteHuii». Bompocsl 3Toi
Ipynnbl IpeJHa3HaYeHbl JJIs OINpeNeseHHs] TUIA, MOAAIBHOCTH W YacTOThl IMPEANOYTEHUN
MOJIETIH.

Ha cnenyromeM pucyHke moka3aHa 4yacTb HMHTepdeiica ¢ BONpocaMu TPETbEW TPYIIIbI
(Puc.3).

Section 3: Here you can define what type of preferences information you can provide, how and with what frequency.

Type of preferences elicitation i

What type of preference information is provided? (129)
(J I don't know (129)

Specify criteria weights v direct (129) (86)

Do you want t cify the weights of the criteria?
oy nt to specify the weights e criteria O indirect (64)

Specify per-criterion pairwise comparison thresholds
Do you want to specify the per-criterion pairwise comparison
thresholds?

| don't know ~ (86)

Pucynok 3 — MCDA-MSS: gacts uaTepdeiica ¢ BOmpocaMu TpeThel ITpymnm

B mepBoMm Bompoce rpymibl onpeaensercs, Kakoil TUll WHGOpMalKU O MPEeINOYTEHUIX
IPEOCTABIIACTCS: (IPSIMON» WIN «HenpsMoi». Tun «mpsmMoi» o3HauyaeT, yTo MapameTpbl
MOJIEJIM 33JAl0TCS HENOCPEACTBEHHO JIMIIOM, NPUHUMAIOUIMM pelleHue. Tum «HenpsmMon»
03HAYaET, YTO MTapaMeTphl MOJEIU BEIBOIATCS Ha OCHOBE KOCBEHHBIX (JIOKATbHBIX MIIN LIEJIOCTHBIX )
CYXJIEHHUI 9KCIIEPTOB/MIUL], TPUHUMAIOIINX pPEIICHHE.
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B ciyyae BbIOOpa mepBOTO THIIA TOSIBISETCS DS AOMOJHUTEIBHBIX BOMPOCOB. EcTh 1
HEO0OXOUMOCTh YKa3bIBaTh Beca kputTepueB? U ecnu na, TO, KaKue THUIIBI BECOB HCIIOIb30BATh
(Tounsie wiu HeTouHbIE)? ECTh M HEOOXOAMMOCTh YKa3bIBaTh MOPOTH MApPHOTO CPABHEHUS IO
KaKJIoMy Kputepuro? W ecnu nga, TO Kakod TUI MOPOTrOB NApHOTO CPaBHEHHUS CJEAYET
ucnonp3oBath? EcThb 1M HE0OXOOMMOCTh yKas3biBaTh HHGOPMAIUMIO O B3aWMOJAEUCTBUAX
kpurepue? W ecnu na, TO, KaKOW THII B3aMMOJEHCTBHA cienyeT obpabareiBath? W ecth s
HEO0OXOUMOCTh yKa3bIBaTh NpoGuiIn Kputepruen?

CrienyronuM BOIIPOCOM TPYIIBI OMNPEAENsAeTCS, C KaKOW YacTOTOM MperoCcTaBiseTcs
uH(popMallsi O MPEANOYTCHUSIX: «pa3oBas» (Bce MPENNOUTEHUS MPEAOCTABISIOTCS B Haudaje
mpoliecca  BBISIBJICHUSI) WM «Bo3pacTaromas»  (IpearnoyTeHuss  MpeAoCTaBIISIOTCS
MOCJIEI0BATENbHO, B Pa3HBIX UTEPALIMSIX).

W nocnennuii BOIpoc omnpeensieT, BKIYaTh I YPOBEHb JOCTOBEPHOCTU MPEANOYTEHUN
IIpU MPEJOCTABICHUM MapameTpoB. M ecnu a, TO OH MOXKET yKa3aTb YPOBHH JOCTOBEPHOCTHU
(Hanpumep, A1 HA3HAYCHUS, HAIPUMED, «aOCOITIOTHO YBEPEH», KYBEPEH», «CJIETKAa YBEPEH»).

[Tocnenuss rpymnmna BoIpocoB HasbiBaeTcs «VICrnoiap30BaHUE OTHOLICHMS MPEANOYTECHUM,
3a/IaHHOTO MOJIENIBIO MPEANoUTeHHI». OnpeenseT CTPaTeruio, UCIOIb3YEMYIO JIJIS OTyUYEHUS U
YIIYUIIEHUs] PEKOMEHAAIMI MO MPUHATUIO pelieHuid. B mocnenHel rpynme M3HadaabHO OJUH
BOIIPOC, B KOTOPOM CJEAYET BBIOpaTh OJUH M3 JBYX CIEAYIONIMX THUIIOB HCIOJIb30BaHUS
OTHOLLEHHUS MPEANOYTEHUS, 3aJaHHOTO MOJIEJIBIO MPEANIOUTEHUS: «OJTHO3HAUHAs PEKOMEH AU
WIH «aHAJU3 W3MCHUYMBOCTH BBIXOJHBIX JIAHHBIX». B TepBOM BapuaHTe 00CCIICUYUBACTCS
OJIHO3HAYHBIA pe3yabTaT njs BblOpaHHOW (opmynupoBKkU mpoOnembl. BTopoil BapuaHT
paccMaTpuBaeT, HACKOJbKO HW3MEHYMBOM MOXET OBITh pEKOMEHJaIus, KOorja ecThb
HEOMpPEAECNEHHOCTh OTHOCUTEIBHO IMPOU3BOJIUTEIBHOCTH ANbTEPHATUB W/WUIM TPECTABICHUS
MPEANOYTEHUH JINIIA, MPUHUMAIOIIETO pelIeHre, TPEANnoIaraeMoi MOACIIbIO TIPEANOYTCHH.

B cnyuae BrIOOpa nepBoro BapuaHTa BO3HUKAET €II€ OJJUH BOIPOC O THUIIEC UCIIOIb30BAHUS
MOJIEIHU MPEANOYTEHHUH ¢ OJTHO3HAYHOM peKOMeH1auneil. Bo3MOXKHBI 1Ba BapyaHTa: OJJHO3HAYHAS
PEKOMEHJallMs, OCHOBBIBAIOLIASICA HA aHAM3€ M3MEHUYMBOCTHM BBIXOJHBIX JaHHBIX, U
O/IHO3HAYHAsl PEKOMEHJAIMsl, HE OCHOBBIBAIOIIASACA HA aHAIM3€ H3MEHYMBOCTH BBIXOJHBIX
JnaHHbIX. [lepBblil BApUaHT O3HAYAET, YTO NPENOCTABISAETCS €IMHAsI, TOYHAsl PEKOMEHIalus, Ipu
ATOM, BCE €II€ YYWUTHIBas, HACKOJIHKO M3MEHUYMBOW MOXKET OBITh PEKOMEHIalusl, KOrja eCTh
HEOMpPEACNEHHOCTh OTHOCUTEIIBHO XapaKTEepPUCTUK albTepHATUB W/WIM  TPEACTaBICHUS
MPEANOYTEHUN JIUIA, TPUHUMAIOIIETO pEeHIeHUe, MpearogaraéMoi MOJIENbI0 MPEANOUYTEHUH.
Bropoii BapuaHT oO3HauaeT, YTO HE YYUTHIBAECTCSA, HACKOIBKO HW3MEHYMBOM MOXKET OBITh
pEeKOMEHalusi, KOTJla €eCTh HEOINPEACIICHHOCTh OTHOCHUTEIBHO  IMPOU3BOIUTEIHLHOCTH
anbTepHATHB W/WIM TPEICTABICHUS MPEANOUYTEHUN IMIla, TNPUHUMAIOIIETO pEIlIeHuE,
MIpEANoIaraeMoi MOJIENbIO TIPEATIOUYTEHUH.

[Tocne BBIOOpa KaXKIOTO M3 ATHX BapUaHTOB CUCTEMOM MpeiaraeTcs BbISIBUTH >KeTaeMbIil
TUT MOJCNIU TIPEANOYTECHUN I TONYYSHHUST PEKOMEHAAINU 1o pemenuto. [Ipu ogHO3HAYHON
PEKOMEHIallMK, OCHOBBIBAIOIEICS HA aHAIM3€ U3MEHUYMBOCTHU BBIXOJHBIX JIAHHBIX BO3MOKHBI
«KOMIIPOMHCCHBIN» U «PEMpPE3ECHTATUBHBIN» THUIBI, a TPH OJHO3HAYHON PEKOMEHIAIMU, HE
OCHOBBIBAIOIICHCS Ha aHANIM3€ WM3MEHYMBOCTH BBIXOJIHBIX MJAHHBIX — «OJAMHOYHBIN» (AMs
MOJIYYCHHUSI PEKOMEHIAIIMU HCIONB3YEeTCSl TOJIBKO OJHA MOJENb) U «MHOKECTBEHHBIN» (715
MOJIYYEHUS] PEKOMEHAAINU UCI0JIb3YETCS HECKOJIBKO MOJIENEH).

B cBow ouepenp mpu BBIOOpE «OAWHOYHOTO» THMNA Jajieeé MOKHO YTOYHUTH THIL
«J1I€TEPMUHHUPOBAHHBIN» WIH «PENPE3EHTATUBHBIN». THI «1€TepPMUHUPOBAHHBINY» O3HAYAET, UTO
DK3EMIUISIP MOJIETH TPEANOYTCHUH C TOYHBIMH 3HAYEHUSMH IMapaMeTpoB JIMOO HAIPSIMYIO
YKa3bIBAETCS JIMIIOM, MPUHUMAIOIIUM peIIeHHe, TUO0 OmpeneiseTcss MeToaoM (B TOCIeIHEM
CclIydae HE€ CYIIECTBYET JPYTUX BO3MOXKHBIX SK3EMIUIIPOB MOJCIH MPEANouTeHHd). Tum
«pETPE3eHTATUBHBIIN 03HAYAET, UTO IK3EMILIAP MOJEIU MPEANOYTEHUN C TOUHBIMHU 3HAUCHUSIMU
napameTpoB JTHUOO0 BBIOMpPAETCS METOIOM, JIMOO HAMPSAMYIO BBIOMPACTCS JIMIIOM, TPUHUMAIOIITUM
pemieHue, (B 0o0OMX Clydasx HE CYIIECTBYET APYTUX BO3MOXHBIX OSK3EMIULIPOB MOEIH
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npeamnoureHuii). Takke B CBOIO oOuepelnb «PENPE3CHTATUBHBIN» THI MOXET OBITh
«aITOPUTMHUYECKUM» UJIU «C MPAMBIM ydacThueMy». B mepBoM ciyyae MeTOJA BBHIOMpAET OAMH U3
MHOTHUX BO3MOXXHBIX JK3EMIUIIPOB  MOJENM  HIPEANOYTEHHH, MCHOJIb3ysl HEKOTOPYIO
NPEAONPEACIICHHYI0 TPOLEeNypY, IPaBWIO WIW aIroputM. Bo BTOpoMm ciydae JIHLO,
NPUHUMAIOIEE pEIIeHHe, BBIOUPAET OJUH M3 MHOTHUX BO3MOXHBIX SK3EMIUIIPOB MOJAEIU
NPEANOYTEHUH, UCTIONb3YSl HHTEPAKTHUBHOE MPOTPaMMHOE 00eCIIeYeHue.

B ciydae BeIOOpa Tuma «aHaln3 U3MEHYMBOCTU BBIXOJHBIX JAHHBIX» BOSHUKAET BOIPOC O
TOM, KakuM 00pa3oM HEOO0XOAWMO MPOBOAUTH aHAINW3 W3MEHYMBOCTH BBIXOJHBIX JAHHBIX.
Bo3MOKHBIE BapUAHTBI: «3KCTPEMAJIbBHBIE PE3YJIBTAThl CO BCEMH COBMECTUMBIMHU MOJEISIMU» U
«pacrpenielieHnue pe3ysibTaTOB C TIOMOIIBI0 BEIOOPKH COBMECTUMBIX Mojeneiiy. IlepBoiii BapuaHnT
03HA4yaeT, YTO BCE COBMECTUMBIE SK3EMIUISIPbl MOJEIU MPEANOYTEHUN paccMaTpHUBAIOTCS C
MOMOII[BI0 METOJO0B MaTeMaTHYECKOT0 MPOTrpaMMHUPOBAaHUS (T. €. HEOOXOIUMBIX/BO3ZMOKHBIX
OTHOLIeHUIT). BTOopoii BapraHT 03HauaeT, YTO BHIOOPKA BCEX COBMECTUMBIX IK3EMIUISIPOB MOJIEIIN
IPEIIIOYTEHUH, TOJIyYEHHBIX C TOMOLIBIO CTOXaCTUYECKOI0 MOJIEIMPOBaHMs, Hanpumep, MoHre-
Kapuo.

Takum o00pa3oM, B pe3yibTaTe IOJyYEHHs OTBETOB Ha BBIIICONMHUCAHHBIE BOIPOCHI
M0JIb30BATEIb MOKET MOJIYYUTh CIIMCOK PEKOMEHAYEMbIX MEeTOJ0B. OIHAKO BO3MOXKEH CIydai,
KOTJa CIIHCOK Oyner mycToi. B Hacrosimee Bpems 6a3za nanasix MCDA-MSS conepxxut 6omee
205 MeToA0B MHOTOKPUTEPHAIBHOTO MHPHUHATHS PEIIeHH U 156 KIIOYeBBIX XapaKTEPHUCTHUK
npunsatus pemennii. MCDA-MSS Moxker ObITh MOJIE3HOM IJIsi MCCIE0BaTeNIel U MPAKTHKOB,
paboTaIKX B 00JIACTH MHOTOKPUTEPHUAIILHOTO IPUHATHS perienuit [5], [6], [7].

[Ipu pabore ¢ cucremori WEMSS monb3oBatens aHaIOTHYHBIM 00pa3oM Ha P
WHTEPaKTUBHBIX BOIIPOCOB, CTPYNIIUPOBAHHBIX B TPU paznena. B pe3ynbrare nonyyeHus OTBETOB
[10JIb30BATENb MOJIyYaeT CIIMCOK PEKOMEHAYEMBIX METO/IOB B3BELIMBaHUA. B Hacrosiee BpeMs
6a3a manubix WEMSS coxepxut 35 MeronoB B3pemmBaHusA W 50 KIIFOUEBBIX XapaKTEPUCTHUK
IIPUHATUS PELICHUMN.

Ha cnenyromem pucynke moka3ana yactb uHTepdeiica WEMSS ¢ Bompocamu mepBoit
rpynnsl (Puc.4).

Section 1: They shape the operational capabilities of the required method

Meaning of weights koo (19)
What meaning should the weights have?

Temporal discounting
Should the method allow for the inclusion of discounting?

| don't know ~ (35)

Cultural differentiations
Should the method account for different cultural backgrounds of the
affected population?

| don't know ~ (35)

Pucynox 4 — WEMSS: gacts nnTepdeiica ¢ Borpocamu NmepBOil rpyIImmb

Pe3yabTaTsl H 00cy:K1eHME.

[TpoBeneHHbIC HCCICIOBAHHUS TMPHUBEIM K CIEAYIOIIMM KadeCTBEHHBIM pe3yibTaraM. B
niporiecce padoTsl ¢ mHCTpyMeHToOM MCDA-MSS oTBeuast Ha mipeiiaraeMbie CHCTEMOM BOTIPOCHI,
OBUIH OTIPE/ICTICHBI OCHOBHBIE XaPaKTEPUCTUKH, KOTOPBIM JIOJDKEH YIOBIECTBOPATH BHIOMPASMBIi
METO/1 MHOTOKPHUTEPUATLHOTO MPUHSTHS pernieHuit. Bech mporecc paboThl ¢ CHCTEMOI UMEET BUT
JiepeBa BOIIPOCOB C BapuaHTamu oTBeTOB (Puc.5.).
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BbBIBOP METOJIA
1 1 1 |
POPMYJIHUPOBKA MO/JEJIb N BbUIBJIEHHE HCIIOJIb30BAHUE OTHOIIEHMSL
ITPOBJIEMBI IIPEJIIOYTEHHU IIPEJIIOYTEHUH | |IIPEIIIOYTEHNH, 3ATJAHHOI'O
MOJEJIBIO HPEJIIOYTEHHU

OIIPOCBHBI OITPOCHI OIIPOCBI OITPOCHI
PYIIIIbI PVIIIBI PYIIIIbIL PYIIIIbI

Pucynok 5 — lepeBo Bonpocos cuctemsl MCDA-MSS

B utore cucremoii 6butH TipeiokeHbl caenyromue Bapuantel: TOPSIS [8], Fuzzy TOPSIS
[9], TOPSIS interval [10], TOPSIS interval and fuzzy [11], VIKOR [12], Fuzzy VIKOR [13].

Merox TOPSIS (anr. Technique for Order of Preference by Similarity to Ideal Solution)
SIBJISIETCS] U3BECTHBIM METOJOM MHOTOKPUTEPUATILHOTO MPUHATHS PEILICHUN, KOTOPBIM OCHOBAaH Ha
BBIUMCJICHUH PACCTOSHUN MEXKTy KaxkI0H allbTepHATUBON U UI€aJIbHON aJbTepHATUBOM, a TaKkKe
MEXIY KaKIOW ambTepHATUBON M aHTU-uAcaibHOU anbTepHartuBoi. Metonm VIKOR (cepO.
VIseKriterijumska Optimizacija I Kompromisno Resenje, o3Hauaer «MHoOrokpurepuaibHas
ONTUMM3ALMSI U KOMIIPOMHUCCHOE  pELIEHHE») — O3TO TaKXKe HU3BECTHBII  MeETOJ
MHOTOKPUTEPUAIBHOTO MPUHATHS pelieHuid. B 3TOM MeToie yuuTHIBAIOTCS KOMIIPOMHCCHBIE
pemenusi. OH MOXKET OBITh TIOJIE3€H, KOT/Ia UMEEeTCS HA0OP MPOTUBOPEUYHUBBIX KpUTEpHEB. MeTOIbI
Fuzzy TOPSIS u Fuzzy VIKOR sBnsercs pacmmpenuem merona TOPSIS, u pabotaer c
HEYETKUMH JTAHHBIMU. METOJ1 MOKET IPUMEHSATHCSA B TOM ClIy4ae, KOrJa KpUTEPUH OLEHUBAIOTCS
C HEKOTOPOM CTETIeHbIO HEOIPEAETICHHOCTH, T.€., HAIPUMEP, BMECTO TOUHBIX YHCIOBBIX 3HAUCHUN
yKa3bIBalOTCs 3HaueHus tuma "Huskoe", "cpeanee”, "Boicokoe". Meron TOPSIS interval Taxke
apnsercs: pacmupenueM merona TOPSIS, koTopsiil paboTaeT ¢ UHTEPBAIBHBIMU JAHHBIMU, T.€
KOT/la OLIEHKH KPUTEPHUEB BBHIPAKECHBI HE TOYHBIMM YHMCIOBBIMU 3HAUCHUSIMH, a JHANa3zoHaMU
BO3MOXkHbIX 3HaueHuil. Metonq TOPSIS interval and fuzzy sBasercs Oonee CIOKHBIM
pacumupenuem merona TOPSIS, koTopelii paboTaeT Kak ¢ MHTEPBAILHBIMHU, TaK U HEYETKHUMHU
JTAHHBIMHU.

Takum oOpa3zom, XapakTep BXOAHBIX JAaHHBIX B paccMaTpUBaeMOW  3ajaye
MHOTOKPHUTEPUATBHOTO MIPUHSITHS PEIICHHUH BIHUSIET Ha OKOHYATEIHHBIN BHIOODP U3 MPEAT0KEHHBIX
cuctemoii MCDA-MSS mertonoB. Ecnu umeronuecss BXOJHBIE JaHHBIC SBIISIOTCS YETKUMU U
JNETePMUHUPOBAHHBIMU, U HEOOXOJMMO HAWTHU aibTepHATHBY, OMIDKAWIIYI0 K HAeaIbHON
ajbTEpPHATHBE, TO MOKHO BBIOpaTh MeTosl TOPSIS. Ecnu Bxo/1HbIE TaHHBIE SBISIOTCS YETKUMHU U
JIETePMUHUPOBAHHBIMHU, M BaXXHO YYUTHIBATH KOMIIPOMHCC MEXIY KPUTEPUSMU, TO MOXKHO
BbIOpaTh MeToa VIKOR. Eciam BXogHbIe JaHHBIC SBISIOTCS HEUETKUMH, U TpeOyeTcs CTporoe
yIOpSAOYMBAaHUE KPUTEPUEB, TO MOKHO BbIOpaTh MeToa Fuzzy TOPSIS. Ecnu BXxo/HbIE TaHHBIE
SIBJISIFOTCS. HEUETKUMU, U BaKHBI KOMIIPOMUCCHBIC PEIIEHUs, TO MOXKHO BBIOpaTh MeTon Fuzzy
VIKOR. Eciu nanHble SBISIOTCS MHTEPBAJIBHBIMU, TO MOKHO BbIOpaTh MeToa TOPSIS interval.
Ecnu e naHHble BKJIIOYAIOT KaK MHTEPBaJIbHbIE, TAK U HEYETKHE JIaHHBIE, TO MOXHO BbIOpATh
meroxa TOPSIS interval and fuzzy.

B nponecce pabotsl ¢ uHctpymentom WEMSS Obl1 ompefeneH oNnTUMalbHBIA METOA
B3BEIIMBAHUS KpUTEpHEB. B KOHTeKCcTe MaHHOW 3a7a4y HAWITYYIIUM BBIOOPOM OKa3ajics METOJ
ananutudeckoi uepapxuu (AHP, Analytic Hierarchy Process) [14].

[IpakTUuecKUM MPUMEHEHUEM U PE3YJIbTAaTOM MPOBEIECHHBIX HCCIIEIOBAHUN SIBISIETCS TO,
YTO Ha OCHOBE BBIOPAHHBIX OMTHUMATBHBIX METOJIOB MHOTOKPUTEPHUAIBHOTO TIPUHSTHUS PEIICHUN
ObL1a pa3paboTaHa cucTeMa BEIOOpa ONTUMAIBHOTO MMPOTOKOJIA KOHCEHCyca Auis ceteit UHTepHeTa
BElIe, OCHOBAaHHBIX HAa NPUMEHEHHWU TEXHOJOTUN paCHpeeIeHHOTO peecTpa, a TaKxke
COOTBETCTBYIOIIAs TpOrpaMMHas peanu3anus Ha s3bike Python. Tlomydeno aBTopckoe
cBunerenscTBO (CBUmETenhCTBO 00 aBTOpckoM mpaBe, Ne 62332 ot 23.09.2025 roma).
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Pa3paboTanHbIii TPOrpaMMHBII HHCTPYMEHT peau3yeT cleayomuil ¢pyHkuuonan. MHcTpyMeHT
MpEaAOCTaBIACT IMOJIB30BATEII0 BO3MOXHOCTD BI)I6paTBZ

1) Jlo0GaBnsATh, pemakTHpPOBAaTh M yHAIATh B 0a3y JNaHHBIX aIbTEPHATUBBI (TIPOTOKOJIBI
KOHCEHCYCa), KOTOPBIE MOAXOAT UM YaCTUIHO moaxoasat 1yist [oT.

2) o6aBisTh, peJaKTUPOBATh U yIAJIATh B 0a3y JaHHBIX KPUTEPUU OLICHKH aJIbTCPHATHUB.

3) IIpumeHsTs BBIOpaHHBIE METOABI MYJIbTHKPUTEPUAIBHOTO NPUHATHA PEIICHUH s
BBI60pa OIITUMAJIBHOI'O IIPOTOKOJIa KOHCCHCYCa JIJId ceTelt I/IHTepHeTa Bemeﬁ Ha OCHOBE
O0KYelHa.

B 6a3y maHHBIX CHCTEMBI ObLT BHECEH CEIyrOINuil crucok anbrepHarus. Proof of Stake
(PoS), Delegated Proof of Stake (DPoS), Proof of Importance (Pol), Proof of Supply Chain Share
(PoSCS), Credit-Based Proof of Work (CBPoW), RapidChain, OmniLedger, Raft, Practical
Byzantine Fault Tolerance (PBFT), dPBFT, Proof of Elapsed Work and Luck (POEWAL),
Microchain, Proof of Elapsed Time (PoET), Tangle, Ripple Protocol Consensus Algorithm
(RPCA), Steller Consensus Protocol (SCP), CBCIoT, Proof of Block & Trade (PoBT), Proof of
Accumulated Trust (POAT), hierarchical and location-aware consensus protocol LH-Raft, Proof
of Chance (PoCh), Honesty-based Distributed Proof of Authority (HDPoA), Proof of Reputation
X, Proof of X-repute.

Ha cnenyromem pucyHke MmokazaHa 4yacTh MHTepdeiica ¢ pa3ienoM «AJBTEPHATUBHI U
Kpurepun» (Puc.6).

f Cucrema Bbl60Opa ONTUMaNbLHOrO NPOTOKONA KOHCEHCYCa ANA ceTel ViHTepHeTa Beluei Ha ocHose 6a0KueHa = O X
{Anctepriatnest u Kputepun! TOPSIS VIKOR Fuzzy TOPSIS Fuzzy VIKOR

AneTepHatuea Onucanne [Jo6aeute | Pegaktnposate | Yaanute

Kpurepuit Onucanue [Jo6asute | Pepaktuposate | Yaanute

AnsTepHaTuebi Kpurepum

D Hassanue Onucanue D Hassanune Onucanue
Proof of Stake (PoS)
Delegated Proof of Stake (DF

Proof of Importance (Pol)

Mponyckras cnocobrocte  Konnuectso TpaHsakumid, of
3apepkka TpaHzaKumit Bpems, Heo6xoanmoe ana T
Dunanusauma (eepoatHocti Kputepuii, onpeaenstomii
Proof of Supply Chain Share
Credit-Based Proof of Work
RapidChain

Omniledger

Raft

Practical Byzantine Fault Tol
dPBFT

Konuuecreo korceHcycHbx KoanuecTso y4acTHUKOS, y+
Konuuecrso yanos cetn Konunuectso y3nos, kotopsi
Komuccum 3a pansakumn  Cpeanns uena (8 y.e) ans
BosHarpaxgaerne Cpeariee ©XEAHEEHOE AEHE

Snepronotpebnenne (Husk YpoeeHs notpebneqna sner

3aencumocts o1 obopyace: Kputepwii, ykasbisaroumii, ¢ |

— WD O~ O oW B W o —

=)
T L T

|
0 Xpanunnuie Kputepuii, ykasbisaroLmii H |

Pucynok 6 — Yacte untepdeiica cucrema BIOOpa ONTUMAIBHOTO IIPOTOKOJIa KOHCEHCYCa

Jlanee ObUT cOCTaBIeH W BHECEH B 0a3y NaHHBIX CIEAYIOMIMHA CIIUCOK KPHUTEPHEB:
npomyckHas cnocoOHocTs (C 1 - Tpan3akumii B cexyuny (TPS), C_2 - 3anepkka TpaH3akiuii (c),
C_3 - ¢unammzanusi (BepOSITHOCTHAs/IETEPMHUHUpPOBaHHas)), neneHtpanuzamus (C 4 -
KOJINYECTBO KOHCEHCYCHBIX y3710B, C_ 5 - KOJMYECTBO Y3JIOB ceTH), cTumynupoBanue (C 6 -
KOMUCCHH 3a TpaH3akluu (y.e./Tpan3akuun), C 7 - Bo3HarpaxxaeHue (y.e. B IeHb)), yCTOHUYUBOCTh
(C_8 - suepromnotpebienue (Huskoe/cpeanee/sbicokoe), C 9 - 3aBUCHMOCTb OT 000pYHAOBaHHUS
(wet/ma) , C_10 - xpanunuiie), 6e3omacHocts (C 11 - oTkazoycroitunBocth, C 12 - ataka 51%
(Ys3Bumsrit/bezonacuslit), C_13 - nBoitHas Tpata (Y s3Bumblii/CrnoxHbiil/be3onacHsrii)).

[Tonp30BaTenh CHUCTEMBI C TIOMOIIBIO CO3JAHHON 0a3bl JaHHBIX HMEET BO3MOXKHOCTH
OIIPEIEeTATh CIHUCOK anbTepHatuB A = {Aq,A,,..., Ay}, ciucok kputepueB C = {Cq,Cy,...,Cyu},
CIIFICOK BECOB COOTBETCTBYONMX kKputepueB W = {wq, wy, ..., wy}, TIe wj € [0,1], ]-nzl wj = 1.
Taxxe onpenensieTcst TUI Kak0ro KpuTepus (IOJI0KUTEIbHBIA WM OTpULIATENbHbIN). B ciyuae
KPUTEPHsI MOJOXKHUTEIHHOTO TUIA, YeM OOJIbllle ero 3Ha4YeHHe, TeM Jydlle ajJbTepHaTHuBa, a B
cilydae KPUTEpHs OTPULIATEIILHOTO TUIIA, YeM MEHBIIE €r0 3HAaYCHUE, TeM JIy4Ille albTepHATHBA.
B ciyuae, korza 3Ha4eHHs HEKOTOPOT'O KPUTEPHSI BRIPAXKAIOTCS B CIIOBECHO (Hampumep, "Hu3koe",
"cpennee", "BbICOKOe"), OHM TIPEOOPA3OBHIBAIOTCS B YHCIOBHIE 3HAYEHHS C TIOMOIIBIO
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CHEIMANIbHBIX IIKaN (Harpumep, neBarubampHas mkana Caatn). Jlanee, kaxaas adbTepHATHBA
OLICHUBAETCS 110 KAXKJOMY KPUTEPHUIO, U U3 OJTy4YEHHBIX OIICHOK (POPMUPYETCS MATPUILIA pEIICHUN
X = [Xjjlmxn- B ciydae npuMeHEHHs HEUETKHX METOJIOB ONPEEINSETCSA CIIMCOK HEYETKUX BECOB
COOTBETCTBYIOIMX KputepueB W = {;,W,,...,W,} , Tae w; , j=1,..,n — HedyeTKHe
TPEYrojbHbIEC YUCIIA, TUIl KaXA0ro KpUTepus (IOJOKUTENbHBIN WM OTpULATENbHBIN). 3aaercs
IKaJla NEepeBOAa JIMHIBUCTUYECKUX OLIEHOK B HEYETKHE TpeyrosibHble uucna. J[lanee, kaxnas
albTepHATHBA OLIGHUBAETCA MO KaXJAOMYy KPUTEPUIO, HCIONb3ys UHCIOBBIE KO
JMHTBUCTUYECKUX OIICHOK, M U3 TOJyYCHHBIX OIEHOK (OPMHPYETCS MaTpulla pemieHuit X =
[Xi]-]mxn. 3arem Mmatpuia pemeHud X = [Xi]-]m><r1 peoOpPa3OBBIBACTCS B HEUETKYIO MATPHUILY
peleHuit X = [Xijlmxn » THE Xj5 = (aj;, by, ¢5), i=1,...,m, j=1,..,n - cOOTBETCTBYIOIIHE
OLICHKaM Xj; HEYETKHE TPEYroJibHble uMCIa. Jlajee Ha OCHOBE ONPEIENCHHBIX JIAHHBIX
BBITOJIHSIOTCS] BBIYMCIICHUS, TIPEAYCMOTPEHHBIC BHIOPAHHBIM ITOJIb30BATEIIEM METOJIOM.

Ucnonp3zoBanne MCDA-MSS u WEMSS wumeer psa npeumyiiectB. Bo-nepBbix, 3TO
HEKOTOpasi ~ CTEeNeHb  aBTOMAaTH3allMM  Ipolecca  BbIOOpa  ONTUMAIBHBIX  METO/OB
MHOTOKPUTEPUAIBHOTO TPHUHATUS pelieHud. Bo-BTOPBIX, 3TO BO3MOXXHOCTb YYHMTHIBATh
MHOKECTBO PAa3JIMYHBIX I1apaMEeTPOB, 4YTO, B CBOI OYEpPEIb, CHUKAET PUCK IOSABICHUS
CyOBEKTUBHBIX OLIMOOK MU MPUHATUH PElIeHUN. B-TpeTbuX, 3T0 THOKOCTh HHCTPYMEHTA 33 CUET
oOmmpHbIX 6a3 nanHsix MCDA-MSS u WEMSS. Kpome toro, MCDA-MSS naet BO3MOXHOCTb
MOJIb30BATENI0 BHIOMPATh U3 CIKCKA HECKOJNBKHUX aTbTEPHATHUBHBIX METOJOB, U B JATbHEUIIIEM
IIPOBOAMTDH UX CPABHUTEJIbHBIN aHAIN3.

OpaHako 3TOT MOJX0J UMEET U HEKOTOphIe orpaHuyeHus. Bo-nepBbiX, pyHKIIMOHUPOBaHUE
cucteM MCDA-MSS u WEMSS 3anporpamMmmMupoBaHO Ha OCHOBE BCTPOCHHBIX aJITOPUTMOB, U,
OUEBUJHO, HE MOXET IOJHOCTHIO 3aMEHUTh JKCHEPTHBHIM aHanu3. B cucreMe uCHoib3yeTcs
(¢uKcHpoBaHHAs TAKCOHOMHS, KOTOpasi ONpEesieT MPOXOKICHUE MOJIb30BaTENIEM IO JEPEBY
BONPOCOB JaHHBIX cucTeM. Jlig 3Toro Tpebyercs MOTHOE M OOBEKTHMBHOE TOHHUMaHUE
[I0JIb30BATEIEM aHAIM3UpPYyeMOH 3aiauu. W B ciayyae HECOOTBETCTBUS aHAIU3UPYEMOM 3aauu
3aJI0’)KEHHBIM B CHUCTEME ajJropuTMaM BO3MOKHBI OMIMOOYHBIE peKOMeHaauuu cucrem. Kpome
TOr0, C TEUEHHUE BPEMEHU BO3MOXKHO IOSIBJICHHE HEOOXOAUMOCTH MOJIEPHU3ALMN TAKCOHOMUU U
OOHOBJICHHS B 11€JIOM cHcTeM. Bo-BTOPBIX, (PYHKIIMOHUPOBAHUE CHUCTEM HANpsIMYIO 3aBUCAT OT
UCXOJHBIX JIaHHBIX IOJIb30BATENsl, U, CJIEIOBATENIbHO, JIIOObIE OLIMOOYHBIE JaHHBIE MOTYT
IPUBECTH K HENPaBWIBHBIM peKOMeHAauusM cucreM. CyniecTByeT 3aBUCHUMOCTb  OT
KBaJIM(UKAIMY, 3HAHUH U OTIbITA MOJIb30BaTeNs. B-TpeTbux, pyHKIIMOHMpPOBAHUE CUCTEM 3aBUCUT
0T uX 0a3 JaHHBIX, KOTOPBIE MOTYT yCTapeBaTh B CBSI3U C TEM, UTO MOSIBJISIIOTCS HOBbIE METO/IbI, a
CylLIecTByIOIKEe pa3BuBaroTcs. W ecnm 3T 6a3bl CBOEBPEMEHHO HE OOHOBISATH, TO BO3MOKHBI
OIMOOYHBIE M HE aKTyaJbHble pPEKOMEHJAaluu cucteM. TakuMm oOpazom, paboTa ¢ 3TUMHU
CUCTEeMaMHU TpeOyeT OT UX MOJIb30BaTEINs TIOHUMAHHSI METO/10B MHOTOKPUTEPHAILHOTO IPUHATHUS
peLIeHUH, NpeIBapUTENbHOIO H3yYeHHUs (YHKLIMOHAIa CUCTEM, a TaKKe KPUTUYECKOTrO
OTHOWIEHMSI K IIOJIyYEHHbIM peKOMeHJanusM cucteM. OJIHUM H3 BO3MOXKHBIX CIIOCOOOB
IIPEOJOICHUS] ~ NEPEYUCIEHHBIX  OrPAaHUMYEHUN  ABJIAETCA  NPUMEHEHHME  TEXHOJOTUH
MCKYCCTBEHHOI'O MHTEIJIJIEKTA, B YACTHOCTH, MAIIMHHOTO O0Y4YEHHUS.

B nenoM, ucnonp30BaHME TakHMX NPOTPaMMHBIX HHCTpyMEHTOB, kak MCDA-MSS u
WEMSS, nns pemieHusi CIOXHBIX 3a7ad BBIOOpa B 00JACTH TEXHOJOTHH pacipenesieHHOTO
peectpa g [oT mmeer OonpIION MOTEHLHMAN, U MOXET OBITh MOJE3HBIM MpPHU pa3paboTKe
CHEHAIN3UPOBAHHBIX MHTEIJIEKTYaJbHBIX CUCTEM MOAJEPKKH NPUHATUS pElIeHUH B 00JacTH
TEXHOJIOTHIl pacIpeeIEHHOTO PeecTpa.

3akJiirouenue.

B nannoit pabote npencraBieH 3QpGeKTUBHBIN MOAXO0]I O BEIOOPY ONTHUMAIbHBIX METOJIOB
MHOTOKPUTEPHATLHOTO PUHSTHSI PEIISHHH, COCTOSAIINH B ncnoib3oBanuu cucteM MCDA-MSS
u WEMSS. C nomouipio 3THX CHEUUaIM3UPOBAHHBIX OBLT COCTaBJIEH CIHMCOK psiia METOI0B
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(TOPSIS, Fuzzy TOPSIS, TOPSIS Interval, TOPSIS Interval and Fuzzy, VIKOR u Fuzzy VIKOR,
a Taxoke AHP) myist pemenust 3agaun BpIOOpa ONTUMAIBHOTO MPOTOKOJIAa KOHCEHCyca B ceTsax 10T.

3T10T noaxoa UMeECT Pl JOCTOMHCTB, TAKUX KaK aBTOMATU3alMA ITpoLecca BbI60pa METOAOB,
BO3MOXHOCTb YYHUTBIBATH MHOXCCTBO Pa3JIMYHBIX IMapaMCETPOB, TMOKOCTb. O,Z[HaKO HUMCHOTCA U
HEKOTOPBIC OI'PaAaHUYCHUA: 3aBUCUMOCTD (bYHKI_II/IOHI/IpOBaHI/IH CUCTEM OT BCTPOCHHLIX aJITOPUTMOB,
3aBUCUMOCTb OT HCXOJHBIX HAAHHBIX ITOJIB30BATCJIA, 3aBUCUMOCTL AKTYaJbHOCTHU 0a3 JAaHHBIX
cucrteM. B ocjaoM, paCCMOTpeHHBIﬁ IoAXO0J ITIOKAa3bIBA€T IIOTCHIHAJI HCIIOJIB30BAHHSA TaKHUX
MPOrPaMMHBIX WHCTPYMEHTOB JUIsl PEIICHHs CIOKHBIX 3a/lad BhIOOpa B OOJACTH TEXHOJOTHUI
pacnpenenenHoro peecrpa st [oT. MoXHO cUuTaTh, 3TO MOXKET OBITH MTOJIC3HBIM ITPH pa3paboTKe
CIICHHUAIM3UPOBAHHBIX HHTCIUICKTYAJIbHBIX CUCTCM IMOAACPIKKU IMPUHATUA peH_IeHI/Iﬁ B 06HaCTI/I
TEXHOJIOTHI PpaclpeieICHHOr0 peecTpa. A Takke BO3MOXHA Oyaymias HMHTErpanus ¢
TCXHOJIOTUAMHU UCKYCCTBCHHOI'O HHTCIIJICKTA, KOTOpPAasA IMMOBBICHUT 3(1)(1)CKTI/IBHOCTB 1 aJariITUBHOCTH
IIPUHHUMACMBIX peI.HGHPIfI, 0COOEHHO B YCIIOBUAX BBICOKOH HCONPCACICHHOCTU OdaHHBIX H
U3MEHSIOMUXCS TpeOOBaHUH K MPOTOKOIaM KOHCeHcyca B ceTsix 10T.
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10T KEJUIEPIHAEI'I KOHCEHCYC XATTAMACBIH AHBIKTAY YHIIH
MAMAHJAHJBIPBUIFAH BAFIAPJTAMAJIBIK JKACAKTAMAHBI KOJIJTAHA
OTBbIPBIII, KOII KPUTEPUAJLABI TAJIIAYABIH OHTANJIBI OJAICTEPIH TAHIAY

Anoamna:. HUnmepuem oicenicinoeei OJ10KUEUH KOHCEHCYCOIHbIY OHMALIbL MEXAHUMOEPIH
Mayoay Macenecin wewim Kaowvlioayovly Ken Kpumepuili maceieci peminoe Kapacmulpyaa
001a0b1. Byn scymvicmviy Mmakcamol 0Cbl Macene asicblHOA KON Kpumepuilii uewim Kaowvlioayosbly
ey Koaaunwl 20icin anvikmay 6onvin mabwvliaovl. Kazipei yaxkeimma Mmyaemukpumepuanovl
manoayoviy kenmeeen apmypiai adicmepi 6ap. Convimen Kamap, dcana adicmep naioa 60.vin,
bapnapwvl damein kenedi. Mynoaii scaoatinapoa Kapacmuipblivbln OMulpea Maceie O0UbIHULA KON
Kpumepuanowvl wewin Kaovlioayovly ey Koaauivl 20iCiH OYPbiC AHbIKMAY 6me Manbl30bl 001bIN
Kepinedi. Mynoaii Oypwic manoay 6azanay meH weuwim Kabwvlioayoa 00beKmugminik neH 0a10iKKe
YAKeH CeHiMOiLnikmi Kammamacwvlz emedi Oen Kyminyoe. Kapacmuipviivin omwvip2an macene
KonmezeH Oanamanapmer (Konmezen apmypii KOHCEHCYC XAmmamandapsl) JHCIHe KOnme2eH
KpumeputiiepmeH (MulCabl, dHepUsiHbl MYMulHY, OmKi3y Kabiiemi, wadyvlioapea mo3imoiiix,
MPAH3aKYUALAPObL OHOEY KIOIpici Hcane m.0.) CUNAMmManiamvlHbIH ecKepcek, 0¥l 0a Maubi30bl.
Kasipei yakeimma xen xpumepuanovl wewiv KadOwlioayovly e Kolaillvl 20icmepin manoay
NpoYecin asmomammaHnoblpya ApHAIEAH AublK O6acmankvl 6a20apiamanviy Kypaioap o6ap.
Mynoaii  wewimoepoi  Konday — ocylenepi  manoayweliap — MeH — 3epmmeyulinepee
MYTbMUKPUMEPUALObl MA0ay0bl KOJOAHYObIH JPMYPIi CAlaiapulHoa komekmeceoi. byn scymvic
IoT ywin oumaiinel KOHCEHCYC MEXAHU3MIH mMayoay maceneci Hcaz0avblHOa OCbIHOAl
MAMAHOAHOBIPLINZAH — OALOAPIAMANLIK, — KAMMAMACLI3  emyOi  naudalawy HeciziHoe Kon
Kpumepuanovl wewim Kadulioayovly OHmatiibl 20icmepin  mMayoay maciliH YCblHAOWbI.
Homuorcecinoe oeneini TOPSIS, VIKOR 20icmepi, convimen kamap o1apobly UHMePB8anioblK HCIHE
anvlK emec moougurayusaniapvt mayoanovi. CoHbiMen Kamap, Kpumepuiiiepoi caimakmay yulin
aHanumuxavlk uepapxusiviy npoyecc (AHP) a0ici manoanosi.

Tyiiin co30ep: Oonincen mMi3iniM mMexHon02UANApyl, ONIOKYElH, KOHCEHCYC NpPOmOKOIbL,
3ammap unmepHemi, Kon KpUmepuaiovl wewim Kaowvlioay aoicmepi.

SELECTION OPTIMAL MULTICRITERIA ANALYSIS METHODS USING
SPECIALISED SOFTWARE TO DETERMINE CONSENSUS PROTOCOL IN
INTERNET OF THINGS NETWORKS

Abstract: The task of selecting optimal blockchain consensus mechanisms in the loT
networks can be considered as a multi-criteria decision-making task. The goal of this paper is to
determine the most appropriate method of multi-criteria decision-making for this task. Currently,
there are many different methods of multi-criteria analysis. In addition, new methods are emerging,
and the existing ones continue to evolve. In such conditions, it seems very important to correctly
determine the most appropriate method of multi-criteria decision-making for the task at hand. It
is assumed that such a correct choice will provide greater confidence in the objectivity and
accuracy of evaluation and decision-making. This is also important given that the task at hand is
characterized by a large number of alternatives (many different consensus protocols) and a large
number of criteria (e.g., energy consumption, throughput, attack resistance, transaction
processing delay, etc.). Currently, there are open source software tools designed to automate the
process of selecting the most appropriate methods of multi-criteria decision-making. Such decision
support systems help analysts and researchers in various areas of multi-criteria analysis
application. This paper presents an approach to selecting optimal methods for multi-criteria
decision making based on the use of such specialized software in the case of the problem of
selecting the optimal consensus mechanism for 10T. As a result, the well-known TOPSIS, VIKOR
methods, as well as their interval and fuzzy modifications, were selected. Additionally, the
analytical hierarchy process (AHP) method was selected for weighting the criteria.
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